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International Trade Secret Theft
Significantly Affects U.S. Industry . . .
$300+ Billion
Estimated annual loss to U.S. economy as a result of international
intellectual property theft
(The Report of the Commission on the Theft of American Intellectual Property, May 2013, available at
http://www.ipcommission.org/report/IP_Commission_Report_052213.pdf)

$1.1 Billion
Estimated loss by U.S. firms in 2009 from the misappropriation of trade
secrets to China alone
• Chemical manufacturing sector most affected
(USITC, China: Effects of Intellectual Property Infringement and Indigenous Innovation Policies on the U.S. Economy, no. 332-519, USITC Publication
4226, May 2011, available at http://www.usitc.gov/publications/332/pub4226.pdf)
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. . . but Has Been Historically Difficult for
U.S. Companies to Prosecute
 Difficulties with enforcing trade secret rights abroad

o Jurisdiction - violations occur overseas by foreign companies;
o Ineffective criminal regulations abroad;
o Enforceability of U.S. judgments overseas
“The prospects are not promising for having a judgment entered by a U.S. court
enforced by a court in China.”
-Thomas L. Duston, Domestic Trade Secret Enforcement for Foreign
Misappropriation, Intellectual Property Owners’ Annual Meeting: Trade Secrets and
Asian Practice Committees (Sep. 10-12, 2006).
 In view of the Federal Circuit’s 2011 TianRui decision and its progeny, the ITC provides a
possible solution to these difficulties and should be considered as an alternative forum to
4
court for enforcing trade secrets
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What Is the ITC?
 An independent, quasi-judicial Federal agency with broad investigative
responsibilities on matters of trade
 Five major operations
o Import injury investigations
o Intellectual property-based import investigations
(i.e., Section 337 investigations)
o Industry and economic analysis
o Tariff and trade information services
o Trade policy support
5
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What Are Section 337 Investigations?
 Section 337 of Tariff Act of 1930, as amended (19 U.S.C. § 1337), authorizes the
ITC to investigate complaints regarding unfair trade practices, most often
involving statutory intellectual property rights, in the importation of articles into
the U.S.
o Statutory Intellectual Property – a complainant may seek to initiate a Section
337 investigation against one or more respondents for infringement of U.S.
statutory intellectual property, such as patents, trademarks and copyrights
(see 19 U.S.C. §§ 1337(a)(1)(B)-(E))

o Non-Statutory – a complainant may also initiate a Section 337 investigation
for other types of unfair competition, including theft of trade secrets, false
marking, common law trademark infringement, and antitrust violations (see
19 U.S.C. § 1337(a)(1)(A))
6
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Elements Required for a Section 337
Investigation Concerning Statutory IP
 Importation of a product into the U.S.; sale of a product for importation into the
U.S.; or sale of a product within the U.S. after importation;
 That infringes a valid U.S. patent, trademark, copyright, or trade dress; and
 The existence of a Domestic Industry
 “economic prong”
o Significant investment in plants or equipment;
o significant employment of labor or capital; or
o substantial investment in exploitation (e.g., research, development, or
licensing) . . .
 “technical prong”
 . . . related to products protected by the statutory IP (“technical prong”)
 If Domestic Industry shown to exist, harm from importation is presumed
7
DuPont & Widener IP CLE | Wilmington, DE | October 1, 2013

Elements Required for a Section 337
Investigation Concerning Non-Statutory IP
 Importation of a product into the U.S.; sale of a product for importation into the U.S.;
or sale of a product within the U.S. after importation;
 That involves an unfair act (e.g., theft of trade secrets, false marking, common law
trademark infringement, and antitrust violations); and
 The existence of a domestic industry
 “economic prong”

o significant investment in plants or equipment;
o significant employment of labor or capital; or
o substantial investment in exploitation (e.g., research, development, or
licensing);
 That will be injured or destroyed as a result of the unfair act (importation, sale for
importation, or sale after importation of accused article must destroy, substantially
injure, prevent establishment of, or restrain/monopolize the domestic industry)

o Harm to Domestic Industry from importation is not presumed and must be proven
8
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Differences Between ITC Section 337
Investigations and District Court Proceedings
Length
Jurisdiction
Discovery
Judges
Confidentiality
Remedy
Enforcement

ITC
<=18 months
In rem
Broad worldwide discovery
6 ALJs with significant experience trying
IP cases
Automatic administrative protective
order
Exclusion orders/cease & desist orders—
no monetary damages
ITC orders enforced by U.S. Customs and
Border Protection (CBP)

District Court
Average of 3 years
In personam
Federal Rules & Hague Convention
procedures apply
677 judges with diverse caseload and
experience
Public by default
Monetary damages only unless eBay
factors are met to permit injunction
Party must enforce itself in contempt
proceeding
9
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ITC Trade Secret Cases Before TianRui
 Before TianRui decision, only 40 investigations out of 800+ instituted since 1974
involved misappropriated trade secrets
 General “presumption against extraterritorial application of United States law” (See
Microsoft Corp. v. AT&T Corp., 550 U.S. 437 (2007))
 To wit, no investigation prior to TianRui addressed ITC’s jurisdiction over imported
products utilizing trade secrets misappropriated abroad
 Patent cases at the ITC addressed analogous issues with regard to extraterritoriality
before TianRui
 In re Amtorg Trading Corp., 75 F.2d 826, 834 (CCPA 1935) (holding that Section
337 could not be used to exclude from importation goods produced by a
process patented in the United States but carried out abroad)

 Congress thereafter passed an amendment, subsequently codified at 19 U.S.C.
1337a, allowing the Commission to prevent the importation of a product made
by means of a process covered by the claims of any unexpired valid U.S. patent
(19 U.S.C. 1337a has since been repealed, but is now covered by 35 U.S.C.
10
271(g))
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The Federal Circuit’s
TianRui Decision
TianRui Group Ltd. v.
ITC, 661 F.3d 1322
(Fed. Cir. 2011)
11
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TianRui Factual Background –
ITC Proceedings
 Respondent TianRui manufactured cast steel railway wheels in China; failed to negotiate
license agreement to use Complainant Amsted’s proprietary wheel manufacturing
process; hired 9 employees from Chinese Amsted licensee; all subject to confidentiality
agreements
 Amsted alleged that employees disclosed details of its manufacturing process to TianRui;
that TianRui used the process to manufacture, market, and sell its own wheels to U.S.
customers, jeopardizing Amsted’s domestic industry
o Notably, at time of complaint, Amsted no longer used the manufacturing process at
issue in the U.S., instead licensing it to companies in China
 TianRui moved to terminate ITC proceedings, contesting extraterritorial reach of Section
337
o Argued that Congress did not intend Section 337 to be applied extraterritorially and
that none of the alleged misappropriation had occurred in the United States
o ALJ denied motion, concluding that Section 337 is concerned with imported articles’
relationship to acts of unfair competition, not where acts occur
12
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TianRui Factual Background –
ITC Proceedings
 ALJ found “overwhelming direct and circumstantial evidence” that TianRui obtained
manufacturing process by misappropriating Amsted’s trade secrets through hiring
former Amsted licensee’s employees, who were subject to confidentiality
agreements and knew the trade secrets
 ALJ analyzed alleged misappropriation under Illinois law, which does not “differ
substantially from the law applied in previous Commission trade secret
investigations”
 Domestic Industry - ALJ refused to read in a “technical prong” requirement from
statutory IP investigations into investigation premised on trade secret
misappropriation

o ALJ did not require Amsted to show that its domestic industry uses the
asserted trade secrets; sufficient that Amsted showed it had a domestic industry
in the manufacture of cast steel railway wheels that would be harmed
o Broad range of indicia considered in determining whether unfair acts have effect
13
of substantially injuring the domestic industry, or threaten to do so
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TianRui Factual Background –
TianRui’s Appeal to Federal Circuit
 Two issues appealed, both of first impression (limited body of precedent)
1) Whether Section 337 authorizes application of domestic trade secret law to
conduct that occurs in a foreign country?
o TianRui argued that disclosure of the trade secrets occurred in China and
argued that Section 337 cannot apply to extraterritorial conduct
o Amsted argued that ITC did not apply Section 337 extraterritorially because
trade secrets were misappropriated in U.S. when wheels made by
exploited trade secrets imported and sold in the U.S.
o ITC also argued that it applied Section 337 based on TianRui's conduct in
the U.S. and not its conduct in China; argued alternatively that Section 337
applies to imported articles produced with misappropriated trade secrets,
even if disclosure of proprietary information occurred outside U.S.
14
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TianRui Factual Background –
TianRui’s Appeal to Federal Circuit
2) Whether complainant can establish a domestic industry if no domestic entity
practices the asserted trade secrets?
o TianRui argued that the domestic industry must practice the misappropriated trade
secret in order for the Commission to be authorized to grant relief. Because
Amsted had no domestic operations practicing the misappropriated process,
TianRui argued that its imported wheels could not injure or threaten injury to any
domestic industry within the meaning of Section 337
o Amsted argued that there is no domestic industry “technical prong” requirement in
Section 337 investigations involving non-statutory IP and that Commission
precedent in non-statutory IP investigations has been to look to the realities of the
marketplace
o ITC argued essentially the same position as Amsted, namely that the Section 337
statute expressly does not require a “technical prong” for establishing domestic
industry in non-statutory IP cases, and that the Commission’s practice has been to
look to the realities of the marketplace
15
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TianRui – Federal Circuit’s Decision
 Federal common law—not state law—applies to trade secret theft under Section
337
o “We hold that a single federal standard, rather than the law of a particular
state, should determine what constitutes a misappropriation of trade secrets
sufficient to establish an ‘unfair method of competition’ under Section 337.”
661 F.3d at 1327.
 Rejecting ALJ’s finding that state law governs, Federal Circuit found that
“[f]ortunately, trade secret law varies little from state to state and is
generally governed by widely recognized authorities such as the
Restatement of Unfair Competition and the Uniform Trade Secrets Act.”
Id. at 1327-28.
o Indicated that the Restatement of Unfair Competition and the Uniform Trade
Secrets Act inform the federal common law, as do previous Commission
decisions under Section 337. Id. at 1328.
16
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TianRui – Federal Circuit’s Decision
 Affirmed that Section 337 applies to trade secret misappropriation occurring overseas
o “[T]he Commission has not applied Section 337 to sanction purely extraterritorial
conduct; the foreign ‘unfair’ activity at issue in this case is relevant only to the extent
that it results in the importation of goods into this country causing domestic injury.”
661 F.3d at 1329.
o “[T]he statutory prohibition on ‘unfair methods of competition and unfair acts in the
importation of articles . . . into the United States’ naturally contemplates that the
unfair methods of competition and unfair acts leading to the prohibited importation
will include conduct that takes place abroad. Because the statute applies to goods that
are presented for importation, it would be a strained reading of the statute to bar the
Commission from considering acts of trade secret misappropriation that occur abroad.
In cases in which misappropriated trade secrets are used in the manufacture of the
imported goods, the misappropriation will frequently occur overseas, where the
imported goods are made. To bar the Commission from considering such acts
because they occur outside the United States would thus be inconsistent with the
congressional purpose of protecting domestic commerce from unfair methods of
competition in importation such as trade secret misappropriation.” Id. at 1334-35.
17
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TianRui – Federal Circuit’s Decision
 Domestic industry requirement may be satisfied even if trade secrets are not being
practiced by any U.S. entity – no “technical prong” requirement in non-statutory IP cases
 “Section 337 contains different requirements for statutory intellectual property (such
as patents, copyrights, and registered trademarks) than for other, nonstatutory unfair
practices in importation (such as trade secret misappropriation). The provisions that
apply to statutory intellectual property require that an industry relating to the
protected articles exists or is in the process of being established. 19 U.S.C. §
1337(a)(2). Such an industry will be deemed to exist if there is significant domestic
investment or employment relating to the protected articles. Id. § 1337(a)(3).
 “In contrast, the general provision relating to unfair practices is not satisfied by
evidence showing only that a domestic industry exists; it requires that the unfair
practices threaten to ‘destroy or substantially injure’ a domestic industry. Id. §
1337(a)(1)(A). On the other hand, there is no express requirement in the general
provision that the domestic industry relate to the intellectual property involved in
the investigation.” 661 F.3d at 1335 (emphasis added).
18
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Primary Impact of TianRui on Section 337
Trade Secret Investigations
 Three Take-aways
o Federal common law—not state law—applies
o ITC has authority to exclude articles from the U.S. market even where
the unfair act—i.e., the misappropriation—occurs overseas
o No requirement that the misappropriated trade secret be practiced in
the U.S. to find that the accused articles injure or threaten a domestic
industry – i.e., no “technical prong”
 Significance
o Only 40 total trade secret investigations since 1974 prior to TianRui
o 6 trade secret investigations in 2 years since TianRui
19
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Post-TianRui Trade
Secret Investigations
at the ITC
20
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Certain DC-DC Controllers,
Inv. No. 337-TA-698
 In parallel proceedings, district court had granted motion to dismiss fourteen
individual Taiwanese defendants, with prejudice, for lack of personal jurisdiction

 Also dismissed trade secret misappropriation claims for lack of subject matter
jurisdiction (see Richtek v. uPI, 3:09-cv-05659-WHA (N.D. Cal. Jan. 3, 2011), D.I.
212)
 ITC investigation instituted Jan. 5, 2010, by Complainants, Richtek, alleging that

 Taiwanese Respondent, uPI, targeted Richtek’s employees having knowledge of
Richtek’s trade secrets related to integrated circuit designs to join uPI;
 induced employees to bring files containing secrets with them; and
 solicited disclosure and misappropriation of secrets
 Trade secret misappropriation allegations were premised upon unfair acts
occurring in Taiwan
 Between June and August, 2010, all Respondents entered into settlement
agreements and/or consent orders
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Certain DC-DC Controllers,
Inv. No. 337-TA-698

 Enforcement proceedings instituted September 6, 2011, against uPI
 uPI was allegedly continuing to produce and sell products based on misappropriated
designs, and continuing to induce others to incorporate such products into downstream
products imported and sold in U.S.
 June 8, 2012 - Enforcement Final Determination finding violation of consent order
 cited TianRui for confirmation that “Section 337 applies to imported goods produced
through the exploitation of trade secrets in which the act of misappropriation occurs
abroad”
 $750,000 awarded in civil penalties for the violation ($10,000 for each of 75 days in
violation (revised down to 62 days by Commission))
 uPI not in violation of consent order with respect to some new products it was able
to demonstrate that it had adequately ensured were not developed with the stolen
trade secrets
 Both parties petitioned for review of the Enforcement Final Determination
 January 4, 2013 – Commission affirmed finding of consent order violation but reduced22
penalty awarded
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Certain Electric Fireplaces, Inv. Nos. 337-TA791 and 337-TA-826 (consolidated)


Investigations brought by two U.S. cos., instituted July 20, 2011, and January 19, 2012, and later
consolidated



Respondents were a Chinese company, an individual, and a U.S. importer



Accused of trade secret misappropriation related to Complainants’ electric fireplaces containing LED
hardware







Chinese citizen formerly employed by Complainants, with access to trade secrets



formed own company in China and used secrets to manufacture own electric fireplaces



unfair acts took place abroad

After U.S. importer settled and entered into consent order, Chinese Respondents ceased
participating


failed to respond to motion to find them in default



ALJ issued ID on July 13, 2012, finding violation, and recommending LEO; Commission affirmed

Breach of contract as Section 337 violation? Prior to default, ALJ denied Respondents’ motion for
summary determination on breach of contract claims, finding “[i]t is unclear from the facts
presented that the alleged breach of contract could not be shown to constitute, or to be part of, an
act of unfair competition”
23


Commission declined to rule on this broad question
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Certain Rubber Resins,
Inv. No. 337-TA-849
 Investigation instituted June 26, 2012, brought by Complainant SI Group after
Chinese authorities failed to take action to stop misappropriation
 Respondents from China, Hong Kong, and Canada (collectively, Sino Legend)
 hired away only employee of one of SI’s Chinese subsidiaries with access to
SI’s entire trade secret processes for making superior rubber resin products
 misappropriated the trade secrets to develop own products and even filed
own patent application, disclosing important aspects of the trade secrets to
the public
 unfair acts occurred exclusively in China
 On June 17, 2013, ALJ issued initial determination finding a violation
 ALJ granted ten-year general exclusion order directed to resins made using
the stolen trade secrets; also granted limited exclusion orders
 Respondents have petitioned for review of the ID; Commission granted
24
review in September 2013
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Certain Rubber Resins,
Inv. No. 337-TA-849
o Federal Circuit did not detail the “single federal standard” in TianRui; however,
ALJ Rogers did in this investigation
o “Trade secret”
o “any formula, pattern, device or compilation of information which is
used in one’s business, and which gives him an opportunity to obtain an
advantage over competitors who do not know or use it.” (citing Certain
Sausage Casings, Inv. No. 337-TA-148/169)
o “information including a formula, pattern, compilation, program, device,
method, technique, or process, that: (i) derives independent economic
value, actual or potential, from not being generally known to, and not
being readily ascertainable by proper means by, other persons who can
obtain economic value from its disclosure or use, and (ii) is the subject
of efforts that are reasonable under the circumstances to maintain its
secrecy.” (citing U.T.S.A.)
25
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Certain Rubber Resins,
Inv. No. 337-TA-849
o Federal Circuit did not detail the “single federal standard” in TianRui; however, ALJ Rogers
did in this investigation
o Six relevant factors for determining existence of a trade secret:
o Extent to which information is known outside of complainant’s business
o Extent to which it is known by employees and others involved in complainant’s
business
o Extent of measures taken by complainant to guard the secrecy of the
information
o Value of the information to complainant and to his competitors
o Amount of effort or money expended by complainant in developing the
information
o Ease or difficulty with which the information could be properly acquired or
duplicated by others
(citing Certain Sausage Casings, Inv. No. 337-TA-148/169)
26
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Certain Rubber Resins,
Inv. No. 337-TA-849
o Federal Circuit did not detail the “single federal standard” in TianRui; however, ALJ Rogers
did in this investigation
o Four criteria established as guidelines for establishing misappropriation of a trade
secret:
o The existence of a trade secret which is not in the public domain;
o That the complainant is the owner of the trade secret or possesses a proprietary
interest therein;
o That the complainant disclosed the trade secret to respondent while in a
confidential relationship or that the respondent wrongfully took the trade secret
by unfair means; and
o That the respondent has used or disclosed the trade secret causing injury to the
complainant.
(citing Certain Sausage Casings, Inv. No. 337-TA-148/169)
o The “injury” recited in the fourth factor encompasses either an actual injury
or a threat of injury to the complainant (i.e., to the domestic industry) 27
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Certain Paper Shredders,
Inv. No. 337-TA-863
 Investigation instituted January 25, 2013, by Complainants Fellowes, Inc. of Illinois and
Fellowes Office Products of China (collectively, “Fellowes”)

 Certain Chinese Respondents alleged to manufacture paper shredders imported into U.S.
using Fellowes’ trade secrets
 former Chinese business partner caused demise of joint venture with Fellowes,
started new company

 new co. physically took control of the venture’s facilities and stole “Fellowes’ tooling,
molds and other proprietary information,” engaging in “wholesale replication of
Fellowes’ manufacturing process”
 also alleged to have misappropriated 70,000 Fellowes shredders, embodying
Fellowes’ trade secrets
 unfair acts appear to have occurred exclusively abroad in China
 Fellowes seeks LEOs, although couches some of its requests in terms of GEOs
 In early September, the parties submitted various motions for summary determination

28

DuPont & Widener IP CLE | Wilmington, DE | October 1, 2013

Certain Robotic Toys,
Inv. No. 337-TA-869
 Investigation instituted February 11, 2013, by three related U.S. companies (collectively, “IF”)
 Manufacturers of accused toys not named as Respondents; only CVS—reseller and possibly
importer
 not clear why—relief would have been limited, particularly as only LEO sought
 manufacturers—various foreign Zuru entities (“Zuru”)—intervened as Respondents
 Manufacturers accused of creating toys in China by misappropriating IF’s trade secrets

 Zuru deliberately engaged former engineer who developed toy technologies for IF’s
Chinese entity
 Engineer disclosed IF’s trade secrets related to operation and creation of the toys to Zuru
 Zuru misappropriated the trade secrets to develop its own robotic toys

 Unfair acts occurred in China
 June 2013 - parties moved to terminate the investigation based on consent order stipulations
and settlement agreements. ALJ issued ID granting the motion to terminate the investigation
in July 2013.
29
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Certain Crawler Cranes,
Inv. No. 337-TA-887
 Investigation instituted on July 17, 2013
 U.S. Complainant alleges both trade secret misappropriation and patent infringement
against Sany Heave Industry Co. of China, and its U.S. entity, (collectively, “Sany”)
 Complainant’s trade secrets concern transformable variable position counterweight
(“VPC”) technology, which allows its cranes to stay upright while lifting heavy capacity
loads and to be set up in various different configurations, and trade secrets relating to the
commercialization and advantages of that technology
 Sany allegedly misappropriated these trade secrets by
 recruiting away a high ranking engineer from Complainant, who disclosed the trade
secrets to Sany and
 using the trade secrets in the manufacture and commercialization of its own cranes
 Unfair acts occurred in part abroad and in part in the United States
 engineer accused of the trade secret theft is employed by Sany’s U.S. entity, but
cranes manufactured by Chinese entity

 Complainant seeks an LEO
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Takeaways
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TianRui’s Impact on Trade Secret
Investigations at the ITC
 Significant increase in Section 337 filings based on theft of trade secrets
o 6 trade secret investigations instituted in the 20 months since TianRui, as
compared to only 4 investigations in the 15 years prior to TianRui
 All but one complaint appears to allege misconduct that occurred
exclusively overseas
 Questionable jurisdiction in district court
 Article manufactured with stolen trade secret imported into United
States
 Attempts at criminal enforcement overseas unsuccessful
 Monetary U.S. Judgment difficult to enforce

32
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Advantages of Section 337 for the Victim of
Trade Secret Theft
 Resolution “earliest practicable time” (target date)

 In rem jurisdiction over the imported articles
 Ability to assert jurisdiction over misconduct that took place outside the U.S.
 Ability to join multiple parties that cannot be joined in district court—
manufacturer, importer, distributor after importation.
 Broad and faster discovery (nationwide subpoena power; 10 versus 30 day
response time)
 Foreign party discovery – no Hague Convention concerns for the parties
 Experienced ALJs

 Strict confidentiality/protective orders
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Advantages of Section 337 for the Victim of
Trade Secret Theft
 Temporary relief available at the outset
o Motion for temporary relief may be requested at same time as filing
the complaint or before investigation commences (19 C.F.R. 210.52)
o Mirrors preliminary injunction in district court (19 C.F.R. 210.52(a))
o ALJ’s determination must be issued within 70 or 120 days following
publication of Notice of Investigation in the Federal Register,
depending on type of case
 If successful, accused articles are excluded from the U.S. pending
outcome of investigation
 No eBay considerations for permanent injunctive relief - threat of
exclusion orders taking effect within 60 days of issuance leads to large
settlements
34

DuPont & Widener IP CLE | Wilmington, DE | October 1, 2013

Advantages of Section 337 for the Victim of
Trade Secret Theft
 Effective remedies
o General Exclusion Order—applies to all infringing products, whether they are
imported, offered for sale or sold by respondents or other companies.
Complainant must show widespread pattern of unauthorized imports from many
sources. 19 U.S.C 1337(d)(2).
 must be necessary to prevent circumvention of a limited exclusion order

 there must be a pattern of violation of the statute and it is difficult to identify
the source of the infringing products
o Limited Exclusion Order—excludes from importation accused articles of named
respondents. Cannot obtain downstream relief against non-named respondents.

o Cease & Desist Order—in addition to, or instead of, an exclusion order, the ITC
may issue a cease and desist order that targets respondents with an existing U.S.
inventory of articles found in violation of statute. The purpose is to prohibit
further marketing, sale, or distribution of infringing products already inside the
35
U.S.
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