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The Certainty in Uncertainty
If there’s a word that sums up the
regulatory climate covered in this
year’s Regulatory Forecast, it’s
uncertainty. Uncertainty because the
rampant growth of technology has
unleashed a host of questions for
which the regulatory environment
Dan Wolff
has not yet developed answers—and
has transformed the way businesses
operate in ways that cannot be easily
predicted (see pages 14, 24, and 30).
Uncertainty because the administration’s approach to trade and tariffs
has upended not only companies’
relationships with their supply chains
but also their planning, profits, and
David Stepp
product development (page 28). Uncertainty because, with an election year upon us, the usually
fraught and partisan political process has thrown legislative
progress into question (page 33). And uncertainty because,
with the administration’s retreat from regulation, agency
actions are more open to challenge (page 12), and states
like California have stepped up to regulate areas such as the
environment more aggressively (page 18).
Within that uncertainty, so much of it driven by technology,
one thing is clear: the wheels of regulation move on. As
our cover story explains, the antitrust environment has exploded in an effort to rein in potential abuses among large
technology companies (page 4). The emergence of blockchain, and the extent to which it is transforming almost
every industry, from energy and financial services to health
care and music, calls out for increased regulation (page 16).
And it turns out that underneath D.C.’s perceived paralysis
is more regulatory-focused activity than you might imagine,
whether it takes the form of executive orders, rulemaking,
or unexpected bipartisan efforts (page 33).
Even in an era defined as anti-regulatory, regulation
moves on. Not only is there no rest for those watching the
regulatory front, but, driven by uncertainty, that front is
larger and perhaps more active than ever. Our goal with
this year’s Regulatory Forecast is to help you not only
better monitor that front but also move forward along it.
Dan Wolff and David Stepp
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Efforts to roll back the administrative state and
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shift power to the courts are already having
substantial impact on virtually every agency.
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Even as social platforms try to ensure that content is trustworthy, their own policies—and political pressures—could undermine their efforts.

16 Corporate

Despite blockchain’s promise, many in-house
Corporate
counsel know little about it—and even less about
how to deal with it from a legal perspective.
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18 Environment & Natural Resources

Companies that use, manufacture, process, or
transport PFAS should be wary of litigation as
the EPA movesAffairs
forward with new regulations.
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20 Government Contracts

More than ever, federal contractors are being
held responsible for the security of their supply
Regulatory the price of failure is steep.
chains—and

22 Health Care

Court challenges and new proposals could have
a profound impact on the Affordable Care Act,
Medicaid, and the Stark Law, among others.
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AI leverages big data to find correlations, inferences, and predictions. But this cutting-edge
technology may be a double-edged sword.
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Experts consider the possible effects of the IRS’s
shift toward sending its draft regulations to the
White House for centralized policy review.
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The current trade conflict has created a whole
new set of challenges for companies whose supply chains rely on China. Here’s what to consider.

As Regulatory Worlds Converge

4 State of Play

Antitrust in the Digital Age
The increased attention to antitrust issues among Big
Tech companies has implications far beyond even the
technology industry. A key driver of this attention: access
to the data, online platforms, and cutting-edge technologies that define competitive advantage today.

10 Infographic

Antitrust on the Rise
Antitrust doctrine has long favored a relatively conservative approach to enforcement. But lately, the landscape
grown increasingly active and complex. Here’s why.
Lithas
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Makers of drones, autonomous vehicles,
e-scooters, and more seem poised for liftoff.
Can safety regulations keep up?

33 Government Affairs

There’s a common misconception that Congress
Government Affairs
simply stops functioning in an election year. Yet
there’s plenty of potential for new legislation.

Big Tech was a headline story this
past year. Actors of many stripes rose
up to question the industry’s leading
players for their approach to privacy,
data security, labor and supplier
relations, and competitive practices.
Officials at the DOJ and the FTC took
notice and launched investigations. And we, in assembling
this year’s Regulatory Forecast, realized that this was more
than the latest flavor in antitrust activity (see page 10), but
sets the stage for regulations whose reach and gravity will
extend well beyond the technology sectors.
As Crowell & Moring partner Wm. Randolph Smith says (page
4), “This is a megatrend. A confluence of events—political
philosophy, economic impact, and missteps on issues like
privacy—is creating a shift in antitrust focus and thinking that
could reverberate into other sectors.” Those include trade,
health care, and transportation, among others. The impact
spans investors, innovators, and consumers—on a global basis.
This confluence effect neatly summarizes this Forecast. While
we focus as always on specific industries, markets, and legal
fields, the overall focus is and must be broader. More than
ever, regulatory developments here have ripple effects over
there—and there, and there, and elsewhere. Our readers
know this and will size up particular challenges and opportunities through this broader lens of regulatory change.
Our goal in producing this Forecast is to serve as a resource
for you as these developments unfold. For more information
as the year goes on, visit us at crowell.com.
Scott Winkelman
Regulatory Department Chair, Crowell & Moring
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State of Play

Antitrust in
the Digital Age
HOW ANTITRUST INVESTIGATIONS INTO BIG TECH IMPACT
COMPANIES IN EVERY INDUSTRY

SOMETHING WAS DIFFERENT AT THE ABA ANTITRUST
Section’s Spring Meeting last year, where hundreds of the
nation’s leading antitrust lawyers gathered amid the white
marble and 55-foot custom sculpture of the Marriott Marquis
in Washington, D.C. Among the usual discussions, government
officials confirmed their heightened interest in technology
firms and attendees buzzed about the greatest question to
face the global antitrust community in decades: What were
regulators planning for “Big Tech”?
Two months later, the House Judiciary Committee announced it
would launch an investigation into the leading tech companies. Inquiries by the Department of Justice and the Federal Trade Commission followed, as did a Senate hearing. By fall, every state attorney
general had joined a probe of at least one major Big Tech platform.
“The antitrust world hasn’t seen an issue this large in decades.
Unlike every major antitrust development of the past, a look
into Big Tech involves companies that may not charge customers anything and whose assets involve private consumer data
that may not be able to be transferred as part of a remedy,” says
Shawn Johnson, a partner at Crowell & Moring and co-chair
of its Antitrust Group in Washington, D.C. “And this is not just
about Big Tech. In the end, all companies are becoming digital.
From how we view the role of data privacy to so-called killer acquisitions, these investigations are going to impact a wide range
of businesses for years to come.”
While an imminent breakup of any Big Tech firm is unlikely, the
increased attention to antitrust issues has implications far beyond
the handful of companies that dominate the news. These new
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developments could affect mergers, acquisitions, and business
practices in virtually every sector. That’s because competitive
advantage today is often reliant upon access to key data, to online
platforms, and to cutting-edge technologies—and antitrust legal
and regulatory action sets the rules for such access.
“This is a megatrend,” says Wm. Randolph Smith, a partner
at Crowell & Moring in Washington, D.C., former chair of the
firm’s Antitrust Group, and a former executive assistant to the
chairman of the FTC. “A confluence of events, including political
philosophy, economic impact, and missteps on issues like privacy, is creating a shift in antitrust focus and thinking that could
reverberate into other sectors.”

So Big. So What?
Big Tech platforms stand accused of a multitude of sins: invasion
of privacy; lax data security; unfair treatment of labor, content,
or merchandise suppliers; bias against competitors; failing to vet
dangerous products or content; and the acquisition of incipient competitors in an effort to squelch future competition, a
phenomenon some have labeled killer acquisitions.
Many of these platforms have prospered because they provide
a superior service at a lower cost, or for free. But they also have
benefited from the “network effects” that tend to favor technology incumbents. Along the way they’ve collected vast quantities of
data about customers or users that critics contend entrench their
dominance. “Antitrust enforcers are struggling to figure out how
to define and police the amount of market power these platforms
have amassed, particularly with respect to the collection and use

of personal data,” says Jeane Thomas, a Washington, D.C.- based
partner in Crowell & Moring’s Antitrust and Privacy & Cybersecurity groups.
Within antitrust circles, a debate has emerged about whether
current law and legal precedent suffice to address the alleged
challenges presented by Big Tech platforms. For nearly 40
years, antitrust law has been dominated by the idea that
consumer welfare is the ultimate goal of antitrust enforcement. Some critics have vigorously challenged that standard,
especially when it comes to mergers and dominant-firm
conduct, and blame what they view as weak antitrust enforcement for increased market concentration and market power.
Others have sought to defend the standard, while still others
are actively seeking to define a new middle ground that is at
once economically grounded yet acknowledges that increased
antitrust enforcement is warranted, notes Crowell & Moring
senior counsel Andrew Gavil, a former director of the FTC’s
Office of Policy Planning and a member of the firm’s Antitrust
Group in Washington, D.C.

Yet the source of Big Tech’s alleged dominance may lie less in
legal doctrine than in missed opportunities for more aggressive
antitrust enforcement. Many important acquisitions by Big Tech
companies in recent years have flown under the radar from an
antitrust perspective, notes Johnson. Antitrust enforcers haven’t
challenged these deals, likely because the acquired company
was viewed as operating in an adjacent or differentiated space.
But with the benefit of hindsight, it is likely that some of these
companies would have developed into potential competitors,
such that a killer acquisition had occurred. “The platforms are
thinking 10 years ahead,” Johnson says.
“The current wave of concern about Big Tech mirrors previous
eras when antitrust was in the spotlight, such as when supermarkets and shopping malls were hurting Main Streets across
America,” says Smith. Beyond acquisitions, big company behavior can raise competitive concerns when the companies take
measures to hold onto the power they already have. Or as Smith
puts it, “It’s often not what you do to become king of the hill, it’s
what you do to stay there” that attracts antitrust attention.

“From how we view the role of data privacy to killer
acquisitions, these investigations will impact a wide range
of businesses for years to come.” Shawn Johnson

REGULATORY FORECAST 2020

5

“A confluence of events is creating a shift in antitrust
thinking that could reverberate into other sectors.” Wm.
Randolph Smith, former exec. assistant to chairman, FTC
It’s far from clear, however, whether antitrust enforcement is the
answer to the problems ascribed to Big Tech. A prime example
is concern about the protection of privacy. “Traditionally, privacy
concerns have played virtually no role in antitrust enforcement,”
says Thomas. “But the platforms have grown so large that some
users want, and to some extent need, to be on these platforms
so much so that they feel forced to give up significant privacy in
exchange.” Some markets might benefit from competitors that
would do a better job protecting privacy.
“Privacy protection and competition protection are on a
collision course,” Thomas says. If platforms are leveraging
customer data to foreclose competition, a typical antitrust
solution would be to require them to make that data available
to competitors. But this might mean the sharing of personal
data, which would be unacceptable to most people. One
prominent platform has already withheld information from
advertisers about how viewers are interacting with their ads—
creating anticompetitive concerns—by saying it must conform
with European and California privacy laws. “Regulators are

going to have to make some policy choices to say whether or
not we’re willing to trade off harm to competition to protect
personal data,” Thomas says. “In any case, privacy protection
may be better addressed through consumer protection laws,
for example by forbidding platforms from collecting certain
information or from using it in certain ways.”

Guidelines Ahead
With so many investigations underway, it might seem to some
that the era of Big Tech is coming to an end. In reality, experts
say, the course of change in 2020 is likely to be slow and incremental—though a change in the political balance of power in
Washington could open the door to new legislation that would
upend existing judicial precedent.
In January, the DOJ and the FTC jointly released new draft
guidelines governing vertical mergers. The FTC has also said
it is developing additional digital platform enforcement
guidelines as well as an addendum to 2006 horizontal merger

Feds Crack Down on Procurement Collusion
About 40 percent of all federal discretionary spending goes to contracts for
goods and services. Much of that goes
to industries that are consolidating. That
consolidation increases the potential for
anticompetitive coordination during the
bids and proposal process.
Last November, the Department of Justice announced a Procurement Collusion Strike Force, an interagency partnership of
the DOJ’s Antitrust Division, U.S. attorneys, the FBI, and various inspectors general that will conduct joint investigations,
train government procurement officials to identify collusion,
and educate government contractors on criminal antitrust
law. It will also seek to “improve data analytics to identify red
flags of collusion in government procurement data.”
Tech firms are already heavily involved in government contracting, and the participation of Big Tech firms in government

6

REGULATORY FORECAST 2020

contracting continues to increase. Under the DOJ’s own criteria, the conditions in which Big Tech operates are favorable for
potential collusion, says Gail Zirkelbach, a Los Angeles-based
partner in Crowell & Moring’s Government Contracts and
Investigations groups: Relatively few sellers control a large fraction of the market; they often work together; and they often
exchange employees.
As previous interagency efforts have netted charges and
convictions, this crackdown should be taken seriously, says
Zirkelbach, a member of the firm’s Procurement Strike Force
Strike Team, a multidisciplinary team that assists clients reacting and responding to the new strike force. The team recommends that companies, including high tech, review their training and compliance programs to ensure they are sufficiently
robust. “If employees’ behavior gets the DOJ’s attention, the
company could end up suffering the cost, disruption, and
potential reputational harm of an lengthy investigation—even
if it turns out that no violation occurred,” she cautions.

“Antitrust enforcers are struggling to figure out how to
define and police the amount of market power these
platforms have amassed.” Jeane Thomas
guidelines that would address nascent competition and
how the agency analyzes non-price effects of mergers.
“Agency guidelines are significant for many reasons,” says
Alexis Gilman, an antitrust partner at Crowell & Moring in
Washington, D.C., and former head of the Mergers IV Division
at the FTC. “They’re a useful road map of the agencies’ own
analyses, which make them an important cue for companies
that want to understand how the agencies might react to
proposed deals. But they also influence how courts analyze
issues, especially given the relative paucity of case law.”
The draft vertical merger guidelines, however, were less aggressive than many observers had expected. “I don’t see them
having a significant impact on vertical merger enforcement,”
says Johnson. “They don’t reflect a fundamental shift in law and
enforcement policy.” The two Democrats on the FTC abstained
on the guidelines, arguing they were too soft. The guidelines
identify effects that agencies will evaluate in determining whether to challenge a transaction, such as raising rivals’ costs. They
also identify a market-share threshold below which agencies are
unlikely to challenge a merger.
The efficiencies arising from vertical mergers will continue to
make agencies reluctant to formally challenge transactions
unless they raise serious competitive concerns, Johnson says.
Yet the mere fact that the guidelines were revised reflects
closer scrutiny of deals by both state and federal regulators
in many areas besides tech. That includes health care, where
the quest for “integrated care” has inspired a significant
number of vertical acquisitions. Last June, for example, the
FTC announced a settlement between two major health
care companies that required the acquirer to divest certain
regional operations. The deal also led to a settlement with
the Colorado attorney general. Importantly, the changes to
the vertical merger guidelines will affect every industry in
which companies seek to create efficiencies through vertical
integration—not just health care or Big Tech.

Rise of the Enforcers
In remarks to a group of state attorneys general last December, the U.S. attorney general noted the rare bipartisan
support for closer scrutiny of digital markets. The FTC and
the DOJ have each launched new efforts focused on technology. In March 2019, the FTC announced the formation of
its Technology Task Force, which has since become the fullfledged Technology Enforcement Division. TED will review
conduct and mergers in any market “where digital technology is an important dimension of competition,” according
to the agency. Areas of focus may include killer acquisitions,
“self-preferencing” by platforms, and exclusionary data practices. “The division is well staffed and its ambit is broad, so
its investigations are likely to be thorough, wide-ranging, and
lengthy,” says Gilman. The DOJ announced its own review
into leading online platforms in July 2019.
It’s highly likely that these agencies will initiate enforcement
actions this year, says Gavil. However, “they will be more
targeted than people think, given the public debate,” he
says. Rather than pursuing full breakups, agencies will focus
on mergers or particular conduct alleged to be anticompetitive. In many cases, the actions will result in consent decrees
in which companies agree to measures including targeted
divestitures, elimination of anticompetitive contractual provisions, or less severe design changes.
“The investigations will likely create a flood of follow-on litigation by private companies and individuals who claim
to be harmed by anticompetitive practices,” says Jason
Murray, a Los Angeles-based litigator and co-chair of
Crowell & Moring’s Antitrust Group. “Competitors, suppliers,
vendors, and customers could attempt to recover damages in
private lawsuits based on theories established or prosecuted by
the government.” State attorneys general could sue on behalf
of excluded competitors; individual customers, or “indirect pur-

“The mere fact of investigations is already affecting the
market. It influences investors, venture capitalists, and
innovators.” Andrew Gavil, former Policy director, FTC
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“Agency guidelines also influence how courts analyze
issues, given the relative paucity of case law.” Alexis
Gilman, former division head, FTC
chasers,” could join massive, multidistrict class action suits. “These
suits will multiply and drag on for a decade,” Murray predicts.

companies bought “could be disappointed.” The likely sources
and shape of innovation may well change as a result.

But any litigants that choose to pursue an antitrust remedy in the
courts—whether agencies, states, or private entities—will run into
legal doctrines that have set a very high bar for plaintiffs, particularly standards relating to exclusion and the duty to deal with rivals,
says Lisa Kimmel, a senior counsel in Crowell & Moring’s Antitrust
Group in Washington, D.C., who formerly served as FTC attorney
advisor on antitrust and competition policy matters for thenchairwoman Edith Ramirez. “The case law has been very defensefriendly for many years, especially for monopolization cases. Novel
theories are unlikely to prevail under the existing state of antitrust
law, which means there may be a disconnect between what U.S.
enforcers want to do and what they can actually get done absent
legislation that alters the status quo in the courts.”

In dynamic sectors such as manufacturing, larger companies
often seek to acquire emerging technologies that could help
them survive disruptive change. “But it’s these transactions that
are now more likely to get a harder look from regulators,” notes
Johnson. Take the automotive industry, where investors are
pouring billions into startups making the next generation of electric and autonomous technologies. Antitrust enforcers will likely
look harder for possible killer acquisitions in this space, because
today’s maker of parts and systems for these vehicles could be
tomorrow’s major automaker.

With the courts and long-standing precedent acting as a
backstop, a sea change in antitrust will likely require new laws
from Congress. And substantive new laws are unlikely unless a
bipartisan consensus coalesces around specific reforms or this
year’s election results in single-party control of Congress and the
White House, Gavil believes.

Ripple Effects
Regardless of whether this new wave of antitrust investigations results in a major change in law or legal doctrine, it could still have a
significant effect on business well beyond Big Tech. That’s because
it could impact the robust markets for data and disruptive technology that drive the economy in this era of digital transformation.
“The mere fact of the investigations is already affecting the
market,” Gavil says. “It influences investors, venture capitalists,
and innovators.” Potential competitors to the Big Tech platforms
have been emboldened, the big platforms are more cautious,
and some innovators who were looking forward to having their

The investigations will also have a big impact in the area of data,
because “there’s no business in any sector that doesn’t have a
data component that could be affected by these investigations
or rulemakings,” notes Murray. Companies that own or control
data in ways that could foreclose competition can expect greater
scrutiny. “If your customer or competitor claims that you are
using data in a way that is harmful to them, they have a really
attentive audience at the agencies,” says Gilman. “There’s a
dedicated staff at the FTC focused on how data issues should be
analyzed and argued in an antitrust case.”
Antitrust analysis already considers data a competitive asset,
and the European Commission has developed a framework to
analyze the value of data, notes Thomas De Meese, an antitrust
partner in Crowell & Moring’s Brussels office. The coming year
could even see a revival in the U.S. or Europe of some version
of the “essential facilities” doctrine, which says that a company
could be required to license data at fair and reasonable terms
if access to that data is deemed essential for creating a product
and service for which there is a clear consumer demand.
The essential facilities doctrine was cited nearly 40 years ago in a
decision forcing the phone company to give competitors access to

“There may be a disconnect between what enforcers want
to do and can get done absent legislation that alters the
status quo.” Lisa Kimmel, former antitrust advisor, FTC
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“The EC has levied billion-dollar fines on one Big Tech
platform. Vestager’s return virtually ensures the continuity
of their aggressive approach.” Thomas De Meese

Swift Action in the EU
In September, Danish politician Margrethe Vestager
won an unprecedented second five-year term as the
European Union’s competition commissioner; she will
also take charge of EU digital policy. “The EC has already
levied billion-dollar fines on one Big Tech platform, and
Vestager’s return virtually ensures the continuity of the
commission’s aggressive approach,” says Crowell &
Moring’s Thomas De Meese.
In October, Vestager ordered a chipmaker to immediately halt potentially anticompetitive practices while
an investigation was underway. It was the first time in
18 years the commission had employed its powers to
impose “interim measures.” With formal investigations
requiring several years, the commission is acknowledging the need to take action before competitive damage
is irreversible, De Meese says. Vestager has signaled she
intends to use interim measures more widely.
In their investigations, European authorities will take a
particular interest in anticompetitive use of data and
“dual-use” platforms, De Meese says. European authorities can still have a big impact on American companies.
Beyond levying fines, their orders to cease or change
infringing behaviors can effectively force global changes
on companies that develop products for a global market.
“European enforcers are poised for greater impact
than their U.S. counterparts because the EU’s competition law standards are more favorable to plaintiffs or
the government, especially for cases of dominant-firm
behavior,” notes Crowell & Moring’s Lisa Kimmel.

its network, notes Smith. While the doctrine has not been cited
favorably in recent times, the question is whether it might be
used, for example, to force a manufacturer to share the data necessary for a software developer to develop an app for its vehicles
or appliances. Or perhaps require a platform to ensure that other
firms’ products and services can interoperate with its platform.
“But for most companies that are considering ways to monetize
data, the main concern is to stay in compliance with privacy laws,”
Kimmel says. “Data is likely to generate antitrust risk primarily for
dominant firms with control of relatively unique data sets.”
“Regardless of whether you’re heavily invested in data or platforms, virtually every company will be affected by this new era
of antitrust scrutiny,” says Murray. “That’s why it’s important
to keep abreast of developments and evaluate which side of
these emerging battle lines you fall on. Consider whether the
emergence of new theories of competitive harm—or new rules
regarding privacy—will have a positive or negative effect on your
business, and then consider advocating with the appropriate
agencies or politicians for or against the change.”
Meanwhile, today’s antitrust enforcers are increasingly well
briefed and well resourced. As a result, executives need to be
thinking harder about whether business practices or M&A activity could raise antitrust concerns, experts say. Could your data
be misused to foreclose market opportunities for competitors?
Could a transaction squelch current or future competition? Are
your competitors employing such tactics, and should they be
brought to the attention of state or national agencies? “Before
presenting a deal to regulators, companies should be ready to
anticipate and respond to these kinds of inquiries,” Gavil says.
“The coming changes are likely to create significant risks and opportunities for business depending on where they stand in the
marketplace,” Kimmel adds. “To prepare, businesses should be
thinking ahead—because now the enforcers certainly are.”

“The investigations will likely create a flood of follow-on
litigation by private companies and individuals who claim
to be harmed by anticompetitive practices.” Jason Murray
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The Supreme Court and the President
Rein In the ‘Administrative State’
Government Affairs
Administrative
Law

A conservative Supreme Court and
administration have both been working
to roll back the administrative state,
shifting its center of power to the
courts. The shift has been incremental, as demonstrated by two recent
Supreme Court rulings and executive
orders. Yet the impacts on virtually
every agency—and therefore every business subject to
regulation—are already substantial. And the pace of change
could rapidly increase in 2020 and beyond.

Regulatory

“These trends will make it easier for industry to challenge
agency actions they don’t like,” says Amanda Shafer
Berman, counsel in the Environment & Natural Resources
and Litigation groups at Crowell & Moring and a former
senior attorney in the Department of Justice’s Environmental Defense Section. “But it might make it harder for them
to get what they want.” In other words, even as challenging
agencies becomes easier, agencies could become slower and
more cautious in ways that regulated businesses may find
frustrating. Furthermore, the rollback in administrative power
could ultimately result in greater regulatory uncertainty.

Narrowed Doctrines
Many Court observers had expected the Supreme Court
to strike down the long-standing Auer deference, under
which courts defer to an agency’s reasonable interpretation
of its own regulations. In Kisor v. Wilkie, decided last June,
the Court declined to do so, but it effectively narrowed the
doctrine. Justice Elena Kagan wrote that the courts should
not afford Auer deference unless, after exhausting “all the
traditional tools of statutory construction” (such as an
examination of context, consistency of the statute, and prior
agency actions), they conclude the regulation is “genuinely
ambiguous.” The court must also inquire as to whether the
interpretation is an “authoritative” or “official” position
based on expertise, rather than an ad hoc or novel position.
In separate opinions, however, three conservative justices
argued that the deference should be “retired.”
Kisor demonstrated the reluctance of some conservative
justices to overturn long-standing precedent. But the ruling also revealed a clear divergence in liberal and conservative views of the role of judges, Berman says. The liberals contended that the judges “may not know the lay of
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the land” as well as agencies, so therefore they might not
always come to the correct conclusion. The conservatives,
by contrast, contended that interpretation is the specialized expertise of judges, “so of course they can come up
with the ‘right’ answer. They don’t see the same ambiguity
that would allow smart, reasonable people to come to differing conclusions, so they think the judge should decide,
not the agency.”
In Gundy v. United States, the Court also honored precedent
to preserve a long-standing doctrine—if only barely. The
case tested the so-called non-delegation doctrine, under
which courts uphold Congress’s right to delegate rulemaking
authority to an agency as long as the courts can discern an
“intelligible principle” from Congress that guides the agency’s
actions. (Gundy had challenged Congress’s decision to delegate rules relating to the treatment of sex offenders to the
attorney general.)
The non-delegation doctrine is long-dormant: The Court has
only rarely invalidated federal statutes by arguing there was no
“intelligible principle” behind Congress’s decision to delegate
rulemaking to an agency. But three of the justices advocated
abandoning the “intelligible principle” test, and the fourth said
he would consider overturning the doctrine. Justice Brett
Kavanaugh had not yet joined the Court when the ruling was
handed down. Therefore, it’s probably only a matter of time
before the doctrine is “completely rethought,” Berman predicts.
Congress routinely delegates rulemaking authority to
agencies, and Justice Kagan warned that if the delegation
discussed in Gundy “is unconstitutional, then most of government is unconstitutional.” But even if the doctrine were
overturned, it is unlikely to result in many rulings overturning long-extant laws, Berman surmises. Judges will likely
apply the non-delegation doctrine only in dramatic cases. In
Gundy, for example, Justice Neil Gorsuch was incensed that
the attorney general had been given “the power to write
his own criminal code governing the lives of a half-million
citizens.” It is rare that Congress gives an agency that much
authority with so few constraints.

Reining In Regulations
Kisor is already shaping arguments in environmental cases,
where “it’s giving additional fodder for folks who want to
challenge agency determinations as going beyond what’s

“A court that reflexively defers to the agency without any
analysis of the regulatory or statutory language is more
likely to get struck down on appeal.” Amanda Berman
in the statute and regulations,” Berman says. “It’s easier to
make arguments that an agency is overstepping its regulatory
authority. A court that reflexively defers to the agency without
any analysis of the regulatory or statutory language—which a
fair number have done in the past—is more likely to get struck
down on appeal.”
Agencies can still invoke Auer to defend their regulatory actions. But agencies that had been able to persuade courts to
defer to their interpretations of vague regulatory text may
instead be ordered to promulgate new rules through notice
and comment rulemaking, Berman adds.
The Trump administration has also been ordering agencies
to stick to the script. In October, President Trump signed two
executive orders that aimed to limit agency “guidance.” Every
federal agency issues guidance documents, variously called
memorandums, circulars, bulletins, or letters, that expand on
its regulations. These documents have sometimes been criticized as “stealth regulations” that allow agencies to effectively
impose new requirements without submitting to rulemaking
procedures.
The orders clarify that guidance documents are nonbinding
“in both law and practice”; require agencies to rescind any
unneeded guidance; require that all guidance be placed on a
searchable website; and require agencies to seek public input
when developing new, “significant” guidance.

KEY POINTS
Courts v. Agencies

A new Supreme Court ruling is making it easier to
challenge agency actions.

Once Bitten

Reined-in agencies may become reluctant to help
industry interpret its regulations.

Plunging Ahead

An emboldened Supreme Court might take stronger
action in the coming years.

These orders may help rein in what the Trump administration calls “rogue” agencies that put the threat of enforcement behind capricious directives. But guidance is often
requested by businesses and individuals that need help
understanding and complying with complex rules, Berman
notes. Thanks to these orders, agencies may be slower or
more reluctant to respond to these requests, which could
increase uncertainty for regulated entities.

Could We See a Giant Leap?
The Supreme Court has been taking baby steps toward
rolling back administrative power, but it could well take a
giant leap over the next couple of years. The leap could
happen if the Court loses a liberal justice while the Trump
administration is in power. But it could also happen if the
Democrats regain the presidency or both houses of Congress, Berman believes. A conservative Court could then
feel compelled to reassert itself as a crucial check on the
balance of power, reining in the executive and legislative
branches as they attempt to make large-scale changes to
environmental, health care, and other laws. In those circumstances, Chief Justice John Roberts—who of late has
been a force for restraint, seeking to avoid decisions that
might be viewed as political—could permanently rejoin
the conservative wing of the Court. An emboldened Court
might then reverse the non-delegation doctrine and possibly the Chevron doctrine, under which courts tend to
give agencies deference on statutes they are administering. (Auer, by contrast, refers to an agency’s interpretations of its own regulations.)
A conservative Court that seeks to empower the presidency
might also take measures to reduce the independence of
federal agencies. This spring, the Court is scheduled to hear
oral arguments on the constitutionality of the Consumer
Financial Protection Bureau. If the justices rule that the
president must have the power to remove the CFPB’s director in order for the agency to be lawfully composed, then
that may have consequences for the fate of other so-called
“independent” agencies such as the Federal Energy Regulatory Commission, the Federal Trade Commission, or the
Securities and Exchange Commission, Berman says.
As the power and reach of the administrative state are pruned
back, its relationship with industry is bound to change. The
shape of that relationship is still being worked out.
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Social Media Platforms Face
Charges of Political Bias
Advertising
Are Silicon Valley’s masters of social
media biased against right-wingers?
President Trump and his allies seem to
think so. This past summer, the White
House hosted a “Social Media Summit”
at which conservatives and activists
complained that big social media platforms had blocked their messaging.
Meanwhile, conservative Sen. Josh Hawley has introduced a bill
that would effectively force large internet platforms to obtain
federal certification that they lack a political bias. Though the
bill had not gained traction as of late 2019, rumors have circulated that Trump is considering an executive order that would
vest authority in the Federal Trade Commission or the Federal
Communications Commission to police for bias.
None of the concerns about bias have yet led to concrete
federal policies, but they add fuel to the arguments that Big
Tech wields too much power, which in turn have spurred
multiple antitrust investigations (see cover feature, page 4).
This all could influence the platforms’ policies on political speech and advertising as the 2020 national election
approaches. And they may ultimately influence whether
advertisers, publishers, and the public view these platforms
as safe and trustworthy.

Yet not every case of “de-platforming” is cut-and-dried.
In a recent op-ed in The Washington Post, for example, a
professor at the University of Utah argued that Facebook
and Google were using “unclear and inconsistently applied
advertising standards,” and that they rarely explained their
decisions in public. And while banned commentators are free
to move to another platform, the dominance of a handful of
platforms raises the stakes when a publisher is banned from
any of them.
Right-wing politicians have reacted to perceived bias by
trying to chip away at Section 230 of the Communications
Decency Act of 1996. The section specifies that internet service providers aren’t treated as the “publisher or
speaker” of content provided by a third party, which shields
them from liability for distributing controversial content.
The Ending Support for Internet Censorship Act proposed by
Sen. Hawley would require that a service provider received
certification from the FTC that it doesn’t moderate content
in a way “that is biased against a political party, political
candidate, or political viewpoint” before it could enjoy the
benefits of Section 230.
The Hawley bill has made little headway so far. Federal
authorities are loath to even try to determine what would
qualify as a “political viewpoint” and how to objectively

That’s Not “Censorship”
Complaints of bias by fringe political commentators are
typically unfounded, says Christopher Cole, co-chair of
the Advertising & Media Group at Crowell & Moring. “All
of these platforms have terms of service or policies that
clearly spell out what kind of speech is unacceptable, such
as hate speech, racism, and threats,” Cole says. “Much of
the most alarming rhetoric can be interpreted as violating
these terms.”
These platforms aren’t government entities capable of “censorship” but are private companies that provide a service
pursuant to a contract, Cole notes. They can’t let violent or
obscene content run rampant or their users will flee. And
it’s worth remembering, he says, that many of these commentators earn their living by pushing the envelope of acceptability in an attempt to gain attention. If they’re barred
by a platform, it’s a signal that they’ve gotten enough
exposure that someone has reported them.
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KEY POINTS
Fair Play

Conservative concern about social media “censorship”
hasn’t affected federal policy—yet.

Special Section

Politicians are targeting Section 230 of the Communications Decency Act, which protects platforms from
liability for third-party content.

Trust Gap

Platforms that fail to weed out dubious content may
scare away advertisers, publishers, or users.

“Disinformation has become a political weapon like never
before in our country. People have lost the ability to
discern truth from fiction.” Christopher Cole
determine what counts as “bias” against such a viewpoint,
Cole says. Yet right-wing concern about bias may make
platforms more reluctant to police anything that might be
construed as political speech, he adds.
Last fall, Facebook Chief Executive Mark Zuckerberg—citing
free speech principles—declared that speech and advertising from politicians would be exempt from the company’s
usual fact-checking process (though Facebook will require
disclosure about sourcing). With the 2020 elections around
the corner, Facebook and other platforms are already being
flooded with political ads and speech, much of it dubious or
demonstrably false, according to a report in The New York
Times. For its part, Twitter has announced that it will no longer accept political advertising at all.
“It’s going to be a brutal election season,” Cole says.
“Disinformation has become a political weapon like never
before in our country. It’s almost accepted that politicians
will lie, and people have lost the ability to discern truth
from fiction.”
What a fire hose of disinformation will do for American democracy is worrying enough. What’s the consequence for the
platforms themselves, and for the publishers and advertisers
that rely on them?

Careful What You Host
Section 230 has given platforms considerable legal cover
from the consequences of their users’ misdeeds. In one
striking example, the California Supreme Court ruled in
2018 that the review site Yelp was not required to remove
reviews that had been proven defamatory in court. (The
U.S. Supreme Court refused to hear an appeal.) And last
summer, a federal appeals court cited Section 230 in rejecting a suit by American victims of Hamas attacks in Israel
who claimed Facebook helped the terror group and its
allies pursue their goals.
Yet the section is not bulletproof. In 2018, the president
signed the Allow States and Victims to Fight Online Sex
Trafficking Act, or FOSTA, which specifies that Section 230
won’t impair prosecution of anyone accused of violating
federal sex trafficking laws or limit civil lawsuits. Previously,
online classifieds sites had hidden behind the section when
promoting or facilitating prostitution.

Nor does Section 230 protect platforms against the reputational harm of hosting a deluge of ugly or untrustworthy
content. Advertisers tend to shy away from controversy,
and companies that rely on programmatic advertising have
sometimes been surprised to find their online ads appearing next to shocking, extreme, or offensive content.
Campaigns by the activist group Sleeping Giants have had
success convincing big advertisers to pull back advertising
from controversial sites, and group members have said their
real target is the big platforms that share in the profits from
advertising on them.
In 2019, the chief marketing officer of consumer giant Procter
& Gamble—one of the world’s largest advertisers—said
the company would buy media only from channels where
content quality is “known, controlled, and consistent with
its values.” The executive, Marc Pritchard, added, “Every
platform has a responsibility to control their content. None
of us should have to worry that our brands end up anywhere
near…horrible content.”
Spending on online advertising is still rising, but Pritchard’s
remarks suggest that there are clouds on the horizon. Facing
an opaque supply chain and systemic ad fraud, advertisers
“are starting to wonder what they’re getting” for their advertising dollars, Cole says. Meanwhile, platforms are finding
it difficult to balance their response to consumer privacy
concerns with their targeting promises to advertisers.
More profoundly, failure to moderate content on big platforms could ultimately erode public trust in virtually all the
media that’s consumed on them, Cole warns. As a lawyer
who focuses on false-advertising litigation, Cole is already
seeing research suggesting that some of the public is losing
trust in even the factual claims that are a common subject
of advertising litigation. What will happen to the effectiveness of advertising when the public can’t trust anything
they see? For that matter, what about the effectiveness of
journalism or any other content that publishers want readers to trust?
Social platforms are employing armies of moderators and
increasingly sophisticated artificial intelligence algorithms
to help ensure that users’ feeds are reasonably trustworthy
and safe for viewing. But their own policies could undermine that costly effort, and political pressures could make
things worse.
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Blockchain’s Awareness Problem—
and How to Solve It
Corporate
Lit Icons

It seems impossible not to hear about
blockchain these days. Best known for
its role as the technology behind cryptocurrencies, blockchain has many other
potential uses, and its development is driving frenzied business activity worldwide.
In fact, its explosive growth is expected to
maintain its hockey-stick trajectory well
into the future. Market research firm International Data Corp.
expects global spending on blockchain to have reached $2.7
billion in 2019, an 80 percent leap from $1.5 billion in 2018. By
2023, spending should rocket to $15.9 billion, nearly a 1,000
percent gain from 2018, equating to a sizzling 60.2 percent fiveyear annualized growth rate.

Corporate

Reg Icons

Government Affairs

Despite such popularity and commercial investment, many inhouse counsel know little about blockchain and even less about
how to deal with it from a legal perspective. Crowell & Moring
partner Michelle Ann Gitlitz, who is global head of the firm’s
Blockchain and Digital Assets practice, has observed this firsthand
and sees a pressing need to remediate the problem.

Regulatory

“There’s often a disconnect between companies’ efforts from
a product development standpoint to harness blockchain and
their in-house counsel’s knowledge of the technology and how
to address nuanced legal issues,” she says. “It’s especially glaring
when companies are close to introducing a blockchain- or digital
asset-based product or service and ask the general counsel for
legal review and approval, yet the GC hasn’t heard about it. GCs
can’t protect their companies from blockchain- and digital assetrelated risks—let alone understand the technology and relevant
laws—if their companies aren’t keeping them in the loop.”

A Quick Look at Blockchain
Blockchain is a type of ledger, or register, composed of digitally
recorded and encrypted data stored in strung-together chunks

(i.e., blocks). The blocks are distributed across a network of
internet-connected devices that, when connected, form a chain.
Because of how the technology works and its decentralized
nature—no single party is responsible for a chain’s maintenance
or integrity—blockchain offers much greater privacy protection
and security than traditional IT systems.
Blockchain’s capabilities are such that it can significantly
raise the bar for data management in multiple areas.
These notably include documentation, speed, efficiency,
productivity, auditability, compliance, process automation,
standard setting, sharing, and authentication as well as
privacy and security.
As S. Starling Marshall, a partner in Crowell & Moring’s Tax and
Litigation groups, explains, “The question not so long ago was,
What is this stuff and what can we do with it? Now it’s, This is
going to disrupt our industry and ensure our future. How soon
can we go to market?”
It’s no wonder, then, that businesses across a wide range of
industries are creating blockchain applications to help open up
opportunities, improve execution, and disrupt the marketplace.
These are among the industries most frequently cited for their
adoption of blockchain:
Energy: To track production and for peer-to-peer energy trading.
Financial services: Think trading, payments, insurance, and
transaction processing.
Health care: Management and privacy of medical records are
the subjects of intense blockchain development programs.
Music: Blockchain can enhance the creation and digital distribution of music and address issues of copyright, piracy, and
monetization.

“GCs can’t protect their companies from blockchain risks or
understand the technology and relevant laws if the companies
don’t keep them in the loop.” Michelle Ann Gitlitz
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“It’s easy to forget that there were no laws or regulations
specific to the internet for at least five years after it
became part of daily life.” S. Starling Marshall
Real estate: With its huge volume of paperwork, lack of transparency, potential for inaccurate recordkeeping, and need for clear
ownership records, real estate is ripe for blockchain solutions.

Illinois, Maine, and North Dakota—have formed working
groups to explore the use of blockchain by state agencies for
recordkeeping purposes.

Perhaps the most common application of blockchain among
lawyers is the “smart contract,” which is a blockchain-based contract that automatically enforces itself when specific conditions
are satisfied. The smart contract’s future is bright: According
to Deloitte’s 2019 Global Blockchain Survey, nearly all of the
1,300-plus companies surveyed—95 percent—said that it was
an important blockchain capability.

Fundamental Recommendations

At the same time, however, more than one-third of respondents
cited seven blockchain-related regulatory issues that were of
great concern going forward: privacy, money transmission, know
your customer/anti-money laundering, informational reporting,
securities law, financial reporting, and tax.

In the Beginning, There Was No Law
The legal paradigm for blockchain is nascent and unformed.
There are just a handful of federal or state laws on the books
specifically directed at blockchain and its uses or consequences.
That will change as blockchain becomes more common and
business practices evolve, says Marshall. “It’s easy to forget that
there were no laws or regulations specific to the internet for at
least five years after the internet became part of daily life for
people and businesses,” she notes. “Lawmakers, regulators, and
lawyers had to rely on telecom regulation for guidance at first.
That’s where blockchain is now, but the law will catch up.”
Marshall adds that there are a handful of areas where blockchain issues can fall under existing laws governing the digital
world. Data privacy, for example, is addressed by a number of
regulations, such as the Health Information Portability and Accountability Act and the California Online Privacy Protection Act.
Securities and commodities regulations partially cover oversight
of digital assets, while the IRS has begun to address the taxation
of these assets. And anti-money laundering and know-yourcustomer laws govern payments and banking transactions.
Activity among states is much greater than on the federal
level thus far. States that have passed legislation to address the validity and admissibility of blockchain evidence
include Arizona, Tennessee, Vermont, and, most important,
Delaware. Several other states—California, Florida, Hawaii,

Gitlitz and Marshall have three key recommendations for in-house
counsel who need to get smart fast about blockchain and the law.
Communicate. Above all, lawyers should be aware of their
companies’ involvement with blockchain at all times. “Start by
asking what you do and don’t need to know about blockchain in
your company. Then proactively communicate with your business partners to encourage them to keep you in the loop from
the outset and include you in the conversations and decisions as
they normally would about any business matter,” says Gitlitz.
Consult outside counsel. When blockchain is unfamiliar territory, reach out to lawyers who specialize in it and can provide
education about both the technology and the legal considerations that surround it. They can help spot the risks and compliance issues that blockchain poses and offer insights into how
other companies and industries are handling them.
Outside counsel can provide added value concerning an underappreciated blockchain reality: Regulators aren’t always as up to
speed on the legal issues as might be expected. The education
and regulatory experience outside counsel can impart can yield
big dividends for in-house lawyers when dealing with regulators.
Ask the right questions. To identify the key legal challenges that
blockchain may present, GCs and their staffs should ask and
answer these essential questions:
• What are the enforcement risks of smart contracts?
• What are our obligations regarding data privacy and dissemination in the jurisdictions in which we do business?
• What are our blockchain or digital asset reporting obligations?
• What are our blockchain or digital asset regulatory obligations?
• What are the implications of blockchain concerning taxation?
Trade? Product liability? Supply chains?
In these early days for blockchain law, says Gitlitz, there are—
and will likely be for some time—more questions than answers.
“But that’s OK,” she says. “Lawyers will continue to ask questions. It’s just that with blockchain and digital assets, there are
fewer answers at the moment.”
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Now Is the Time to Prepare
for PFAS Regulation
Environment & Natural Resources
Pressure is mounting on the federal
government to address environmental
contamination by a family of chemicals
referred to as per- and polyfluoroalkyl
substances (PFAS).

Second, there isn’t an enforceable federal standard for PFAS presence in drinking water. The EPA has proposed a standard of 70
parts per trillion in a person’s lifetime as a nonbinding “health advisory,” but Gray expects the agency to set an enforceable standard
when the relevant science is more conclusive.

A combination of circumstances—increasing discoveries of PFAS in groundwater, growing activism by
states to deal with the problem themselves, and several highvalue lawsuits and settlements—has spurred a sense of urgency
both in Congress and at the Environmental Protection Agency.
With Congress unlikely to pass legislation in an election year,
however, the EPA has taken the regulatory reins and appears
intent on moving forward.

The EPA reiterated its commitment to address these and its
other PFAS regulatory priorities late in 2019 in its section of
the federal Fall 2019 Unified Agenda and Regulatory Plan.
“It’s full speed ahead for the EPA,” observes Amy Symonds,
a counsel in Crowell & Moring’s Environment & Natural
Resources Group. “The agency is trying to assert itself as a
primary regulator of PFAS. Its current actions are likely just the
tip of the iceberg.”

This should ring alarm bells at companies whose operations involve
(or previously involved) PFAS, says Peter Gray, a partner in Crowell
& Moring’s Environment & Natural Resources Group. “Whether
you manufacture, process, transport, or use PFAS—even if you
haven’t done so for a long time—you should anticipate regulatory
scrutiny at some point,” he cautions. “And as public awareness of
the issue grows, so does the probability of investigations, fines,
and litigation. We’re encouraging companies to assess their PFAS
exposure now and start mapping out a legal strategy.”

Worth mentioning is the disconnect between the EPA’s proregulatory stance on PFAS and its efforts under President Trump
to reduce environmental regulation. Longtime EPA watchers
such as Gray aren’t surprised. He notes that the EPA’s current
anti-regulatory push has concentrated on climate change regulations, but the agency continues to emphasize cleanup programs
such as CERCLA.

The EPA Throws Down the Gauntlet

States have been aggressive in taking action both to regulate PFAS
and to clean them up—though few have been as aggressive as
California. In March 2019, the California State Water Resources
Control Board announced a three-phase plan to conduct preliminary investigations of possible PFAS contamination at more than
1,000 sites statewide. The plan has targeted sites as follows:

In early 2019, the EPA seized the initiative by issuing its PFAS
Action Plan, which laid out a road map for how the agency
intended to regulate PFAS. Two of the plan’s priorities are especially noteworthy because they seek to close regulatory gaps
that have made enforcement difficult.
First, PFAS are not classified as hazardous substances under the
Comprehensive Environmental Response, Compensation, and
Liability Act (CERCLA), limiting the EPA’s authority to hold parties
liable for releasing them into the environment.

States Are Being Aggressive, Too

• Phase I: Airports, municipal landfills, 1,000-plus nearby wells
and other sources of drinking water. (Note: a PFAS-based
firefighting foam known as aqueous film-forming foam, or
AFFF, is used at airports throughout the U.S. and extensively
by the U.S. military.)

“We’re encouraging companies to assess their PFAS
exposure now and start mapping out a legal strategy.”
Peter Gray
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“The agency is trying to assert itself as a primary regulator
of PFAS. Its current actions are likely just the tip of the
iceberg.” Amy Symonds

Why Are PFAS Attracting So
Much Attention?
Since the 1940s, a family of chemicals referred to as PFAS
(per- and polyfluoroalkyl substances) has enabled some
important, life-improving products. Many stain- and
water-resistant fabrics, carpeting, firefighting foam,
cleaning products, paints, cookware, and food packaging
wouldn’t be possible without them.
Yet the same durability that has made PFAS so useful may
cause them to persist in the environment.
Among the nearly 5,000 PFAS, perfluorooctanesulfonic
acid (PFOS) and perfluorooctanoic acid (PFOA) draw the
lion’s share of attention from regulators and environmentalists. They’re also the most studied of the PFAS
chemicals in terms of their effects on human health
because they’re the most frequently occurring PFAS in
water—which has received much of the focus to date.

• Phase II: Primary manufacturing facilities, refineries, bulk terminals, non-airport fire training areas, urban wildfire areas.
• Phase III: Secondary manufacturing facilities, wastewater
treatment and pre-treatment plants, domestic wells.
Perhaps the largest state-level threat to companies with PFAS
exposure is litigation. In the past few years, major manufacturers
have reached huge settlements with states. 3M Co., for instance,
paid Minnesota $850 million in 2018 to settle a $5 billion lawsuit
that charged the company with causing environmental damage
by leaking PFAS into groundwater.
More recently, more than 100 suits brought by local authorities and private parties in multiple states claimed that the use
of AFFF released PFAS into drinking water. These suits were
consolidated into one multidistrict litigation to be heard in South
Carolina. New York and New Hampshire have filed parens
patriae actions on behalf of citizens whose natural resources
were allegedly damaged by PFAS contamination.

Sizing Up the Damage
Sooner or later, what all of this—an engaged EPA, statelevel laws and enforcement, cleanup costs, investigations,
and litigation—comes down to is financial and legal liability.
On the financial side, it’s currently impossible to quantify
the total presence and/or potential remediation costs of
PFAS in the U.S. “The bottom line here is there are still a lot
of unknowns,” notes Gray. “With the prospect of federal,
state, and private investigations and litigation open-ended
as well, it may be hard for organizations to come up with
exact calculations of their potential liabilities.”
Nonetheless, Gray and Symonds are urging organizations
with PFAS exposure—not only PFAS manufacturers but also
users such as oil refineries, chemical manufacturing facilities, airports, landfills, and state and municipal entities such
as water and power authorities—to think big picture and
get ahead of the curve.
“PFAS will be the subject of legal and regulatory attention
well into the future,” says Gray, “and the momentum to address it will only get stronger. For the many companies that
aren’t yet aware of the potential legal ramifications of their
current or past PFAS exposure, it’s time to get up to speed
and take measures to mitigate risk.”
For organizations that have used PFAS-bearing products and
decide to investigate their property for contamination, Gray
and Symonds recommend these steps:

• Use an attorney to oversee the investigation so that
communications and work product will be covered by
attorney-client privilege and the work product doctrine,
respectively.
• Form an interdisciplinary team to manage the investigation and evaluate potential risks. The team should consist
of professionals from these areas: environment, health,
and safety; government relations; legal (both in-house
and outside counsel); and site management.
• Evaluate the possibility that other entities may have
contributed to the contamination, and determine if it’s
possible to distinguish your source from others.
• Determine if insurance covers any portion of current
or future remediation, and give appropriate notice to
insurers.
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A Secure Supply Chain Is a
Competitive Advantage
Government Contracts
More than ever, federal contractors are
being held responsible for the security of
their supply chains—and the pressure is
growing. This is especially true for those
supporting the military and intelligence
communities, as adversaries seek to
launch novel, asymmetrical attacks on
the most vulnerable points in the defense-industrial base.

regulations, and agency guidance. Cliffe observes that “while
contractors have historically built their supply chains with cost,
performance, and schedule in mind, now security has to be
top of mind.”

“The price of failure is steep,” says Adelicia Cliffe, a partner
in Crowell & Moring’s Government Contracts Group. “Those
contractors unwilling to invest in supply chain security risk not
only failing to keep up with the avalanche of new regulatory
requirements, but, even more important, missing a great
opportunity to seize a distinct competitive advantage.”

Tighter cybersecurity. A draft of a new standard by the National
Institute of Standards and Technology would protect “controlled
unclassified information,” which contractors and subcontractors
typically must handle, against “advanced persistent threats.”
In addition, DoD is formalizing a certification process to ensure
that contractors meet cybersecurity requirements. Attaining
a specified level of certification would, for the first time, be a
prerequisite for bidding on contracts.

Concerns about the exposure of contractor supply chains to a
variety of threats—such as exfiltration of valuable information,
attacks on critical infrastructure systems, counterfeit parts,
and software manipulation to access government or contractor systems—aren’t new. But they’ve taken on greater urgency
in the past few years following the publication of an influential
report, The MITRE Corp.’s “Deliver Uncompromised.” Citing the
changing nature of war and the criticality of securing the supply
chain, the report’s authors advocated that supply chain security
become a top priority of the defense contracting process.
Shortly thereafter, the Department of Defense announced
its intention to implement the strategy and started a pilot
program that would place a contractor’s overall security on par
with cost, performance, and meeting deadlines as key procurement criteria.

Numerous legislative and regulatory steps have been implemented or are in the works to strengthen the supply chain on
multiple fronts. Among the most noteworthy:

Exclusion of specific non-U.S. suppliers. A 2018 Federal Acquisition Regulation (FAR) rule prohibited the use of hardware,
software, and services from the Russian firm Kaspersky Labs, and
a 2019 interim FAR rule banned government procurement of
telecommunications equipment or services from Chinese giants
Huawei and ZTE.
Reporting of counterfeit and nonconforming parts. A new FAR
rule requires contractors to report certain counterfeit (or suspected to be counterfeit) parts and certain nonconforming parts to the
Government-Industry Data Exchange Program.

A Shifting Landscape

GSA standards. The General Services Administration has proposed the adoption of tougher supply chain risk management
standards for government procurement of information and
communications technology systems.

The upshot is that the U.S. government is moving to tighten
contractor security requirements through new statutes,

NDAA requirements. Recent National Defense Authorization
Acts continue to drive the development of even more supply

“While contractors have historically built their supply
chains with cost, schedule, and performance in mind, now
security has to be top of mind.” Adelicia Cliffe
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“Contractors that don’t have a firm grasp on their supply
chains’ security won’t be positioned to compete effectively
for government business.” Paul Freeman
chain imperatives, including those requiring:
• Creation of a Supply Chain and Counterintelligence Risk
Management Task Force (2020).
• Establishment of disclosure obligations and prohibitions
where there is risk of foreign-government influence over
products and services (2019).
• Integration of supply chain risk management into DoD’s
acquisition decision cycle (2018).

The Stakes Are Higher
It’s clear that contractors will have their hands full trying to keep
up with the rising tide of security requirements. And the stakes of
compliance are getting higher, says Paul Freeman, senior counsel
in Crowell & Moring’s Government Contracts Group. “Contractors are being evaluated by their ability to protect their supply
chains,” he says. “They’re more directly responsible for ensuring
that subcontractors know about and meet security requirements,
and they’re legally obligated to report actual and potential
security problems in their chains. Those that don’t have a firm
grasp on their chains’ security won’t be positioned to compete
effectively for government business.”
Judy Choi, a counsel in Crowell & Moring’s Government Contracts Group, adds that pressure is mounting on contractors
from many directions. “Standard contractual terms are changing as agencies roll out new initiatives to stay on top of these
issues in addition to the new FAR and DoD FAR Supplement
requirements. We also anticipate increased focus on supply
chain issues from relators and whistleblowers, which should
prompt more litigation.”
Freeman expects that the challenges posed by the recent legislative and regulatory steps will be subject to further scrutiny
in two instances: where early cases show courts’ willingness to
uphold agency procurement decisions based on supply chain

security concerns, and where the growing importance of security in procurement implicates other legal regimes triggered
by concerns that the government isn’t getting what it paid for,
such as the False Claims Act.

How to Handle It
The environment is evolving so rapidly that sector-wide best
practices have not yet crystallized. However, Cliffe, Freeman,
and Choi say there are practical steps contractors can take:
• Emphasize supply chain security in compliance programs and
processes. Incorporating supply chain security into the existing compliance program requires participation by various
parts of the company such as IT, trade compliance, procurement, human resources, and quality.
• Review contracts to fully understand what subcontractors must
do and to strengthen contractual requirements.
• Apply greater vigilance when vetting, selecting, and monitoring subcontractors and suppliers.
• Strengthen review and reporting mechanisms to more
effectively detect and report issues.
• Verify subcontractor performance via certification clauses or
mandatory audits and develop corrective action plans where
gaps are identified.
• Document more, rather than less, to be ready for government audits or inquiries.
• Train internal stakeholders to deal with existing requirements
and to look out for new ones.
• Know what your competitors are doing and how your government customers and regulators respond.
Perhaps the most important thing, Cliffe says, is to adopt a
mind-set that looks beyond mere compliance and into the long
term. “The most successful contractors,” she says, “will be
those that can constantly look ahead, analyze what’s going on,
regroup as needed, and quickly adapt.”

“We also anticipate increased supply chain-based activity
from relators and whistleblowers, which should prompt
more litigation.” Judy Choi
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Will Health Care Be Healthier in 2020?
Health Care

The legal landscape for U.S. health care
is poised for significant change in 2020.
Whether it’s our health care system as
a whole, the way Medicaid dollars are
spent by states, or the rules governing
health care providers’ business practices,
odds are good that reality will look very
different at the end of the year.
Yet amid so much uncertainty, one thing remains certain:
Industry participants and their advisors will have to stay on
top of developments, create contingency plans for different
outcomes, and be ready to move forward as the dust settles.

Showdown for the ACA
2020 is shaping up as the year of go or no-go for the current
system, at least as embodied by the Patient Protection and Affordable Care Act. The presidential election should, in part, be
a referendum on voters’ wishes and concerns about the ACA,
and the law itself will likely get yet another day in court.
Crowell & Moring partner Xavier Baker expects United States
v. Texas—in which the 5th Circuit upheld the Northern District
of Texas’s ruling striking down the ACA’s “individual mandate”
to have health insurance—to end up on the Supreme Court’s
docket. The stakes couldn’t be higher. “The fate of health care
as we know it in the United States is up in the air,” Baker says,
“because the 5th Circuit’s ruling returned the case to the trial
court to decide which parts of the ACA, if any, can remain and
which must fall with the loss of the mandate.
“The trial court’s original ruling held that the individual
mandate was unconstitutional and the rest of the ACA was inseverable,” he continues. “It isn’t clear that the district court
will reach a different conclusion this go-round and hold, for
example, that the individual mandate, guaranteed issue, and

community rating provisions must fall but the rest of the ACA
may remain.”

A New Medicaid Model?
Many states have long wanted greater control over how Medicaid
funding is spent. Rather than the federal government paying a percentage of state health care costs for qualified recipients, some
states support a block-grant system in which they would receive
an annual lump sum to allocate as they please. A novel 2019
proposal from Tennessee may soon be the first to become
reality. What’s novel about the plan is that it would allow
Tennessee to split any savings (i.e., the difference between
what it spends and the amount of the block grant) with the
federal government—savings not traditionally possible under
federally administered Medicaid. The Tennessee proposal and
others like it could act as a major incentive to reduce federal
Medicaid spending, which was $370.9 billion in fiscal 2018.
Crowell & Moring partner and co-chair of the firm’s Health Care
Group Chris Flynn expects the Centers for Medicare and Medicaid Services (CMS) to approve the Tennessee plan “because the
Trump administration is encouraging block grants and wants to
cut spending on entitlement programs such as Medicaid. And a
plan with CMS’s blessing would immediately become the template for administering Medicaid through block grants. There’s
pent-up demand for a workable strategy.”
But Flynn cautions against unbridled optimism about the plan’s
future. “To approve the plan,” he notes, “CMS must conclude
that it meets Medicaid’s fundamental objectives, which boil
down to providing health care services to those unable to afford
them. Courts have already shot down two states’ efforts to place
work requirements on Medicaid recipients, on the grounds that
CMS’s conclusion was arbitrary and capricious under the Administrative Procedure Act. Potential plaintiffs are aware of this and
will likely seize on it as a line of attack.”

“The fate of health care as we know it in the United States
is up in the air because the 5th Circuit’s ruling returned the
case to the trial court.” Xavier Baker
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“A Medicaid plan with the CMS stamp of approval would
become the template for other states that want to
administer Medicaid through block grants.” Chris Flynn

Crackdown on Subregulatory
Guidance

Potential Game-Changer for the Stark Law

Government agencies have long relied on guidance
documents to state policies or interpret existing statutes
or regulations. Such guidance doesn’t have the force of
law but, historically, has often been treated as such.

If there’s a poster child for the law of unintended consequences, it’s the Stark Law. The law was originally passed in 1989
to combat physician conflicts of interest and other fraudulent
business practices under the traditional fee-for-service health
care system. Yet over the years it’s grown overly complex and
contradictory, and has become a compliance headache due to
its numerous revisions, exceptions, and interpretations.

Not anymore. In two October 2019 executive orders, the
Trump administration mandated that guidance documents be used only to explain existing regulations and
not as legally binding determinations themselves, and
that enforcement actions must be based on a violation
of law and not on noncompliance with guidance.

The Stark Law stands as a real barrier to modernizing the U.S.
health care system—but perhaps not for much longer. Last
October, CMS proposed new rules to modernize the law, and
the Office of Inspector General of the Department of Health
and Human Services did the same for the related Anti-Kickback
Statute and the Civil Monetary Penalties Law.

According to Crowell & Moring’s Xavier Baker, the
impact on health care could be chaotic. “The health
care regulatory landscape has been thrown into uncertainty,” he says.

The proposed rules could be game-changing for the Stark Law,
says Troy Barsky, a Crowell & Moring partner and former CMS
senior official. “CMS’s proposal is a badly needed effort to align
the law with today’s value-based health care model that emphasizes quality of care, innovation, and collaboration among
parties to benefit patients,” he says. “It compels providers to
assume real financial risk if they want to benefit from the rule’s
stronger protections.”

“Huge questions arise, such as how will the Department of Health and Human Services and the Centers
for Medicare and Medicaid Services handle the orders’
burdensome administrative requirements? Will any of
their guidance somehow change? How can providers
and payors be sure they’re fully compliant? This will take
time to sort out, and the ride could be bumpy,” he says.
Baker urges health care entities to discuss with counsel
whether their regulators may be relying on guidance to
make their cases. Entities should also thoroughly review
the executive orders to determine whether they qualify for
any of the numerous and complex exceptions specified.

Barsky points out that the CMS/OIG proposals asked many
questions in an effort to get wide industry comment. This suggests both that the agencies were looking for more ideas and
that the final rules, which he expects around midyear, could be
quite different from the original proposals.
Regardless, he believes providers are likely to gain key benefits
that were previously difficult, if not impossible, to obtain under
the Stark Law. “The new rules should provide clear pathways to
compliance, present new business opportunities, and give providers more flexibility to engage in value-based care,” he says.

“CMS’s Stark Law proposal is a badly needed effort to align
the law with today’s value-based health care model.”
Troy Barsky
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AI and Insurance: What’s in That Black Box?
Insurance

Artificial intelligence business solutions
and other “cognitive” systems have the
power to transform insurance. Here’s a
sci-fi scenario for 2030, courtesy of the
McKinsey consultancy: You’re using your
mapping app when your digital personal
assistant warns you that your planned
route entails a high likelihood of accidents and auto damage.
The assistant then offers a small reduction on your motor
vehicle and life insurance premiums if you take its suggested
route instead.
AI has already begun making its way into every aspect of the
insurance business, including claims processing, fraud detection, risk management, marketing, underwriting, rate setting,
and pricing. The potential for creating business efficiencies is
enormous: Juniper Research predicts that cost savings to the
insurance industry from AI will reach $2.3 billion by 2024.
AI leverages big data to find correlations, inferences, and
predictions, and to make recommendations on that basis. But
this cutting-edge technology may prove to be a double-edged
sword. “These systems are built through the harvesting of
personal information from millions of people and are used to
make decisions affecting millions more,” says Laura Foggan, a
Crowell & Moring partner and chair of the firm’s Insurance/
Reinsurance Group. “They’re exciting new business tools, but
they also pose liability issues under existing laws and regulations. In addition, state and federal officials are considering
new laws and regulations that are specific to AI systems.”

Data, Data Everywhere
More insurers today are mulling the use of “nontraditional”
sources when assessing premium rates—sources that go
beyond public or official filings. These include social media
postings and data from sensors that can increasingly be found

in our smartphones, vehicles, wearables, and elsewhere. Realtime collection of individualized data from these sensors opens
the door for behavior-based policy pricing. The data mining
and predictive modeling capacities of AI systems provide a way
to turn the billions of data points provided from nontraditional
sources into more detailed and objective risk assessments.
Some customers will gladly provide personal information in
exchange for savings on their premiums.
AI systems can also vastly improve insurers’ ability to detect
fraud. Advanced predictive modeling can generate red flags during the claims intake process, routing suspect claims to investigation while proper claims are paid more expeditiously. But these
new capabilities also come with new risks, Foggan warns:

• Privacy and security. Big Tech platforms have been plagued

by high-profile controversies over the improper or disquieting use of data about their members, sometimes by
unknown third parties. Insurers need to ensure they are
complying with all laws respecting privacy and data security
and maintaining trust with their customers.
• Proxy discrimination. Even if they do not recognize protected classes such as race or religion, AI algorithms could
seize on “proxy” criteria (such as ZIP codes or even social
media habits) that are historically or commonly associated
with people in these classes. If the resulting decisions have
a disparate impact on protected classes, they could pose
a liability risk. Some scholarly research suggests that AI
algorithms are especially susceptible to proxy discrimination.
“Going forward, almost any use of predictive algorithms that
harms a definable group of consumers could, in theory, spark
a class action lawsuit,” Foggan says.
• Transparency. When an AI-based system makes a decision
to deny a claim or hike a premium, customers will want
an explanation. But algorithmic reasoning can be hard to
fathom; third-party suppliers of algorithms may claim their
inner workings are proprietary. When an algorithm manifests

“Going forward, almost any use of predictive algorithms
that harms a definable group of consumers could, in
theory, spark a class action lawsuit.” Laura Foggan
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“Insurers should prepare for increased legislation and
regulation in the use of data fueling AI in decision making.”
Kelly Tsai
as a “black box,” many may feel skeptical about the results.
For example, an AI system could find a powerful correlation
between a given characteristic and a risk of fraud, but unless
an insurer can demonstrate a causal relationship, the resulting decision may be challenged as discriminatory.

Regulations Ahead
“Insurers should prepare for increased legislation and regulation
in the use of data fueling AI in decision making,” says Kelly Tsai,
senior counsel at Crowell & Moring and a member of the firm’s
Insurance/Reinsurance Group. Today, the European Union is at
the cutting edge of AI regulation due to a (nonbinding) provision of the General Data Protection Regulation, Recital 71. This
says that individuals should have the right not to be subject to AI
evaluations of personal characteristics that automatically result
in a determination with legal impact, unless expressly authorized
by law. It also mandates safeguards on such evaluations aimed
at preserving due process and reducing discrimination.
Meanwhile, many voices are expressing support for individuals to have a “right to an explanation” of how algorithms are
used in decisions. A British regulator, the Information Commissioner’s Office, has released draft guidance aiming to help
organizations explain AI decisions about individuals. With the
right to an explanation becoming a regulatory battleground in
Europe and elsewhere, “insurers and others using AI should
be thinking about whether and how AI-based decisions can
be explained to those who are affected,” Foggan says. They
should also begin thinking about how to respond to proposals
for regulatory requirements of an explanation, she adds.

[or vendor or algorithm] to collect or use information that…
they would be prohibited from collecting directly.” Nor could
they rely on “the proprietary nature of a third-party vendor’s
algorithmic processes to justify the lack of specificity related to
an adverse underwriting action.”
Last July, New York formed a commission to investigate and
study regulations on AI, robotics, and automation. The commission will investigate privacy, safety, and other legal issues in the
use of these emerging technologies in the business, nonprofit,
academic, and governmental sectors. Other states could soon
follow New York’s lead. In addition, the National Association of
Insurance Commissioners has formed an AI Working Group that
is charged with developing regulatory guidance for presentation to its Innovation and Technology Task Force by NAIC’s 2020
Summer Meeting. Model laws or regulations proposed by NAIC
are often widely adopted by states.
At the federal level, two Democratic senators introduced the
Algorithmic Accountability Act last April, which would require
entities to ensure that their algorithmic decision systems don’t
expose consumers to unfair bias, inaccuracies, or privacy and
security risk. Some entities would be required to produce studies of how their systems’ design and training could pose risks.
If the Federal Trade Commission deemed a company’s decision
systems as high-risk, that company would be required to provide a cost-benefit analysis and a risk minimization plan.

In the U.S., various industry-specific consumer protection laws
such as the Fair Credit Reporting Act and the Fair Housing Act
already apply to the collection and use of personal information.
Other federal and state laws and regulations address the use of
personal information in specific contexts, such as cybersecurity
and medical information. Meanwhile, regulators and legislatures are starting to venture into more AI-specific domains.

The bill would encompass AI tools that are used in many industries, such as facial recognition, chatbots, recruiting tools,
ad targeting, and credit calculations. While this bill—and a
parallel House bill—has not yet advanced beyond committee, it offers an early indication of the kind of scrutiny that
algorithmic modeling may come under in 2020 and beyond.
Indeed, insurers need to start thinking about AI’s impact not
only on them but also on their policyholders, notes Foggan.
Many policyholders are already using AI in their daily operations, thereby incurring risks such as discrimination suits that
could result in losses.

For example, last year, New York became the first state to issue
guidance on the use of external consumer data in underwriting
for life insurance. Insurance Circular Letter No. 1 (2019) warns
that some algorithms and models “may either lack a sufficient rationale or actuarial basis and may also have a strong
potential to have a disparate impact” on protected classes. It
warns insurers that they “may not use an external data source

As promising as AI and cognitive systems may be for their industry, insurers must take care when determining what kind of
information could be used in underwriting algorithms, and be
willing and able to look under the hood of new technologies.
When deciding when or how to adopt new technologies, they
must factor in potential liabilities related to privacy, security,
discrimination, or transparency.
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IRS Draft Regs: OIRA Review Offers
Fresh Opportunity
Tax
After decades of not doing so, the IRS is
sending its draft regulations to the White
House for centralized policy review—as
nearly every other federal agency does. This
is meaningful at a time when the IRS must
issue voluminous guidance to clarify provisions of the Tax Cuts and Jobs Act of 2017.
Crowell & Moring partner David Blair, chair of the firm’s
Tax Group and a former trial attorney in the Department of
Justice’s Tax Division, sees this as a mixed picture for those
seeking to influence tax policy. “There’s concern that giving
OIRA greater authority will extend the IRS rulemaking process
and possibly politicize it to a greater extent,” he says. “On the
other hand, it also offers interested parties a new opportunity
to make their voices heard.”

How We Got Here
For many years, the IRS avoided review by the Office of Information and Regulatory Affairs (OIRA) of its proposed regulations
under a 1983 agreement between the Department of the Treasury and the White House’s Office of Management and Budget.
In addition, the IRS often considered its draft regulations largely
exempt from the Administrative Procedure Act’s notice and
comment requirements because the APA grants an exception if
the rule or regulation is deemed “interpretative”—a designation
the IRS historically applied to its draft regulations.
Courts have long affirmed the applicability of the APA to tax
regulations. J. Bradford Anwyll, a senior counsel in Crowell &
Moring’s Tax Group, cites three cases as most significant.
In Mayo Foundation for Medical Education and Research v.
United States (2011), the Supreme Court clarified that the APA
applies to the IRS in the same manner as other agencies.

Motor Vehicles Manufacturers Association v. State Farm Mutual
Automobile Insurance Co. (1983) was a milestone, though it
didn’t address tax issues. In State Farm, the Court articulated
the meaning of “arbitrary and capricious” agency decision making under the APA, establishing that “the agency must examine
the relevant data and articulate a rational connection between
the facts found and the choice made.”
Altera Corp. v. Commissioner is ongoing and focuses on
Treasury’s compliance with the APA’s notice and comment requirements, including State Farm’s reasoned decision-making
standard. In the original Altera decision in 2015, the U.S. Tax
Court unanimously held invalid a 2003 Treasury regulation
mandating that controlled entities entering into qualified
cost-sharing arrangements share stock-based compensation
costs. The court concluded that Treasury hadn’t followed the
APA’s notice and comment requirements or met the reasoned decision-making standard. The government appealed
to the 9th Circuit, which overturned the decision last June.
Altera filed a petition for a rehearing en banc, which the 9th
Circuit denied in November.
Altera reportedly plans to seek certiorari, and should the
Supreme Court take the case, Anwyll says, “the odds of victory
aren’t great—but it wouldn’t be the first time the Court defied
expectations. A decision in favor of Altera would likely compel
Treasury and the IRS to tighten their APA compliance, which
could lengthen the tax rulemaking process.”

Finally, No More Exemption
Treasury and the IRS are also feeling pressure from the White
House to comply with policy review and other procedural requirements under the APA and the Congressional Review Act.
After years of criticism and defeat in the courts, this pressure
appears to have moved the IRS’s position. As part of its quest
for regulatory reduction, the White House in April 2017 released

“There’s concern that giving OIRA greater authority will
extend the IRS rulemaking process and possibly politicize
it to a greater extent.” David Blair
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“A decision in favor of Altera would likely compel Treasury
and the IRS to tighten their APA compliance, which could
lengthen the tax rulemaking process.” Brad Anwyll
Executive Order 13789, which directed Treasury to identify for
elimination or revision “significant tax regulations” issued starting in 2016, and essentially forced the IRS to drop its insistence
on exclusion from rulemaking review. It instructed Treasury
to consult with OIRA in identifying significant tax regulations.
It also ordered Treasury to work with OMB to reconsider the
exemption of certain tax regulations from the OIRA review
process set forth in EO 12866 (1993).
The IRS exemption ended in April 2018 with an agreement
between Treasury and OMB that superseded the original
1983 agreement. According to the new agreement, tax
regulations are generally subject to OIRA review within 45
days of submission; Treasury and OIRA may designate certain
tax regulatory actions related to TCJA for expedited review;
Treasury may not publish any tax regulatory action in the
Federal Register unless OIRA has concluded its review; and
Treasury is required to submit quarterly notices of planned
tax regulatory actions.

The Jury’s Still Out
After more than a year, how much has the agreement improved
the efficiency of the rulemaking process? Not very much. For
starters, OIRA is fairly small and has recently suffered departures from its tax review staff. And unlike Treasury, OIRA doesn’t
have deep expertise in tax matters—which means it needs
more time and outside assistance to grapple with the complexities of tax regulations.
There’s hard evidence that OIRA review is making the TCJA guidance process take longer. According to an analysis by Tax Notes,
OIRA had taken an average of 43 days to review TCJA projects as of
midyear 2019, more than double the average in 2018. Although no
TCJA projects in 2018 exceeded the 45-day review limit, at least 10
did in 2019; several took at least 100 days.
Blair thinks it’s too soon to reach any conclusions. “Government processes are notorious for being slow, but sometimes
the issue is that the process is new and simply needs time to
become more efficient,” he says.

How to Be Heard
Comments on regulations to the IRS and Treasury offer the
best avenue for input on substantive and procedural issues
presented as draft regulations. OIRA involvement may offer or-

ganizations a second opportunity to be heard on tax rules that
affect them. Blair and Anwyll recommend a proactive approach
that includes these steps:
• Read the quarterly list of planned tax regulatory actions prepared by the IRS Office of Chief Counsel. The list states what
the actions are, as well as who is working on them.
• Take advantage of the notice and comment process by submitting comments or questions to the IRS and Treasury. “This helps
to build a paper trail for potential legal action,” says Anwyll,
“because under the APA, the proposed rule could be invalidated if the IRS fails to respond to significant comments.”
• Meet in person, as necessary, with tax rule writers at the
IRS and Treasury, as well as with OIRA reviewers to reinforce
written comments.

By the Numbers
For decades, the IRS claimed that its rules and regulations were largely exempt from both policy review by
OIRA and various rulemaking procedures mandated by
the Administrative Procedure Act and the Congressional
Review Act. According to Crowell & Moring’s J. Bradford
Anwyll, IRS actions frequently reflected this stance.
• A 2007 University of Minnesota study of 232 IRS regulation projects quantified the extent of the IRS’s unwillingness to comply with the APA. Among its conclusions: Few of the regulations met the “interpretative”
qualification for exemption under the APA; 80 percent
of the time the IRS claimed that the APA didn’t apply;
and the IRS followed notice and comment procedures
just 60 percent of the time.
• In 2016, the Government Accountability Office published a report showing that between 2013 and 2015,
no tax regulations promulgated solely by Treasury
and the IRS were classified as “major” under the CRA,
which would have exposed them to stricter scrutiny.
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Caught in the Crossfire
International Trade

Despite a limited agreement reached in
January, it’s increasingly clear that the
trade conflict between the U.S. and China
is unlikely to be resolved in 2020, if ever.
It’s a troubling development, especially
for multinational companies that have
spent two decades establishing complex
supply chains with China at the manufacturing center.
“Companies are looking at what to preserve in China and
what to move elsewhere in Southeast Asia—particularly
Vietnam—or to Mexico and other locations,” says Ambassador
Robert Holleyman, a partner at Crowell & Moring, president of
Crowell & Moring International, and a former deputy U.S. trade
representative. “It’s a problem they have to face. But it’s also
an opportunity to review with fresh eyes their supply chains
and structure them for future business, not just past business.”

Hanging Tough in China
The trade conflict has undoubtedly made life harder for foreign
businesses in China, says Evan Chuck, who leads the Asia practice as a partner at Crowell & Moring. Chinese authorities have
many ways of expressing displeasure at U.S. companies, including delaying routine permitting requests and initiating cumbersome tax audits. Non-Chinese companies are also struggling
with new laws, such as a vaguely drafted Chinese cybersecurity
law that appears to require data localization in many cases.
Separately, a “blocking statute” for international criminal
justice assistance appears to require that companies conducting in-house investigations notify Chinese authorities of
potential wrongdoing before they notify the U.S. government
in broadly defined circumstances. These measures are in
addition to the tariffs China has implemented on many U.S.
goods imported into China in response to the wide-ranging
U.S. Section 301 tariffs.

Dealing with China Customs can be particularly vexing, because unlike in the U.S., importers into China do not have access to an established appeals process if they believe customs
officials have abused their discretion. Those officials have a lot
of leeway in determining the tariff codes in which U.S. imports
are classified, thereby determining the applicable rates of duty.
They’re also empowered to determine whether an importer
is lowballing its estimate of a product’s value in an attempt
to reduce the duty. Customs officials appear to be targeting
products with significant intellectual property or those subject
to royalty and licensing fees, Chuck says.
Under Chinese law, the criminal prosecution threshold for corporate customs violations is roughly $30,000 (RMB 200,000). “How
you negotiate with Chinese customs to avoid criminal liability is
where the professionals come in,” says Chuck, who notes that
one of his colleagues is a former Chinese customs official. “You
don’t want your folks working in China—as well as control persons outside of China—to be subject to criminal prosecution.”
But companies are still succeeding in avoiding or mitigating special
duties by using a range of legal strategies. They are redesigning
products to ensure classification in a tariff code with a lower duty
rate. They are also advocating that an imported good should be
excluded from the applicable Section 301 or Chinese tariffs.
And even as Chinese officials make life difficult for some foreign companies, they are taking other measures to lure foreign
investment. In the past, new foreign businesses had to request
a plethora of permits for specific activities; now only a broad
“notice filing” is required. “This is a sea change in the way
businesses are set up in China,” Chuck says.

A Whole New Supply Chain
Even companies without a substantial presence in China
should be rethinking their supply chains, says Holleyman,

“It’s also an opportunity to review their supply chains and
structure them for future business, not just past business.”
Ambassador Robert Holleyman
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“How you negotiate with Chinese customs to avoid
criminal liability is where the professionals come in.”
Evan Chuck
because “there are more free trade agreements being negotiated by more countries than at any other time in history.”
The most sophisticated companies have developed “war
rooms,” where they map their supply chains—product by product—against a matrix of trade agreements in place or pending
around the world, Holleyman says. Tariff preferences and assessment of non-tariff barriers will help determine where to locate
manufacturing, assembly, and consumer markets.
For example, one option for companies producing goods in China
for consumption in the U.S. is to move final production to a third
country. If U.S. customs agents rule that the product has been
“substantially transformed” in this third country, China may no
longer be the product’s “country of origin” and special tariffs would
no longer apply. (This strategy, however, requires a product-byproduct review to ensure that the strict U.S. legal guidelines for
substantial transformation have been satisfied in the third country.)
But that’s only one scenario. Consider a product manufactured in
China, assembled in the U.S., and shipped to consumers in Japan.
A company might have the product assembled in Vietnam to avoid
the new special duties. By virtue of the trade conflict with China
and by opting out of trade agreements, the U.S. has been effectively squeezing itself out of some supply chains, Holleyman says.
And new hotspots are emerging, such as Vietnam, Mexico, and
Singapore, a corporate and services hub committed to free trade.
But tariffs are only one of the considerations when mapping
out supply chains. Companies must assess a country’s political
stability, its legal system, its tax and bilateral investment treaties, and much more. For example, while Vietnam has generally lower tariffs with the U.S. than with China, it poses a greater
risk of currency manipulation, Chuck notes. A manufacturer in
a country designated as a currency manipulator could be hit by
antidumping or countervailing duties that could be significantly
greater than the Section 301 tariffs it was trying to avoid.

For many companies, China is very hard to leave behind. That’s
why it’s important to understand China’s dynamic regulatory and
political landscape—and the landscape of all of its alternatives—
before making big decisions to reorder your supply chain.

Which Side Are You On?
The increasingly divergent sanctions policies between
the U.S. and the rest of the world have multinational
companies struggling to chart a path forward. “Non-U.S.
companies are increasingly finding themselves in the
crosshairs of U.S. ‘secondary’ sanctions if they
do business with Iran and some actors in Russia and
Venezuela,” says Michelle Linderman, a partner in
Crowell & Moring’s London office. Potential new U.S.
sanctions against Turkey could cause further problems.
The biggest divergence is in the case of Iran, and the
European Union has pushed back by updating the 1996
“EU Blocking Statute” to prohibit compliance with certain extraterritorial U.S. sanctions against Iran. “As a result,” Linderman says, “companies in Europe are caught
between two conflicting jurisdictions.” Many companies
have therefore chosen to cease all business with Iran
out of an abundance of caution rather than struggle to
comply with competing requirements.
With the increase in the number and complexity of sanctions, the number of enforcement actions will likely grow.
Beyond establishing compliance programs, companies need
to train employees to spot potential sanctions issues and
to seek external guidance when necessary, Linderman says.
They should also ensure that contracts contain appropriate
clauses to deal with the possibility of the business being
impacted by new developments.

“Non-U.S. companies are increasingly finding themselves
in the crosshairs of U.S. ‘secondary’ sanctions.”
Michelle Linderman
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The March to Digital Mobility
Transportation

It’s not quite The Jetsons, but American
streets and airways are starting to look
eerily futuristic. Towns are seeing legions
of new e-scooters; new-age cars are being
introduced with autonomous features;
and the skies are alight with drones whose
agility and ease of use were unimaginable
only a few years ago. Meanwhile, Crowell & Moring’s cuttingedge digital clients are testing unmanned delivery vehicles meant
to travel sidewalks, drones of various sizes, smaller and lighter
street vehicles, and fully autonomous cars and trucks.
TRANSPORTATION
We live in dynamic times, and previous leaders in mobility
have seized commanding market positions by launching first
and seeking permission later. After all, what else can they
do when law lags behind science? Startups that launch early
similarly stand to gain the edge in publicity, funding, and user
networks.
But unlike many digital developments, mobility solutions
involve real people cruising hazardous streets and airways.
Serious accidents can sink a product or a business. Even
without mishaps, getting labeled as rogue by regulators and
officials can imperil a company’s brand and delay its license to
operate in desired markets.
For mobility companies intent on staying on the right side of
regulatory agencies, that requires rules—and, when it comes
to digital mobility, rules are few and far between.

Rules and Contracts and Disruption, Oh My
Most safety regulations for transportation were written before
the move from analog to digital, notes Cheryl Falvey, a partner
in Crowell & Moring’s Mass Tort, Product, and Consumer
Litigation Group and former general counsel of the Consumer
Product Safety Commission. They tend to focus on the prod-

ucts and their components themselves, and not the new-age
challenges that can arise when their connected ecosystem
fails to operate as intended, such as through hacking or loss of
interconnection.
In January 2019, one commissioner at the CPSC released a
“framework” for safety for the Internet of Things intended to
provide broad-based “technology-neutral best practices to
ensure consumer product safety.” By the end of the year, however, the commission had not yet issued binding rules.
Meanwhile, the National Institute of Standards and Technology is hosting an interagency task force that includes representatives of the CPSC and the National Highway Traffic Safety
Administration, which is discussing safety and cybersecurity in
the Internet of Things. “All government agencies are watching
NIST because they keep coming out with more robust and targeted guidance on these topics,” says Falvey. In July 2019, NIST
finalized risk management guidance for the Internet of Things.
Meanwhile, several states have mandated basic security on
internet-connected devices.
“Many emerging technologies are produced outside the
U.S., but U.S. manufacturers and importers operating in
the U.S. will be responsible for ensuring regulatory compliance,” notes Rebecca Baden Chaney, a partner in Crowell &
Moring’s Mass Tort, Product, and Consumer Litigation and
Product Risk Management groups.
Regulation aside, mobility players need their contracts to keep
pace. When already-complex devices require connection with
many other complex devices, the supply chain gets longer and
potential sources of liability mushroom. As a constellation of
new software and hardware companies join the mobility supply chain, “contracts have to be entirely rethought,” says Scott
Winkelman, a partner in Crowell & Moring’s Mass Tort, Product, and Consumer Litigation Group. Major new suppliers are

“Now companies need to innovate throughout the
product’s lifecycle, considering the maintenance and
support needed out in the field.” Cheryl Falvey
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“Digital disruption will have winners and losers.
Would-be winners are the ones working to earn it now.”
Scott Winkelman

not traditional auto industry players and lack experience dealing with transportation safety agencies and negotiating terms
in the industry. And Big Tech titans moving into mobility bring
entirely new levels of leverage to contract negotiations. As if
this weren’t complicated enough, trade wars, Brexit, climate
change, and other global forces are disrupting transportation
supply chains in ways rarely seen before.
One concrete measure of mobility that companies can take
now is to embed in their contracts with software suppliers the
right to see their source code if needed, says Falvey. If a safety
incident might be traceable to defective or hacked software,
then an immediate review of that source code may be necessary—and it may be difficult to access that proprietary information without a prior agreement in place.

New Roles and Responsibilities
Rentable e-scooters and autonomous drones and vehicles
might not seem to have much in common, but they all involve
new ownership and distribution models that bring up new
challenges—and opportunities—in terms of safety, liability,
and the public obligations of vehicle manufacturers.
For example, individual car and truck owners are generally
expected to be primarily responsible for maintenance. But today’s rentable vehicles—and many of tomorrow’s autonomous
vehicles—are generally owned by the company putting them
out on the streets. “Now it is on that owner, not the consumer,
to be accountable for safety,” Falvey says. “Officials and regulators are still working out what they expect those companies
to do and what their legal authority to require it is.” While the
Federal Aviation Administration is clear on these expectations
for aircraft, other agencies are still catching up, she adds.
As regulators work these questions, they’re demanding data
they can use to make safety-related decisions. Many startups
don’t realize they need to collect this data in the first place,
Falvey says; in fact, they should be ready to provide it to
regulators on short notice, accompanied by the necessary
analysis. The data includes how often the vehicles are being
used, maintenance schedules, which product issues are being
reported, and how quickly the company responds.
Much of this data is also important for companies’ own internal
use as they determine how best to keep their vehicles in safe
working order, Falvey adds. Companies must understand the

Autonomous Vehicles:
Waiting for Winners
Fans of autonomous vehicles have been feeling impatient
recently, as some developers conclude that the artificial
intelligence needed to handle all the “edge cases” presented by human behavior on the roads isn’t quite ready
for prime time.
Meanwhile, studies such as a feature in The Economist
warn that China might beat the U.S. to widespread deployment of AVs. That’s because Chinese officials are using their
overwhelming command-and-control authority to modify
transportation infrastructure to be AV-friendly, limit liability
for AV companies, and encourage development of 5G
technology. As a result, Chinese AVs may soon be roaming
the streets in environments custom-built for them—even if
those vehicles lack the AI capabilities of American AVs.
In an ideal world, U.S. officials would develop a “Marshall
Plan for digital” that would design digital-friendly policy in
unified fashion around chosen technologies, says Crowell
& Moring’s Scott Winkelman. Instead, they’ve opted for
what Winkelman calls the next best thing: an approach
that is technology-neutral and focused less on means than
on (safe) ends.
The NHTSA is a sterling example. It has convened stakeholder groupings that have collaborated on a series of
autonomous driving guidelines that are “measured,
practical, and focused on safe driving and safe vehicles,”
Winkelman says. Guidelines released in 2018 declared
that the NHTSA would reconsider safety standards to
accommodate AV technologies. In 2019, the agency took
comments on rules that could allow vehicles without
manual controls to operate on public roadways.
Federal legislation that would allow for uniform treatment
of autonomous vehicles nationwide remained stalled in
2019. If history is any guide, the wait could be long,
Winkelman says, unless or until a significant safety incident occurs or a given state gets so far out ahead that
the feds feel compelled to act.
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“U.S. manufacturers and importers operating in the U.S. will
be responsible for regulatory compliance” of technologies
produced outside the U.S. Rebecca Baden Chaney
lifecycle of their vehicles and their components in real-life commercial use, because unlike the average individually owned car
or bike, these items may be used dozens of times a day. They
must also be willing and able to put the vehicles in “maintenance mode” so that they can’t be used until they’ve been repaired. “These companies have innovated on the product side.
Now they need to innovate throughout the product’s lifecycle,
considering the maintenance and support needed out in the
field,” Falvey says.
While startups are accustomed to testing products in controlled
conditions, they must account for “human factors”—that is, how
having actual humans controlling and surrounding these vehicles
affects operational safety, says Mary-Caitlin Ray, a counsel in
Crowell & Moring’s Aviation Group and a former attorney in the
Federal Aviation Administration’s Office of the Chief Counsel. The
analysis must consider not only the variability of humans but also
how the vehicle affects its environment. How do pedestrians and
drivers react to seeing a scooter on the street? How do people on
the ground (or pilots in the air) react when they see a drone?

Drones: Delayed Liftoff
While micro-mobility options are proliferating, widespread
adoption of autonomous drones appears farther off. The FAA
has several rulemakings underway; the most hotly anticipated
would develop standards for Remote ID, a technology that
would allow unmanned aircraft to operate within a system similar to the air traffic control system now in place for manned
aircraft. “This technology is a critical piece in ensuring that
drones are safely integrated into the National Airspace System,
and it plays both safety and enforcement functions,” Ray says.
Electronic “license plates” would allow drones to “see” and
communicate with each other and would identify the operator of the drone, providing law enforcement with actionable
information in the event of an emergency or a rogue drone.

Though much delayed, the rulemaking process for Remote ID
will be underway by early 2020. It will be followed by rulemakings allowing commercial operators to conduct more complex
operations without obtaining special permission from the FAA.
That would include operations beyond the operator’s line of
sight and operations over people—crucial for tasks such as
facility inspections as well as for deliveries.
For companies with an eye on commercial package delivery
programs, a vast majority of these operations are forced to
conform to regulatory requirements developed for manned
aircraft, known as a Part 135 certificate. Thus, they must
obtain exemptions for a host of requirements such as use of
seat belts and on-board operations manuals. These requirements and others have made the Part 135 certificate timeand cost-prohibitive for many operators. For new entrants to
the aerospace sector, the challenge will be getting to know
the FAA and its “unique language of trust and very specific
safety culture,” Ray says. Companies not steeped in the aviation space may find it a difficult language to learn.
Beyond deliveries, drone aficionados are excited about the
potential of larger drones to carry heavier cargoes and even
people, reducing costs and relieving traffic congestion. But “until
there is a clear path to certification specific to drone operators,”
Ray jests, “drone-delivered pizza is just a pie in the sky.”

The Time Is Now
As regulators race to catch up, the savviest mobility companies
are taking matters into their own hands. Ensuring access to data,
upgrading contracting practices to fit the digital era, maintaining
relations of trust with regulators, diagnosing and improving supply chains—all this can be done without a single law enacted.
“Digital disruption will have winners and losers,” Winkelman
says. “Would-be winners are the ones working to earn it now.”

“Until there is a clear path to certification specific to drone
operators, drone-delivered pizza is just a pie in the sky.”
Mary-Caitlin Ray
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Lit Icons

CorporateOpen Door for Legislation
A Surprisingly

Government Affairs
Reg Icons
At first glance, the prospects for passing
major federal legislation in 2020 appear
somewhere between low and nonexistent. A rare confluence of factors—a split
and fiercely partisan Congress, a controversial president facing impeachment, and
a congressional and presidential election
year whose outcomes are anyone’s guess—points straight to the
likelihood that few proposed laws will find their way to passage.

plans and financial commitments if the legislative ground
keeps shifting underneath them. Gridlock in this context is a
form of certainty, a status quo they’d rather maintain.”

Yet according to Crowell & Moring partner Jim Flood, former
counsel to Sen. Charles Schumer on the Senate Judiciary Committee and now chair of the firm’s Government Affairs Group,
the legislative door remains open. There’s a common misconception, Flood says, that Congress simply stops functioning in an
election year (impeachment notwithstanding). “On the contrary,
members of both parties in both houses still want to get things
done, and they continue to seek out cooperation and sponsorship,” he says. “Interested entities should stay involved as they
normally would.” (See sidebar, page 34, for an example of a successful collaborative effort.)

The president hasn’t been shy about issuing EOs thus far, they
observe, and there’s no reason to expect otherwise. They note
that his objective is to achieve his policy goals—meaning that
if legislation isn’t an option, he’ll find other avenues.

Government Affairs

Regulatory

When Gridlock Is a Good Thing
It’s worth noting that some companies and industries would
prefer to avoid new legislation. For them, the gridlock between
the Democrat-controlled House and the Republican-majority
Senate is just fine.
“Companies hate uncertainty, which can result from an active
legislative environment in which things can change rapidly,”
says Byron Brown, a senior counsel in Crowell & Moring’s Government Affairs and Environment & Natural Resources groups.
Brown, who previously served as a senior official in the Environmental Protection Agency and both houses of Congress,
notes, “It’s hard for companies to make long-term strategic

Plan B
So how can companies expect lawmaking to take place if gridlock continues to prevail? Flood and Brown see the answer as
a combination of executive orders and agency rulemaking.

In addition, Brown posits that the administration will make a
big push in the first six months of 2020 to finalize its highestpriority agency rules, such as those to reduce prescription drug
prices (see next section) and roll back Obama-era environmental rules. The idea here is that the new rules would likely
be challenged in court, where the Trump-friendly Department
of Justice would defend them well ahead of the potential
inauguration of a new president—and the installation of a new
attorney general—in 2021.

A Tale of Three Bills
A look at three policy initiatives underscores the difficulty in
getting much legislation passed this year.
Drug pricing reform: A sure thing hasn’t gotten off the
ground. In 2018, President Trump announced his intention to
reduce the price of prescription drugs—one of the rare goals
with widespread appeal to voters and legislators of both parties. He issued a plan and proposed several rules that ultimately died in the face of opposition. House Democrats and
a bipartisan pair of senators proposed their own bills to bring

“Members of both parties in both houses still want to get
things done, and they continue to seek out cooperation
and sponsorship.” Jim Flood
REGULATORY FORECAST 2020 33

prices down, but both have drawn resistance from Senate
Republicans on philosophical grounds.
Flood believes that rulemaking, not legislation, is the more
likely vehicle for drug pricing reform in 2020. “It’s surprising that even this type of bread-and-butter issue can’t find
enough support to get a bill passed,” he says. “In the absence
of a politically acceptable bill, we expect the administration to
propose new rules and try to push them through.”
Infrastructure: A huge missed opportunity. For years, legislation to repair and rebuild the nation’s deteriorating highways,
bridges, ports, and power grids has been seen as a win-win for
everyone: Updating infrastructure is a natural way to increase
economic growth by turbocharging consumer spending and
generating new tax revenues.
Despite these big potential benefits, Democrats and Republicans have been unable to agree on what should be done, how
to do it, how much to spend, and where to find the money. A
2018 administration proposal, long on pronouncements, failed
to excite Congress. “This is a huge missed opportunity,” Brown
observes. “One would expect Congress to reach consensus and
provide the funding for something as critical as infrastructure.
The best we can hope for this year is smaller bills focused on
things such as highways and rural broadband, but even those
aren’t attracting much support.”
USMCA: A bipartisan success. The United States-MexicoCanada Agreement (USMCA)—the trade deal set to replace
the North American Free Trade Agreement—was signed by the
leaders of its named countries in November 2018.
In early January of this year, Congress ratified USMCA, as is
mandated by the Trade Preferences Extension Act of 2015. The
act fast-tracks trade agreements negotiated by the president
by requiring Congress to approve or deny them without
amendment or filibuster.
House Democrats ultimately supported the agreement after
securing more stringent provisions regarding labor protections
and environmental standards with the U.S. trade representative.
USMCA still requires ratification in the Canadian legislature.
Additionally, all three countries must meet certain obligations
before the deal is enforced.

A Bipartisan Success in a
Divided Congress
Despite the bitterly partisan and divided state of Congress,
passage of truly bipartisan, collaborative federal legislation
is still possible. The United States Victims of State Sponsored
Terrorism Clarification Act (USVSSTCA) is a case in point.
Signed into law on Nov. 21, 2019, USVSSTCA resolved
issues arising around the 2015 United States Victims of
State Sponsored Terrorism Fund. Specifically, it:

• Consolidated in one place funding for compensation of
all victims and family members both of 9/11 and non9/11 terrorism acts, such as the 1998 bombings of the
U.S. embassies in Kenya and Tanzania.
• Divided the Fund equally between 9/11 and non-9/11
claimants.
• Provided increased funding not through taxpayer dollars
but rather through penalties imposed on states found
to be sponsors of terror.
• Extended the Fund’s life by 10 years, to 2030.
Crowell & Moring helped secure passage of USVSSTCA and
create the Fund itself in 2015 following the successful litigation of key cases against Iran and Sudan by partner Stuart
Newberger and the firm’s International Terrorism Litigation
practice, one of the few such practices at a major law firm.
Partner Jim Flood, chair of the firm’s Government Affairs
Group, who formerly worked for Senate Minority Leader
Charles Schumer, quarterbacked the Crowell & Moring
teams that worked on both the Fund and USVSSTCA. Flood
worked directly with Schumer’s staff, while Government
Affairs Group Senior Policy Director Scott Douglas did the
same with the staff of Majority Leader Mitch McConnell,
whom Douglas had previously served as finance director.
What can entities seeking to pass legislation learn from
the success of USVSSTCA? According to Flood, the key
lessons are to “be flexible, be consistent, and focus your
efforts on those best positioned to champion your bill and
guide it across the finish line.”

“Companies hate uncertainty. Gridlock in this context is
a form of certainty, a status quo they’d rather maintain.”
Byron Brown
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“Companies and other entities that pursue their legislative
agendas should try to be in the right place at the right
time.” Scott Douglas
In the U.S., Flood expects both sides to claim credit for USMCA
in the 2020 elections. “Democrats feared a political cudgel
against them in such a close election year, and Republicans felt
they needed to give the president a victory he can tout to his
voter base,” he says.

The Case for Passing Legislation
Despite the clear obstacles to passing legislation this year,
it’s not impossible. In fact, says Scott Douglas, senior policy
director in Crowell & Moring’s Government Affairs Group and
former finance director for Sen. Mitch McConnell, the road to
success is straightforward—and involves a little luck.
“It really comes down to sticking to fundamentals,” says
Douglas. “Companies and other entities that pursue their
legislative agendas should keep doing what they’ve always
done and try to be in the right place at the right time.”
Douglas notes several factors that are favorable for passage:

• Even as the House conducts investigations and aggressive oversight, it’s eager to show the country it can “walk and chew gum at
the same time” by proposing and voting on legislation.
• The federal budget for fiscal 2020 was set in 2019, meaning
that uncertainty about how much funding is available—a
major sticking point in negotiating many bills—isn’t an issue.
The same can be said for the federal debt ceiling.
• Representatives and senators running for re-election need to
keep their names in the headlines and be seen as trying to
deliver for constituents.
As of early 2020, a total of 35 House members and four senators had announced their retirements following the end of
their current terms in 2021. This freedom from re-election
pressures could render the impending retirees more open to
new ideas and give them greater political room to maneuver.
There are two tried-and-true strategies for obtaining passage:
direct and indirect. Douglas sees reward and risk in each.
The direct approach: Create your own opportunity. Entities that want to focus on specific issues often find it best
to draft their own bills and then circulate them through
Congress for feedback and support. Keeping the bills as
nonpolitical and noncontroversial as possible can enhance
the odds of success.

Standard procedure is to find sponsors who will champion
a bill with their colleagues and help guide it through the
legislative process. Ideally, sponsors will sit on the congressional committee that would first review and approve
the bill and then submit it to the full House or Senate for
debate and voting. Douglas additionally recommends that
entities discuss their bills with the majority and minority leadership in each chamber both as a heads-up and to
secure crucial backing.
The main risks associated with creating bills are both timeless and time-specific. The former is that it’s almost always
tougher to succeed as a stand-alone bill than as a rider or
amendment to someone else’s bill, and the latter is that
stand-alone bills are increasingly harder to pass in these days
of intense partisanship.
The indirect approach: Hitch a ride. There are certain major
pieces of legislation, such as the National Defense Authorization
Act, that Congress must pass every year to keep the government
running. These offer opportunities to “hitch a ride,” as Douglas
puts it, by attaching policy riders for non-funding issues.
The downside, however, is that entities that worked very hard
to craft their bills and gather sponsorship must yield control to
forces that have nothing to do with them. It’s not unusual, for
instance, for riders to survive multiple drafts only to be deleted
at the last minute as casualties of congressional dealmaking.

Winning Strategies: Stay Focused, Keep It
Simple, Find Opportunities
Flood, Brown, and Douglas offer commonsense suggestions
for entities seeking to pursue their legislative agendas in 2020.
Most notably:

• Stay focused on your goals, and don’t get caught up in political noise. “It’s easy to get distracted by politics, but it’s rarely
helpful to do so,” notes Douglas.
• Try to keep your message and bill terms simple to facilitate
communication with the Hill, win support, and make the
drafting process easier.
• Keeping in mind that “all politics is local,” make clear to
potential supporters that your issue is important locally as
well as nationally.
• Take advantage of Congress’s eagerness to show it can maintain a legislative calendar even in a high-stakes election year.
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Capitalizing on Technology
Through the first two decades of the
21st century, the rapid growth of
technology has defined the era and
has changed every business model—
and nearly every business’s mission.
Enabled by technologies such as
blockchain, artificial intelligence,
and the Internet of Things, as well
as the increased access to data that’s inherent in all
those advances, industries of every kind are experiencing
a digital transformation, and companies are working
hard to adapt, innovate, and lead. Effective competition
demands no less.
As it turns out, so does the regulatory environment.
Despite the current administration’s stated focus
on deregulation, both the federal and state regulatory
regimes are alive and well, just manifesting in
different ways.

Our Regulatory Forecast 2020 demonstrates that
technological changes in industry are fueling an evolution
in regulation, good or bad. The increased emphasis on
antitrust is one example of this evolution at the federal
level. But it also underlies efforts by states to compensate
for regulatory pullback on other fronts. It even explains why
some companies are starting to take matters into their own
hands, ensuring that their use of and access to data, their
contracting practices, their relations with regulators, their
supply chains, and, indeed, their corporate missions are in
line with the best of what new technology has to offer.
For those companies, and others that would follow their
lead, we offer this year’s Regulatory Forecast as a guide to
anticipating and adapting to the changes that will surely
come in the year ahead and for years to come.
Philip Inglima
Chair, Crowell & Moring

Crowell & Moring’s Litigation Forecast
As a companion piece to the Regulatory Forecast, Crowell & Moring has produced the Litigation
Forecast. This year’s volume includes a look at the impact of such new technologies as AI and
IoT on tort, privacy, and cybersecurity litigation, as well as coverage of trends across specific
practice areas and industries. For an electronic version, go to crowell.com/litigationforecast.
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