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introduction
Not long ago, businesses largely relied on manila
folders and file cabinets to store documents. Sensitive
information could be protected with a simple lock and
a key. But no longer. Today, the “big data” explosion
has replaced file cabinets with virtual warehouses and
even small, portable devices capable of storing the
equivalent of millions of documents. And the lock
and key have been replaced by complex encryption
and firewalls.
Although technology has increased ease and efficiency, it also has created new challenges, especially in a
legal environment struggling to keep pace. As electronically-stored information, or ESI, continues to grow in
volume and variety, businesses regularly confront these challenges and the associated risks.
Take social media, for example. What began as a tool to enable friends to keep up with each other
has become a significant means of business development and a rich information source in litigation.
Businesses, however, can face liability for what employees post on work-related social media accounts, and
personal social media accounts present certain ethical risks for lawyers looking to obtain information from
those accounts.
Similarly, mobile phones have grown from simple devices allowing people to stay in touch on the go to
high-powered machines in the hands of employees and customers. Many businesses allow employees
to use their personal devices for work, which increases the danger of disclosure or theft of confidential
information and puts companies at risk of improperly accessing personal information stored on those
devices. And the data businesses collect from customers through these devices and other sources present
substantial privacy and cybersecurity threats.
In the United States and overseas, the applicable regulatory framework continues to evolve. The same is
true for litigation—although e-discovery is nothing new, the ever-increasing volume, complexity, and forms
of ESI present new challenges in litigation.
This report is intended to address certain key issues and challenges by identifying particular trends and
forecasting how the law is likely to develop over time. As with Crowell & Moring’s annual Litigation
Forecast, our goal is to identify for both in-house and outside counsel some of these challenges. We hope
this sparks a dialogue between counsel and clients that culminates in a deeper understanding of these
challenges and the evolving legal landscape. We invite you to subscribe to our blog, www.crowelldatalaw.
com, where we frequently discuss the topics addressed here and many more. On our blog, you can keep
up with the latest developments and share your own thoughts or questions. We look forward to hearing
from you.
David D. Cross, Co-Chair, E-Discovery & Information Management Group
Jeane A. Thomas, Co-Chair, E-Discovery & Information Management Group
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Information Governance
Until recently, organizations typically maintained a number of discrete functional
departments – such as information technology (IT), data security, records and information
management (RIM), and privacy – which each played a role in managing the organization’s
information. In addition, the legal department typically was responsible for implementing
preservation and collection requirements for litigation and investigations. However, many
organizations are realizing that this siloed approach to managing data infrastructure and
assets is inefficient, creates unnecessary risk, and hinders the ability of the organization to
maximize the value of its information assets.
By: Jeane A. Thomas
Recognizing the limitations and risks inherent

corporate-owned, personally enabled (COPE) policies,

in treating these functions as entirely separate

and may contain personal identifiable information of

operations, organizations are increasingly bringing

customers, employees or others – thereby implicating

these various components together within an over-

privacy interests. In the course of the legal proceeding,

arching, coordinated approach often referred to as

confidential ESI may be provided to outside counsel,

“information governance.” According to The Sedona

vendors, experts, and opposing parties – thereby

Conference®, information governance is defined as:

implicating security concerns. And the complexity of

“An organization’s coordinated, interdisciplinary
approach to satisfying information compliance
requirements and managing information risks

this example pales by comparison to the enormous
risks companies face with respect to data breaches
and cyber-theft, which also implicate the full range of

while optimizing information value. As such,

stakeholders involved in information governance.

Information Governance encompasses and

One of the biggest challenges within many

reconciles the various legal and compliance

organizations is making the business case for designing

requirements and risks addressed by different
information-focused disciplines, such as RIM,
privacy, information security, and e-discovery.”
The Second Conference® Principles of Information
Governance.

examples of info gov failures

$171

Estimated clean-up costs
from high-profile data breach

$8.5

Sanctions for failure to locate
and produce ESI in litigation.

$8.5

Fine for failure to retain
immigration records per
regulation.

MILLION

To illustrate the point, consider the various interests
at stake in the routine exercise of collecting and
producing electronically-stored information, or ESI,
for litigation. The process of complying with the legal

MILLION

process is overseen by lawyers, yet the first steps
involving preservation require suspending routine RIM
policies and implementing legal holds, which require
the involvement of IT staff to identify and isolate
relevant ESI and modify routine data destruction
processes. ESI may be located on employees’ personal
devices, pursuant to bring your own device (BYOD) or
4
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Source: The Sedona Conference® “Principles of Information
Governance”
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Information Governance
company risks from info gov failures
0%

10%

20%

30%

40%

50%

60%

Excess litigation costs or damages resulting from poor records keeping
Loss of customer confidence or bad publicity from data loss
Loss of intellectual property or company confidential information
Inability to respond to requests (Freedom of Information)
Infringement of industry-specific compliance regulations
Audit qualifications due to inadequate records
Regulator action from loss/exposure of personally identifiable information
Poor outcome of customer/supplier disputes due to gaps in communications trail
Criminal prosecution for allowing personally sensitive data to be lost
Source: AIIM Market Intelligence, “Information Governance - records, risks and retention in the litigation age”. Between January 18 and
February 11, 2013, 548 individual members of the AIIM community (www.aiim.org) were surveyed. The chart above reflects their responses
to identifying the three biggest risks to their company from a failure of information governance.

and implementing an effective information governance

into the analysis, along with damage to the organization’s

program. It may seem like a good idea in concept, but what

reputation or brand that follows such events.

is the cost compared to return on investment? The answer
requires consideration of the full range of potential costs and
benefits at issue, not merely the additional resources required
to develop and implement an information governance program.
One of the most obvious benefits from having an effective
information governance program is reduced costs of
e-discovery that result from having effective RIM policies, which
include the sound management of records that are needed for
business purposes and the routine destruction of information
when it is no longer needed. One recent estimate involves

On the positive side, effective information governance can
enhance an organization’s reputation and help win the
trust of consumers, as companies are now competing in
the marketplace by promoting their security and privacy
practices. In addition, greater coordination among the various
stakeholders should lead to increased efficiency and lower
costs across the organization and reduce the risk that important
initiatives fall between the cracks or cancel each other out.
To be effective, an information governance program must
have the full support of senior management, sufficient

an organization that reduced its volume of ESI by 40 percent

resources, and complete accountability. It also should be

through more effective RIM policies, which in turn resulted

sufficiently independent from any particular department so

in hard cost savings from processing, hosting and producing

that coordinated decisions are made in the best interests

data in litigation by more than $40 per gigabyte – even before

of maximizing value and reducing risk for the organization

considering the human cost savings associated with attorney

as a whole. As organizations increasingly become aware of

review, project management, etc. Although less certain than

the potential value and enormous risk associated with their

lower e-discovery costs, the much higher potential costs

information assets, the trend toward a coordinated and

of responding to a data breach or cyber-theft incident, or

holistic approach to information governance can be expected

defending spoliation claims in litigation, must also be factored

to continue.
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cybersecurity
Cybersecurity’s escalating threats, intensifying oversight, and expanding publicity in recent
years exploded in 2013. It was a year bookended by President Obama’s cybersecurity warnings
in his State of the Union message and the mega-breaches at Target and Neiman-Marcus. And
it gave us a cyber panorama – the Cybersecurity Executive Order; industry security reports of
massive cyber looting of U.S. intellectual property and technology; the Iranian cyber attacks on
U.S. banks; the Snowden breach of national security secrets; the proliferation of cybersecurity
standards governing everything from private- and public-sector contracts to cloud computing;
and the intensified scrutiny of federal agencies (including the SEC, FTC, and HHS) on security
vulnerabilities and breaches.
By: David Z. Bodenheimer & Evan D. Wolff
Going forward, this kaleidoscope of cyber events foretells

reports (e.g., Mandiant’s report) point to a single

even rougher weather for both the public and private

conclusion: foreign nations and competitors are stealing

sectors. Corporate officers, government officials, and

the economic lifeblood of Fortune 500 companies,

other organizations will have plenty of cybersecurity

resulting in “the greatest transfer of wealth in human

concerns ahead, with the following five overlapping and

history” according to the NSA Director Keith Alexander.

morphing areas deserving particular emphasis for those

For 2014, cyber attacks will not only continue to replicate

seeking shelter from the cyber storms.

prior economic damage (e.g., where single companies

Mega Breaches
Like the mega-breaches of the past (Heartland,

deals), but will pack second and third punches.

ChoicePoint, Sony, TRICARE, Epsilon, and more) exposing

After elevating its scrutiny in 2011-13, the SEC is

hundreds of millions of records containing sensitive

clamping down hard on publicly-traded companies failing

personal information, the Target breach potentially

to report deficient security programs and material data

compromising 110 million records foretold more that

breaches. Shareholder suits will follow. And the largest

followed. But the gauntlet in 2014 and beyond will be

federal and state public sector agencies will stop doing

much rougher, as mega-breach victims will face not only

business with companies that cannot protect networks,

lost customers and hammered stock prices, but also class

technology, and secrets. Any business without robust

actions, shareholder suits, regulatory investigations, and

cybersecurity programs will face an impossible question:

even Congressional scrutiny. In short, companies not

how could you not be ready for this threat?

ready for cyber crisis management of epic proportions
– including a strong incident response plan and data
breach playbook – will confront one question many

6

have lost $1 billion in technology and $2.4 billion merger

Cyberwar on Corporate Targets
In a recent Defense News survey, major corporate

times: were they not prepared?

executives identified cyber attacks as a top concern.

Pillaged Intellectual Property
and Technology

2012-13, U.S. banks had a foretaste of the future when

Since President Obama’s warning in 2009 that cyber

cases, posed fundamental network risks. Going forward,

thieves had stolen over $1 trillion worldwide in

attacks by rogue nations, terrorists, and hacktivists will

intellectual property and technology, the news has only

intensify, with those least ready taking the hardest hits.

gotten worse. Numerous intelligence and industry

Both public and private officials will need to take much

During the cyber attacks attributed to the Iranians in
such assaults impaired electronic business and, in some

Data Law Trends and Developments: E-Discovery, Privacy, Cybersecurity & Information Governance

cybersecurity
harder looks at their organization’s cyber resilience and backup
plans. For such organizations, the hard question is simple: are
you ready to protect your fundamental operations with a sound

forecast

continuity of operations plan?

In February 2014, the National Institute of Standards

Proliferation of Security Standards

and Technology (NIST) released the long-awaited
Cybersecurity Framework, which promises to have

Like an alphabet with unlimited letters, the standards governing
information security are proliferating at a mad pace into a
sector-driven patchwork: HIPAA (healthcare), GLBA (financial),
ISO (international), NERC/FERC (power grid), and NIST (federal
agencies and contractors) to name a few. Because overarching
federal legislation is highly unlikely in the near term, we will see
the promulgation of even more security standards, resulting
in growing conflicts and compliance burdens for companies
crossing several industry sectors. Untangling this expanding
and overlapping field of cybersecurity requirements cannot
be left to the IT department, but will require buy-in from
management, finance, and legal organizations. In the future,
cyber compliance will hinge upon a simple question: are
we managing compliance from the top (an enterprise-wide
approach), rather than isolating our security efforts within the IT

significant implications for the public and private

department?

from intrusions; (3) detecting anomalous activity; (4)

Cyber Disputes Among Business Partners
Some of the recent mega-breaches have resulted from a weak
link in the supply chain, such as the TRICARE breach stemming
from a federal contractor failing to protect a laptop filled with a
federal agency’s personal data for 4.9 million beneficiaries. As
a result of such losses, breaching companies have had current
business cut off and future business sent elsewhere, while being
called to indemnify business partners from losses due to the
security breach. As a result, the litigation forecast for coming
years is hot: business partners will sue each other, federal
regulators will take action against businesses, contractors will
sue federal agencies, insured companies will pursue insurers,
businesses and cloud service providers will fight, and more.
In this volatile environment ripe for disputes, every business
must zero in on the allocation of cyber risks. For those blindly
accepting all of the risk, the questions are two-fold: will the
company bearing the massive cyber loss survive; and will the
person signing off on that risk have a job tomorrow?

sectors alike. It follows the 2013 Presidential Executive
Order -- Improving Critical Infrastructure Cybersecurity
-- which recognized cyber threats as “one of the most
serious national security challenges we must confront.”
The Framework consists of a set of voluntary standards
and processes that private industry, particularly critical
infrastructure, can use to address these cyber risks.
The main structure of the standard is the “Framework
Core,” which outlines the five primary functions
necessary for cyber resilience, as well as the types
of actions each function may entail: (1) identifying
risks and vulnerabilities and implementing policies to
address those issues; (2) protecting data and networks
responding to incidents and recovering from intrusions
by restoring systems; and (5) incorporating lessons
learned. To guide companies seeking to implement the
Framework, NIST also established an “Implementation
Tiers” classification system that provides context on
how an organization views cybersecurity risks and
the associated processes to manage those risks. Also
accompanying the Framework Core is general guidance
instructing companies to incorporate privacy protections
into cybersecurity programs.
Although the Framework features considerable industry
input, many questions remain, including further
defining voluntary adoption and incentives for adoption,
the impact on government contracting, and how the
standard may be used by third parties. Those questions
will likely continue to drive further development of the
Framework.
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social media
Social media has become ubiquitous in today’s society, with both individuals and businesses
of all sizes embracing its use. Social media use implicates important information governance
concerns, such as privacy, and has yielded a whole new area of electronic discovery, including
challenges regarding preservation, production, admissibility, and even ethics. The applicable
laws and procedural rules have struggled to keep up with the growing use of social media
in legal proceedings. The legal landscape in this evolving area has been most prominently
shaped in the contexts of the employer-employee relationship and discovery.
By: Justin P. Murphy & David D. Cross
Social media presents unique legal risks for employers,

Act because the policies’ limitations and controls

and the legal issues that arise are receiving increasing

regarding use of personal social media accounts

attention in litigation. For example, the National

went too far. Companies need to be particularly

Labor Relations Board (NLRB) is hearing more and

careful when disciplining employees using personal

more cases involving employees’ social media use.

social media accounts to complain or criticize the

These cases are helping to clarify the dividing line

companies, especially where an employee previously

between what social media related conduct by an

made complaints or engaged in such discussions

employee is protected and what is not, with the

in the workplace. The NLRB general counsel has

key takeaway being that context matters greatly. In

issued three reports on social media cases, most

some cases, companies’ social media policies have

recently in May 2012. And, in January 2014, NLRB

been found to violate the National Labor Relations

Chairman Mark Pearce confirmed in an interview

SEC Netflix Investigation Report
Netflix’s CEO announced on his personal Facebook® account how many hours of content had been streamed by
customers the prior month, which drove Netflix’s stock price up because the information had not yet been publicly
disclosed. The SEC clarified that social media posts by a company or its executives will be treated as any other electronic
corporate disclosure of material, non-public information and that companies are to advise the investing public about the
methods of communication that they might use to make such disclosures, including corporate web sites, social media,
blogs, or otherwise.

Gatto v. United Air Lines
The court granted an adverse inference instruction as a sanction because the plaintiff failed to preserve a relevant
Facebook® account.

Teagle v. Morgan
A former employee sued her former employer for locking her out of her LinkedIn account and illegally using it
for commercial gain after terminating her. The court found the employer liable for various torts in part because
the company did not have a social media policy informing employees that their LinkedIn® accounts were the
employer’s property.

Bland v. Roberts
The Fourth Circuit held that “liking” a Facebook® post is protected free speech where a deputy sheriff was fired
by the incumbent sheriff running for re-election because the deputy “liked” a Facebook® page of an opposing campaign.
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social media
that the Board would continue to focus on social media cases
and would apply existing standards to new technologies and
communication tools used by employees.
Numerous states have adopted laws protecting privacy rights
attendant to personal social media use by employees. In
response to some well-publicized cases where employers
required employees to grant the employers access to personal

facebook

social media accounts, states have started passing laws

1.15

500

access to login credentials for their employees’ personal social

google+

linkedin

media accounts. These include Arkansas, California, Colorado,

500

238

poised to follow suit, and even Congress is considering a

instagram

pinterest

similar law. These laws generally proscribe any employer

130

protecting the social media privacy rights of employees. At
least thirteen states have passed laws restricting employers’

Illinois, Maryland, Michigan, Nevada, New Jersey, New Mexico,
Oregon, Utah, Vermont and Washington. Other states appear

mandate requiring an employee or applicant to disclose his
or her personal social media login credentials, to grant the

Billion +

Million +

Million +

twitter
Million +

Million +

70

Million +

employer access to the employee’s account, or to add the
employer as a friend or contact on a social media platform.
On the flipside, businesses are facing new legal hurdles with
their own social media accounts, which are created, operated,
and managed by employees. These accounts and the conduct
of employees with access to them present a whole new

Source: As posted by www.digitalbuzzblog.com from data
sourced from www.facebook.com, www.expandedramblings.com,
www.mediabistro.com and www.socialmediaexaminer.com.

area of liability for companies turning to social media for
marketing and other business purposes. Companies may

is subject to the same disclosure requirements as other

be held responsible for content posted by their employees.

ESI. Companies, however, do not always immediately think

Unfortunately, employees sometimes approach social media,

about their social media accounts when considering what

especially applications such as Twitter®, with the same level

information may be relevant to an anticipated or pending

of informality and candor with which they approach emails

litigation or investigation. But these accounts can contain

among friends or colleagues. Yet, social media, even if

relevant information that must be preserved and produced.

restricted to “friends” or “followers,” is not private in the way

Indeed, courts have sanctioned parties for failing to preserve

emails can be, which presents exposure for businesses that

potentially relevant social media content.

employees do not always appreciate.

When facing disclosure requests for social media content,

Mandatory disclosures in litigation and government

particularly for employees’ individual social media accounts,

investigations present further challenges and risks for

companies need to be cognizant of attendant privacy rights

companies using social media. Social media content generally

and object as appropriate. Fortunately, courts increasingly

Data Law Trends and Developments: E-Discovery, Privacy, Cybersecurity & Information Governance
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social media
business or what the limits of any such rights are and what

use of social media among adults
67

disclosure requirements they may face. Social media policies
also should provide specific guidelines, within the bounds of

71
% of adult online users active on
social media websites, by year

governing law, for how, and by whom, social media accounts
may be used for business purposes and what content is
appropriate.

20

22
15

21
16

18
13

17

forecast
Social media use will continue its meteoric rise,
perhaps eventually surpassing email as the

Facebook
2012

LinkedIn

Pinterest

Twitter

Instagram

2013

Source: Pew Research Center’s Internet Project Tracking Surveys
(www.pewinternet.org) , 2012-2013. 2013 data collected August
07 - September 16, 2013.

preferred means of communication. Companies will
increasingly use social media and authorize its use
by employees for company-related business, such
as marketing, public relations, and other purposes.
Historically, the Super Bowl™ provided one of the
most significant U.S. marketing opportunities of the
year. Yet, in recent years, despite paying millions

exhibit appropriate sensitivity to these concerns and

of dollars for short spots during the big game,
companies increasingly release their Super Bowl™

permit in-camera inspection of social media content to

ads through social media sites in the days leading up

determine whether it must be produced. Some courts have

to the game. Controversial ads often spark a flurry

even required parties in civil litigation to make a threshold

of comments through social media applications,

evidentiary showing that non-public social media content

including on company Facebook® and Twitter®

contains relevant information. Some federal district courts,

accounts. This trend in social media use will fuel the

however, have rejected this approach as inconsistent with

parallel trend of evolving information governance

the federal rules, reasoning that it would improperly shield

concerns and discovery challenges, as content grows

relevant information from discovery that is not otherwise

and becomes increasingly relevant in litigation and

obtainable. Ultimately, if deemed relevant, courts seem

government investigations.

increasingly likely to order social media content disclosed,
overruling privacy-related objections as a bar to disclosure.

Additionally, U.S. government agencies such as the
Securities and Exchange Comission (SEC) and the
NLRB as well as courts evaluating discovery and

Companies are well served adopting policies governing social

preservation issues will continue to provide guidance

media use by employees. These policies should clearly identify

about how existing rules and standards apply to

the respective rights employers and employees have regarding

social media. As a result, more and more businesses

individual and corporate social media accounts. In particular,

should adopt sound social media policies to better

these policies should alert employees either that they have no

protect themselves and their employees.

privacy rights as to social media accounts used for company
10
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Technology-assisted review
Technology assisted review (TAR) platforms, particularly those technologies commonly
referred to as “predictive coding,” have been around for a number of years. Technology
providers, along with early adopters, have promoted the potential for TAR to achieve
significant efficiencies, cost savings and improved results over alternative review options
including keyword searching and manual review. Although there has been some concern
about whether courts would accept TAR, and what costs and burdens would be required to
defend its use, the benefits of TAR so dramatically outweigh those concerns that TAR now is,
or should be, the mainstream approach for document review across a wide range of different
types of matters.
By: Jeane A. Thomas & Elizabeth A. Figueira
In simplest terms, TAR involves the use of computer

Collection. Some TAR methods use Machine

software to categorize documents consistent with

Learning Algorithms to distinguish Relevant from

human judgments. A more formal definition of TAR

Non-Relevant Documents, based on Training

from the Grossman-Cormack Glossary is:

Examples Coded as Relevant or Non-Relevant
by the Subject Matter Experts(s), while other

“A process for Prioritizing or Coding a Collection

TAR methods derive systematic Rules that

of Documents using a computerized system

emulate the expert(s)’ decision-making process.

that harnesses human judgments of one or

TAR processes generally incorporate Statistical

more Subject Matter Expert(s) on a smaller

Models and/or Sampling techniques to guide

set of documents and then extrapolates

the process and to measure overall system

those judgments to the remaining Document

effectiveness.”

Da Silva Moore v. Publicis Groupe
Magistrate Judge Andrew Peck in the Southern District of New York provided the first public judicial
endorsement of predictive coding in a highly publicized opinion. After his initial opinion, the experiment hit a
roadblock as the parties failed to agree on appropriate protocol.

Global Aerospace v. Landow Aviation
A Virginia state court approved a predictive coding protocol after defendants moved for a protective order
due to the volume of data sought by the plaintiffs. The court cited the Da Silva Moore decision and explicitly
permitted plaintiffs to revisit the completeness of the production at a later date.

In Re: Biomet M2a Magnum Hip Implant Products Liability Litigation
The plaintiffs challenged the defendant’s use of keyword searching to cull down a set of 19.5 million documents
to 2.5 million, before using predictive coding on the remaining 2.5 million documents. The plaintiffs demanded
a “do-over” by using TAR on all 19.5 million documents. While the court agreed that some relevant documents
might be discovered through the proposed process, it declined to order the redo after finding that it was not
worth the high cost.
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technology-assisted review
In a typical TAR workflow, one or a few human “experts”

well-designed processes and workflows, in addition to the

review and code a small sample of documents, which are

technology itself.

then used to teach the computer how to code the larger
universe of documents. There are a variety of alternative
methods to teach the computer, but the common thread
is that the computer learns from the human input and
applies a consistent set of rules to code the larger data set.
TAR provides two clear and obvious benefits: (1) TAR is
more consistent than human coding (accuracy) and (2) TAR
eliminates the need for human review of large volumes of
ESI (efficiency and cost savings).

Human expertise is needed along two lines: (1) “expert”
coders who teach the machine how to code, and (2) project
managers who design the workflow and test, validate and
track the results. Since the quality of the machine coding is
only as good as the human judgments on which it is based,
TAR requires a different approach than traditional manual
review. The most consistent results are achieved when
there is only one, or a small number of expert coders, who
collaborate on their determinations, so that the machine is
not trying to resolve the inconsistent judgments of different

People + Process + Technology

human reviewers. And because the decisions of these

TAR does not work its magic alone. The effective, and

expert coders are extrapolated across the entire document

defensible, use of TAR requires human expertise, along with

population, lawyers with the greatest knowledge of the

benefits & concerns of using predictive coding
Top-Ranked Benefits of Predictive Coding

Top-Ranked Concerns About Predictive Coding

Source: 2012 Survey of in-house and law firm counsel by FTI Consulting Technology LLC and Ari Kaplan.
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technology-assisted review
subject matter and discovery requirements are the ideal

documents coded by the machine as responsive) and precision

candidates. Thus, senior lawyers on the case team are far

(the percentage of documents coded by the machine as

more likely to be involved in the expert coding of the initial

responsive that are actually responsive) are acceptable? What

training and quality control sets than junior associates or

additional non-TAR quality control methods can be used to

contract attorneys.

improve those metrics?

More importantly, the results of TAR are dependent on

Further, there are decisions that must be made after the

many different judgments made along the way regarding

machine coding has stabilized. Will certain groups of

workflow design. For example, how will the initial seed sets

documents be manually reviewed for responsiveness?

of documents be selected? How many training rounds

Privilege? Key content? The answers to these and many

of coding need to be conducted? What quality control

other questions will vary with the type of matter. It may be

processes will be utilized before the system is “stabilized”?

acceptable to forego manual review of certain categories of

What measurements of recall (the percentage of responsive

machine-coded “responsive” documents in a huge product

forecast
Standard discovery orders will address confidentiality

“smoking gun” that the opposing party may later claim

and privilege considerations, but parties eager to use

was not produced. Many of the same courts have also

TAR may benefit from more detailed stipulations that

encouraged parties to seek greater protection against

set forth the protocol to be used by each party. Much

waiver of privilege with expansive orders that would

of the judicial writing on TAR in recent months has

allow a party to retain privilege claims even upon the

been in the form of case management orders where the

intentional disclosure of privileged documents. The

court permits the use of TAR and encourages various

hope is that such non-waiver orders will allow parties to

forms of cooperation between the parties. The most

save costs and time by foregoing the traditional manual

detailed orders discuss a wide range of topics, starting

review for privileged documents, although parties may

with the selection of a vendor, and how the parties

be reluctant to go down that path even with such an

will create the seed set of documents for training and

order.

what information they will exchange regarding those
seed sets. The stated goal is to foreclose later disputes
regarding the efficacy of the process.

While this form of cooperation and transparency
may seem counter-intuitive for both clients and their
counsel, it has been one of the key themes of the

The orders may also set out the threshold metrics for

cases involving TAR. Judges want the parties to reach

precision and recall and the methods by which the

agreement and address these issues early on, before

other party will be able to test the results. For example,

large costs have been incurred and before issues

setting relevant metrics in advance allows the parties

are presented to the courts in the form of disputes.

to represent at the end of discovery that more than

Concerns about defensibility and unfairness diminish

“x%” of the responsive documents were produced and

when there is a clear understanding among the parties

that additional efforts are not likely to yield that elusive

and the court.
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technology-assisted review
liability matter, but that may be an unacceptable risk for

10 percent of the total collection after de-duplication and

documents produced in a criminal investigation. The critical

date filtering, required manual review. Based on a standard

point is that TAR requires expertise in project design and

cost assumption of $1 per document, the result is roughly

management every step of the way.			

$3 million in savings over a traditional linear manual review

Accuracy, Cost Savings and Efficiency
Traditional manual review of documents has been treated
as the “gold standard” for years despite little analysis of the
quality of the results. Yet, the empirical evidence that exists
suggests that human reviewers are far less than perfect, and

process. This example is consistent with other matters, in
which typically 80 percent or more of a document population
is machine-coded as non-responsive and does not need to be
manually reviewed.

teams of attorney reviewers, particularly large teams, will

Having to manually review far fewer documents results in not

often make conflicting and inconsistent determinations of

only cost savings, but also time savings. A project that could

relevancy. Keyword searching also has gained popularity as

take months to manually review can now be done in weeks

a way of sifting through large volumes of ESI to attempt to

with the effective use of TAR.

identify relevant material, and although results vary, studies
show that keyword searching also can be far less than perfect

Expanding Applications of TAR

in identifying relevant documents.

TAR has proven to be effective across a broad range of

Recognizing the need to demonstrate the efficacy of TAR,
there have been a number of studies comparing the results
of TAR with manual review and keyword searching. These
studies have consistently shown that TAR is more accurate
than other review methods along the two main metrics –

matters, including discovery in civil litigation, government
investigations and criminal matters. The technology has
produced very good results and efficiencies with both
small and large data sets, and with document populations
containing sophisticated, highly-technical subject matter.

recall and precision. That alone should drive the adoption

Although there will be times when linear manual review,

of TAR as a preferred approach to document review.

keyword searching or other document review methods are
appropriate, TAR should be at least considered as a viable

In addition, TAR has proven to dramatically reduce costs

option for many matters, either alone or in combination with

and improve efficiency over traditional review. Based on

other review methods.

more than a dozen matters in which Crowell & Moring has
used TAR, our experience is that manual review – including
expert coding, quality control, and analysis of documents
the computer is unable to code – is required for typically less
than 10-15% of the universe of documents collected, and
sometimes far less. For example, in a recent major document

Further, TAR is not limited to making relevant/non-relevant
determinations. The technology continues to evolve and can
now be used for issue coding, identifying privileged material,
and confidentiality classification. Moreover, TAR can be used

review, more than 2.5 Terabytes of ESI was collected, which

in the context of early case assessment, or otherwise, to

was reduced to over 1 Terabyte (approximately 3.5 million

identify the most relevant or critical documents, including in

documents) after de-duplication and date filtering. Using

the analysis of documents produced by other parties.

a TAR workflow, less than 350,000 documents, or less than
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criminal e-discovery
The management of electronically-stored information (ESI) in criminal investigations and
prosecutions continues to grow into a deluge of cost and complexity with little guidance from
courts and none – unlike its civil counterparts – from the rules. Nonetheless, certain trends in
this rapidly developing field can be gleaned.
By: Justin P. Murphy & Stephen M. Byers
Scope of Search & Seizure
of ESI Pursuant to a Warrant

expertise recently rebuffed the government’s request
for authority to seize computer data because it had

The unique challenges presented by the nature of ESI

not made a sufficiently specific showing that the

create problems in the context of search warrants.

target’s computer was related to the alleged crime.

Courts continue to struggle with the tension between

The judge expressed his concern that under these

law enforcement’s legitimate need to conduct

circumstances a “forensic search of [the computer’s]

broad and invasive searches of electronic devices

entire contents...appears to me to be the very general

to find particular evidence covered by a warrant on

search that the Fourth Amendment prohibits.” This

the one hand, and the plain view doctrine and the

trend has the potential to present targets of criminal

Fourth Amendment’s prohibition against generalized

investigations with increasing opportunities to

searches on the other. To address this tension, courts,

successfully challenge the government’s retention and

such as the Second Circuit, are starting to recognize

use of seized materials.

that a “heightened sensitivity to the particularity
requirement in the context of digital searches” is

Electronic Searches at the Border

necessary. Moreover, judicial skepticism of the need

Courts are also revisiting the long-standing rule

for dragnet seizures of ESI seems to be increasing.

permitting suspicion-less searches at the U.S. border.

For example, a magistrate judge in the District of

In what it referred to as a “watershed case,” the Ninth

Columbia who is widely respected for his e-discovery

Circuit recently held en banc that government officials

United States v. Cotterman
The Ninth Circuit found that government officials must have “reasonable suspicion” before conducting forensic
searches of laptops at the border, reflecting a significant change from the traditional rule permitting suspicionless searches at U.S. borders.

United States v. Wurie
The First Circuit found that the search-incident-to-arrest exception does not authorize the warrantless search
of data on a cell phone seized from an arrestee’s person under any circumstances. The Supreme Court granted
certiorari in this decision.

In re the Search of Information Associated with Facebook® Account Identified by the
Username Aaron.Alexis Stored at Premises Controlled by Facebook, Inc.
Magistrate Judge John Facciola determined the government’s search warrant was overbroad under the Fourth
Amendment and significantly narrowed the scope of information Facebook® was required to disclose to the
government to protect the privacy interests of third parties unrelated to the government’s investigation.
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criminal e-discovery
must have “reasonable suspicion” before conducting forensic

by the government. In an important decision from the

searches of laptops at the border – drawing a line between

Eleventh Circuit that could have significant future implications

these more intensive searches and “quick view” searches,

for government acquisition of ESI, the court ruled that a

neither of which have traditionally required reasonable

suspect could not be required to decrypt his computer hard

suspicion. Citing substantial privacy interests, the Court

drives because it would implicate his Fifth Amendment right

concluded that a “person’s digital life ought not be hijacked

against self-incrimination. In that case, the government

simply by crossing a border,” and that absent reasonable

seized encrypted hard drives, which the defendant refused

suspicion, the government may not conduct a “computer strip

to decrypt on the basis of his Fifth Amendment right against

search.”

self-incrimination. The Eleventh Circuit held that compelling

Obstruction of Justice for Conduct in
Civil Litigation
While spoliation sanctions are increasingly common in civil
litigation, it is historically uncommon for such conduct to
be charged as criminal obstruction of justice. But, recently,
the Department of Justice has started doing just that. For
example, in a trade secrets theft case, DOJ charged the
defendant, Kolon Industries, Inc., with obstruction of justice,
in addition to conspiracy and trade-secret-theft counts, as a
result of spoliation conduct undertaken in a private civil case.
The obstruction charge was based on the intentional deletion
of documents by Kolon employees shortly after they found out
about a related civil suit filed by a competitor, in an apparent
effort to deprive the competitor of relevant evidence. Both
Kolon and the five individuals involved have been charged
with violating 18 U.S.C. § 1512(c)(1) & (2), which imposes
severe criminal penalties for document destruction aimed at
obstructing a “federal proceeding.” The prospect of criminal

the suspect to decrypt and produce the drives’ contents
“would be tantamount to testimony by [the defendant] of
his knowledge of the existence and location of potentially
incriminating files; of his possession, control, and access to
the encrypted portions of the drives; and of his capability
to decrypt the files.” Moreover, the government could not
force a suspect to decrypt and produce the information
where it could not identify with “reasonable particularity” the
existence of certain files, noting that an “act of production
can be testimonial when that act conveys some explicit or
implicit statement of fact that certain materials exist, are in
the subpoenaed individual’s possession or control, or are
authentic.”
The critical aspect is the government’s knowledge about
the encrypted data. If the government does not know the
contents of data stored on the computer, an individual’s act
of decrypting and producing it constitutes “testimony” under

charges for spoliation in civil litigation raises the stakes for civil

the Fifth Amendment. This appears to limit the ability of

litigants, particularly where a parallel criminal investigation is

government investigators to compel an individual to reveal the

a possibility because obstruction counts can easily be tacked

contents of devices encrypted with passwords or codes in a

on to substantive criminal charges. Even the harshest of civil

criminal investigation based only on government speculation

sanctions can pale in comparison to the criminal penalties a

as to what data may be contained in certain files. Although a

corporate litigant could face and the significant jail time to

corporation or partnership does not enjoy Fifth Amendment

which individuals could be exposed.

protection, individuals and sole proprietorships do, and this
decision could have a significant impact on small businesses

Encryption and the Fifth Amendment

and individuals who work in highly regulated industries

Sophisticated encryption software can shield information

including health care, government contracting, energy,

from what would otherwise be lawful search and seizure

chemicals, and others that may face government scrutiny.
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criminal e-discovery
govt requests to google for user data
User Data Requests

28,000

Request to Google from
Governments and Courts
around the world

21,000

The Stored Communications Act
The SCA, enacted long before the dawn of social media,
provides that, in some circumstances, the government
may compel social media providers to produce social
media content without a warrant. Data reported from
social media providers shows that law enforcement is
increasingly taking advantage of this provision within
the SCA to demand the production of social media

14,000

evidence. As users increasingly move their content into
the cloud – including e-mail, social media, videos, photos,

7,000

and document storage, among others – the accessibility
12/31/09

12/31/10

12/31/11

12/31/12

12/31/13

Time Period Ending

of this digital content under the SCA will likely require
clarification by courts and the legislature.

Source: Google Transparency Report, http://www.google.com

forecast
Federal Rule of Evidence 502 was adopted principally to
address the problem of inadvertent and subject-matter
privilege waivers spawned by the challenges of reviewing
huge volumes of ESI to identify and withhold privileged
material. Rule 502 addresses this problem by essentially
narrowing the circumstances in which disclosure of
privileged material is deemed to constitute a waiver,
and eliminating the risk of subject-matter waiver where
privileged material is inadvertently produced. In the
criminal realm, Rule 502 has been construed to allow the
target of a government investigation to disclose privileged
material to the government while avoiding broad subjectmatter waiver in that or any related proceeding (e.g.,
parallel civil litigation).
There remains a question, however, as to whether Rule
502 can be taken a step further in the criminal context –
to restrict not only subject-matter waiver, but also waiver
as to the specific privileged material disclosed to the
government. This is commonly referred to as selective
waiver because it involves waiver as to one party (e.g.,
a government law enforcement agency), but not others
(e.g., plaintiffs in related civil litigation). Specifically,

Rule 502(d) provides that a party agreement regarding
non-waiver, if enshrined in a court order, protects
the privileged material “in any other state or federal
proceeding.” In other words, the target of a criminal
investigation and the government could agree that the
disclosure of privileged material to the government does
not effect a waiver and, in theory, could obtain a court
order giving that agreement force as to other proceedings
and parties.
This theory appears untested as it has not been the
subject of any public court opinions or filings, and faces
at least two hurdles. First, Rule 502(d) speaks in terms
of “litigation before the court” and it is unclear whether a
pre-indictment criminal proceeding, such as a grand jury
investigation, qualifies as “litigation” within the meaning
of the rule. Second, Rule 502’s legislative history shows
that a provision explicitly adopting selective waiver was
proposed and rejected. However, these hurdles may not
be insurmountable, and Rule 502 may thus provide a basis
for targets of criminal investigations to disclose privileged
material to the government while otherwise preserving
the privilege.
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regulatory
An important e-discovery trend in the context of regulatory proceedings is the increased
scrutiny of and requirements placed on submissions of ESI. Government agencies, notably the
U.S. Department of Justice, have become much more sophisticated in their use of document
management and review technology and are changing their approach to electronic productions.
By and large, the mechanics of e-discovery in regulatory proceedings are substantially similar,
if not the same, as those encountered in other contexts. The fundamentals relating to
preservation, collection, review, and production share the same basic principles in the
regulatory arena as they do in most other fields. However, regulatory proceedings do tend
to differ in two significant ways – timing and asymmetrical bargaining power.
By: Michael G. Van Arsdall & Margaret Nielson
Document productions in many regulatory proceedings

The desire for timely compliance, the breadth of

often move at an extraordinarily fast pace. Driven

discovery, and the fact that discovery is one-sided during

primarily by the parties’ desire to close a transaction

the investigative stage, lead to substantial asymmetry

as soon as possible and realize the associated benefits,

between the parties and significant e-discovery

the average “second request” in a regulatory merger

challenges. Increased government scrutiny of the

review is concluded within roughly two to three

manner and processes used to collect, review, and

months. Within that time frame the merging parties are

produce ESI adds to the complexity and burden placed

essentially subjected to the full gambit of civil litigation
discovery before a complaint is ever filed. Moreover,
the breadth of a typical government subpoena in this

on producing parties. The lack of judicial oversight
during the investigation phase only exacerbates the
challenges in this arena.

context is remarkably broad. Requests seeking “all

Working with the Government

documents,” “all databases,” and “all data” relating to

When handling e-discovery in the context of

many topics can require the analysis of terabytes of ESI

government regulatory proceedings, it may be

in an extremely short time period.

beneficial for the parties to work with the government

As federal agencies become more sophisticated with e-discovery, some agencies are issuing or revising guidance and
rules specifically related to e-discovery. Below are links to examples of federal agency guidance on these issues.

Department of Justice (DOJ) Antitrust Division
http://www.justice.gov/atr/public/electronic_discovery

Federal Trade Commission (FTC)
http://www.gpo.gov/fdsys/pkg/FR-2012-09-27/pdf/2012-23691.pdf

Internal Revenue Service (IRS)
http://www.irs.gov/pub/irs-ccdm/cc-2012-017.pdf

International Trade Commmission (ITC)
http://www.usitc.gov/secretary/fed_reg_notices/rules/Rules_notices0515203sgl.pdf

Securities and Exchange Commission (SEC)
http://www.sec.gov/divisions/enforce/enforcementmanual.pdf
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regulatory
early and cooperatively. Unlike civil proceedings with a judge

delays and challenges by adopting well-documented processes

or magistrate to moderate discovery issues, parties to a

as early as possible, with enough transparency to satisfy the

regulatory proceeding are in many ways at the mercy of both

government regulatory staff. This does not mean acceding to

the regulatory process itself and the business need to resolve

unreasonable demands or disclosing decisions and processes

the matter quickly, which can necessitate significant concessions

that reflect legal advice or constitute work product. That said,

by the parties.

working with staff closely, cooperatively, and early on should
demonstrate that the process is reasonable so as to avoid

A number of agencies are increasing their demands for

deficiency allegations down the road.

information about the process. For example, the Antitrust
Division of the Department of Justice has long requested – i.e.,
required – the disclosure of the use of search terms prior to
parties certifying substantial compliance with a second request.
In recent years, the Antitrust Division has gone much further
by requiring increasing levels of transparency and disclosure
to meet compliance obligations. The standard second request
instructions now state:

forecast
As the complexity of e-discovery issues increases
for federal agencies, expect to see a corresponding
increase in the number of agencies promulgating rules
and formal guidance regarding e-discovery practices
and procedures. A number of agencies, including the

If the company or its agent uses or intends to use software

Department of Justice (DOJ), International Trade

or technology to identify or eliminate potentially responsive

Commission (ITC), Federal Trade Commission

documents and information produced in response to

(FTC), and Securities and Exchange Commission

this Request, including but not limited to search terms,

(SEC) have already issued such guidance over the

predictive coding, near-duplication, duplication, email

past few years for parties required to produce ESI

threading, the company must provide detailed description

to those entities and are continually revising and

of the method(s) used to conduct all or any part of the

updating that guidance as needs and technologies

search….the Department strongly recommends that

evolve. These rules and guidelines cover a wide range

the company provide these items prior to conducting its

of issues, such as the obligation to meet and confer

collection of potentially responsive information and consult

with agency staff, preservation, form of production,

with the Department to avoid omissions that would cause

inadvertent production of privileged material, and

the company’s response to be deemed deficient.

internal agency protocols for escalating disputes.

In some instances, the DOJ staff required the parties to submit
sample sets of non-responsive documents to validate the results
of the process – to the government’s satisfaction. Obviously,
this goes far beyond what would be required under the civil
rules.

Some agencies have developed specific templates with
required metadata fields, load file formats, and other
technical specifications. As the technology for storing,
reviewing, and producing ESI continues to evolve and
agencies become more sophisticated with respect to
how they want producing parties to handle e-discovery

No two matters are the same and there is no single process that

in their matters, it is anticipated that even more federal

is best for every case, but there are tactics and protocols that

agencies will issue specialized rules and guidance

can be employed to successfully navigate the discovery aspects

relating to managing and producing ESI.

of the regulatory review process. Parties can reduce potential
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cooperation
Cooperation probably is not the first word that comes to mind when one thinks of lawyers,
but there is a growing movement to foster a stronger culture of cooperation in legal
proceedings. The goal is to save time and money. Courts are increasingly frustrated by what
they see as an unnecessarily contentious approach to litigation, especially discovery. Just
because the justice system is adversarial by design does not mean litigants and their counsel
should approach every issue in an adversarial way. Many issues can and should be resolved
through meaningful cooperation rather than resorting to posturing and table pounding,
which ultimately wastes considerable time and money on unnecessary motions practice.
Courts increasingly are emphasizing—and requiring—cooperation between counsel, and even
at times sanctioning those who refuse to “play nice in the sandbox.”
By: David D. Cross & Luke van Houwelingen
Several years ago, The Sedona Conference® called for

battles and avoid tactics aimed at delay or at driving up

increased cooperation in discovery in its “Cooperation

the other side’s costs.

Proclamation.” Since then, a growing number of
courts have encouraged cooperation and commended
those who do so. The Cooperation Proclamation has
to date received about 150 judicial endorsements, a
number that is almost certain to increase as more and
more courts press lawyers to resolve disputes outside
the courtroom through compromise and concessions
where appropriate.

Cooperation does not mean surrendering one’s rights,
however. It means fighting only those battles that
really matter and doing so in a reasonable way. As
courts around the country increase their push for
cooperation, litigants will need to become more adept
at finding the right balance between zealousness and
cooperation.

More significantly, clients and counsel who refuse

Proposed changes to the Federal Rules of Civil

to cooperate in discovery may increasingly find

Procedure, intended to reduce ever-increasing

themselves facing sanctions. More so than ever, courts

discovery costs, further reflect this trend of growing

expect lawyers to effectively balance their duties as

cooperation in litigation, which already has been

advocates with their duties as officers of the court.

captured in the local rules of courts around the

This trend will require litigants to better pick their

country. The Rules Advisory Committee proposes to

Apple Inc. v. Samsung Electronics Co., Ltd.
The court extended cooperative principles to discovery from third parties. It admonished third-party
Google for failing “to participate in transparent and collaborative discovery” in response to a subpoena, noting
that “[t]hird-party status does not confer a right to obfuscation or obstinacy,” and it criticized Apple for failing
“to collaborate in its efforts to secure proper discovery from Google.”

U.S. Bank National Assoc. v. PHL Variable Ins. Co.
After being faced with “six discovery disputes in seven months,” the court chided the parties for failing to act
cooperatively as encouraged by both the federal and local rules, and “urge[d] the litigants to take seriously their
obligation to cooperate in discovery so as to avoid burdening the Court with repeated disputes.”
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cooperation
amend Rule 1 to explicitly make litigants—not just the courts—
responsible for “the just, speedy, and inexpensive determination

local court rules

of every action and proceeding.” The committee notes
accompanying the proposed changes emphasize that this change
is intended to make clear that the parties share responsibility with
the courts to effectuate the goals of Rule 1. The notes go on to
affirm that effective advocacy “is consistent with—and indeed
depends upon—cooperative and proportional use of procedure.”

Local Rule 26(f) of the Western District of
Washington: “Counsel are expected to cooperate
with each other to reasonably limit discovery
requests, to facilitate the exchange of discoverable
information, and to reduce the costs of discovery.”

The desire for greater cooperation also is reflected in the
proposed changes to the Federal Rules governing pre-trial
discovery.
For example, Rule 16 would provide that pre-trial
orders could contain non-waiver agreements negotiated by
the parties under Federal Rule of Evidence 502 to protect
privilege without costly review and logging of privileged
documents. The Rules Advisory Committee notes that this
change is intended to remind litigants of the value of such
agreements and to promote their use, which of course requires
cooperation. Proposed amendments to Rule 26 would permit
parties to serve document requests early, even before the
already-required initial discovery planning conference, without
triggering the time to respond to the requests. The stated goal
is to facilitate more productive discussion of discovery at the
conference and to help foster early resolution of any disputes
through enhanced cooperation. If amended, Rule 26 would also
give greater prominence to the principle of “proportionality” in

Northern District of California
E-Discovery Guidelines 1.02:
The court “expects cooperation” on e-discovery
issues and “an attorney’s zealous representation
of a client is not compromised by conducting
discovery in a cooperative manner.”

Local Civil Rules of the Southern and
Eastern Districts of New York:
“Counsel are expected to cooperate with each
other, consistent with the interests of their clients,
in all phases of the discovery process and to
be courteous in their dealings with each other,
including in matters relating to scheduling and
timing of various discovery procedures.”

discovery.
The proposed rules changes capture the same spirit of
cooperation the courts have been emphasizing. They are likely
to drive parties to cooperate more and to do so earlier in a case
when such cooperation can best set a less antagonistic tone for
what follows.
Cooperation is valuable not only for resolving disputes, but
avoiding them in the first place. It reduces risk, expense, and
inefficiency in litigation. Once that is understood, there is no
good reason not to cooperate. And with courts increasingly
expecting cooperation, litigants may no longer have a choice to
cooperate or not.

Discovery Guidelines of the District of
Maryland: “[P]arties and counsel have an
obligation to cooperate in planning and conducting
discovery” and have a “duty to confer early and
throughout the case” to ensure that discovery is
just, speedy, and inexpensive, and proportional to
what is at issue in the case.

Source: W.D. Wash., LCR 26(f); N.D. Cal., E-Discovery
Guideline 1.02; S.D.N.Y. & E.D.N.Y., Local Civil Rule 26.4; D. Md.,
Discovery Guideline 1.
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privacy
The rapid pace of technological advancements, especially those developed for business
purposes, has created a growing tension with traditional notions of privacy. Consumers expect
certain modern products and services, as well as convenience in obtaining and using them,
while also expecting certain information to remain private. This tension imposes unique
challenges in a variety of contexts for companies trying to satisfy these sometimes-competing
expectations. And missteps have proven very costly for both businesses and consumers.
By: Jeffrey L. Poston, Robin B. Campbell & Elliot Golding
Data Breaches:
Expanding Notification Requirements

sophistication of the threats. California amended
its security breach notification law, effective January

Data breaches continued at a steady pace in 2013,

1, 2014, by expanding the definition of personal

and into 2014, with the healthcare sector taking the

information requiring individual notification. The

lead as the most affected industry for the first time in

definition now includes a username or email

years. This is attributable largely to the changes in the

address in combination with a password or security

Health Insurance Portability and Accountability Act

question where that information would permit

(HIPAA) that require mandatory reporting of security

access to an online account. In a breach involving

breaches. Breaches of retailers, however, dominated

this type of information, a company will have to

the headlines. For example, in 2013, a major retailor

provide notification directing people to change their

suffered a breach exposing the credit or debit card

passwords and security questions, and take other

information of as many as 40 million customers.

action to protect the breached account and any other

Unfortunately, this may be merely the tip of the

online accounts where they might have used the same

iceberg for the retail industry.

login credentials.

Forty-seven states currently have laws regarding

Transparency: Collecting and Using Data

security breach notifications, and they continue to

According to a recent survey, mobile phone

actively monitor the nature and extent of security

purchasers are now more concerned about the

breaches. California has taken the lead in increased

privacy of information collected via their phones than

regulation an attempt to adapt to the expanding

they are about other features such as brand, weight,

Connelly et al v. Hilton Grand Vacations Company, LLC
The court rejected class certification for a potential $54 billion lawsuit alleging Hilton spammed six million consumers
with robocalls (37 million calls at $1500 per call). The varied circumstances under which each phone number was
collected (i.e., voluntarily or not) raised issues of predominance which defeated class certification.

Lanza v. EMJ Corp., et al.
The plaintiff claimed unsolicited text message advertisements were sent to 90,000 Florida residents. The case resulted
in a $6.5 million settlement.

Aventura Chiropractic Center Inc. v. Med Waste Management LLC, et al.
The defendant was accused of sending unsolicited faxes. The class was certified in 2010, and the case resulted in a
$10 million settlement.
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privacy
and screen size. The mobile app industry has responded by

texts using automated dialing systems, predictive dialers,

proposing “codes of conduct” that outline best practices for

and pre-recorded messages. Under a recent Federal

mobile applications and other devices that track user content.

Communications Commission rule effective October 16,

While the mobile industry is beginning to accommodate the
evolving privacy demands of its customers, state legislatures
are also getting into the act. For example, California has passed
an amendment to the state’s Online Privacy Protection Act
that requires websites and data brokers that collect personal
information to disclose how they handle Do-Not-Track (“DNT”)
requests, which are alerts from web users that they do not
want the websites they visit to track their online behavior.
The focus is on transparency. This means that as of January
1, 2014, website operators with customers in California must
clearly indicate in the website statement whether they honor
browser DNT requests, which most currently do not. The
tougher issue of whether these websites should be required to
honor DNT requests has been left for another day.
Although the Federal Trade Commission has, as of late,
stopped short of calling for similar national legislation
regarding DNT mechanisms, it has become more vocal on
the need for data brokers to be more transparent in how
they collect and handle user information. The FTC also has
encouraged data brokers to provide user-friendly means
for consumers to remove their information from broker
databases. And the FTC has been willing to pursue those app
developers who fail to disclose exactly how their apps use
consumer information.

2013, robocalls are not permitted without express written
agreement from the recipients, even if there is a pre-existing

forecast
Many states are likely to follow California’s lead, as
they did with initial security breach notification laws
and expand legal definitions of personal information.
As these definitions grow in scope, and as threats
become more sophisticated and aggressive, breaches
triggering notification requirements are likely to
increase. Unfortunately, user names and email
addresses are an increasingly common targets for
hackers, which of course is why states are proactively
seeking to protect this information.
Regulators and consumers alike will demand greater
transparency from businesses regarding not just
how they protect data, but how they collect it in
the first place. Companies hoping to appease
privacy expectations of customers should assess
their tracking practices and, regardless of whether
they honor Do-Not-Track requests, be reasonably
transparent about their practices.
Finally, TCPA class actions are likely to escalate
as a result of a new FCC rule, which imposes

TCPA: Costly Violations

upon telemarketers, and those on whose behalf

Class actions under the Telephone Consumer Protection

they operate, more stringent requirements. The

Act (TCPA) also are on the rise and show no sign of waning.

requirement for express written agreement before

The Judicial Panel on Multidistrict Litigation’s recent trend

a company may “robocall” a consumer likely will

of transferring TCPA cases for consolidated or coordinated

make it easier to determine whether a violation has

pretrial proceedings adds to the appeal of bringing this sort

occurred and to certify a class. Plaintiffs are likely

of mass litigation. The two types of solicitations governed by

to seek to extend DNC liability beyond just the

the TCPA likely to spawn the continuing flood of litigation are

telemarketers to the companies who engage them,

“robocalls” and “Do Not Call” violations.

regardless of whether agency principles apply.

Robocalls are faxes or calls to cell phones or residences and
Data Law Trends and Developments: E-Discovery, Privacy, Cybersecurity & Information Governance
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business relationship between the company and the consumer.

agreements” requiring payment of six- and seven-figure sums

Businesses accused of TCPA robocall violations have found the

along with detailed Corrective Action Plans in nine separate

practice costly, paying settlements ranging from $6 million to

cases. By comparison, HHS published only eleven such

$32 million.

agreements (and imposed one Civil Monetary Penalty) in the
five prior years combined. This trend suggests that HHS has

The TCPA prohibits telephone solicitations to individuals listed

shifted priorities from simply educating entities regarding

on the national “Do Not Call” Registry. Any DNC registrant who

HIPAA requirements to policing violations.

has received more than one telephone call by or on behalf of a
“seller” can pursue damages. As class actions, these violations
can amount to substantial exposure for companies, including
those using telemarketers. Violations of the DNC and robocall
provisions can be expensive, with statutory damages of $500
to $1,500 per violative call.

internet of things

HIPAA: Amending and Enforcing the Rules
HIPAA continues to present certain challenges for businesses
that handle protected health information (PHI)—and the

The “Internet of Things” (IoT) recognizes the

applicable rules continue to evolve in an effort to better

evolution of online services—and corresponding

protect that information. In 2013, the Department of Health

data collection—from computers to the proliferation

and Human Services (HHS) issued a long-awaited Final Rule

of devices invading, and monitoring, daily lives. It

modifying the HIPAA Privacy, Security, and Breach Notification

includes, for example, remotely-programmable

Rules. Under the provisions now in effect, many more entities

thermostats that learn a user’s behavior, refrigerators

with access to PHI, including subcontractors, likely will be

that remind people to buy more milk, fitness bands

considered “Business Associates” (BAs). Such entities therefore

tracking a person’s activity, and many more devices

would be required to comply with HIPAA’s extensive security

already in the market or on their way. And the FTC is

provisions and certain other requirements or face significant

already paying attention.

liability for failure to do so.
HHS also changed the trigger for breach notification, which
previously turned on the “risk of harm” to an individual. HHS
adopted a “rebuttable presumption” that an improper use
or disclosure of PHI requires notification, regardless of the
risk of harm. Although the same factors ostensibly should be
considered under both breach notification standards, this shift
in the burden of proof may make decisions not to notify more
difficult for businesses to defend.
HHS has not stopped with the rules—it also has stepped
up enforcement in the months since the Final Rule went

The FTC recently held a public workshop exploring
the consumer privacy and security issues arising
from the connected devices that comprise the IoT.
FTC Chairwoman Edith Ramirez has remarked:
“The Internet of Things holds great promise for
innovative consumer products and services. But
consumer privacy and security must remain a priority
as companies develop more devices that connect to
the Internet.” More questions and challenges will arise
as the FTC, and others, work to balance innovation and
connectivity with privacy and security. And the IoT no
doubt will be at the heart of those efforts.

into effect. In that time, HHS has published “resolution
24
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resolved hipaa privacy complaints by Year and Type
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Source: This bar graph (available at www.hhs.gov) shows a comparison of the HIPAA privacy complaints that the U.S. Department of Health
and Human Services, Office of Civil Rights (OCR) has closed by calendar year according to the type of closure. The first bar in each group of
four per year represents the complaints closed in which there was no violation, the second in which there was corrective action, the third in
which the complaint was resolved after intake and review, and the fourth reflects the total closures.

Companies are wisely looking for help managing their
ever-expanding data stores—and many have turned to
“cloud” solutions in the hope of reducing burden and expense.
Businesses need to be aware, however, that security and
privacy considerations become increasingly complex in

companies. Outside the federal government, there is an
expanding patchwork of sector-specific laws (such as HIPAA
and GLBA) and standards (such as ISO, ITU-T, CSA, etc.)
that contain varying—and not entirely consistent—security
requirements. This state of affairs raises concerns for the
security of information in the cloud and the exposure of those

the cloud.

storing data there.

There currently are no industry-wide standards or agreedupon best practices for security in the cloud. FedRAMP – a
government program to streamline information security
certification – provides security standards for federal
contractors, but only a limited number of companies have
been certified to date. Likewise, the recent Cybersecurity
Framework and existing Special Publications provided by
the National Institute of Standards and Technology (NIST)
specify certain objective standards but do not apply to many

The cloud also involves significant privacy challenges. For
example, certain types of data cannot be comingled across
customers. Also, questions arise over the extent to which
cloud providers can use customer data directly or instead
can only mine the data and use aggregate results. Evolving
practices, changing rules, and advancing technologies will force
cloud providers and users to carefully examine the costs and
benefits of the cloud and how best to balance privacy, security,

The Cloud: Uncharted Territory

and market demands.
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European Union: Data Protection Reforms
Two years ago, the European Commission proposed a

FTC v. Wyndham

comprehensive reform of existing EU data protection rules,

In the latest and most important federal court
decision on data security enforcement, a
New Jersey federal court broadly upheld the
Federal Trade Commission’s authority to police
data security under the “unfairness” prong
of Federal Trade Commission Act Section 5.
The decision rejected Wyndham Worldwide’s
claims that the FTC lacked such authority after
the FTC filed a complaint alleging Wyndham’s
inadequate security measures led to a
hacking incident that exposed over 500,000
unique payment card accounts, along with
their associated names and security codes.
The decision affirms the FTC’s authority at a
time when the FTC has received increasing
criticism that its continued reliance on caseby-case adjudication (rather than rulemaking)
to apprise companies of their data security
responsibilities provides insufficient guidance
regarding which data security standards apply,
and it remains to be seen how the FTC’s
authority will evolve through judicial and
legislative channels.

including a draft of a new General Data Protection Regulation
(GDPR). While there was hope that the new Regulation
would be voted on before the May 2014 European
Parliament elections, it was agreed that the new deadline
for the vote will be the end of 2014.
This Regulation will apply to all entities physically present in
any EU member state. It also will apply, however, to entities
offering goods or services in the EU and that process personal
data of persons located there (whether or not payment is
required). As a result, U.S. companies, including those not
physically present in the EU but doing business there, should
consider appropriate policies and practices needed to comply
with the requirements of the new Regulation.
Additionally, one of the primary means of legally transferring
data from the EU to the U.S., the Department of Commerce
Safe Harbor program, is under fire. The Civil Liberties, Justice
and Home Affairs Committee (“LIBE”) of the European
Parliament recently conducted investigations in response
to Edward Snowden’s revelations. A draft report following
the investigations called for the immediate suspension of
personal data transfers from the EU “to any organization

Matter of TRENDnet

that has self-certified its adherence to the U.S. Safe Harbor

The FTC filed a complaint against TRENDnet,
a manufacturer of video cameras designed
for remote, internet-based, home viewing,
alleging that faulty software allowed a
hacker to post online feeds from nearly 700
customers’ cameras (including videos of
babies sleeping, children playing, and adults
in their homes). In one of the first cases of
government regulation of the “Internet of
Things,” TRENDnet entered into a stringent
consent decree that requires a comprehensive
information security program and auditing for
a period of 20 years.

Principles.” Although this recommendation ultimately may
be rejected given the importance of these transfers to EUU.S. commerce, it appears that the Safe Harbor program is in
disfavor and that it therefore is unlikely to remain unaltered.

Big Data ... Little Privacy?
Though the concept of big data (the analysis of information to
identify relationships) is nothing new, its recent advancements
are making waves. Today’s technology allows the creation,
collection, and retention of information like never before.
Combine that with more sophisticated computing power to
sift through that information, and the result is a treasure trove
of new and valuable predictive insights. Take traffic jams
26
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for example. “Smart” cities can now analyze millions of bits of
traffic-related information to determine the best traffic light
sequence for avoiding congestion.
But all these bits of information must come from somewhere—
and sometimes seemingly unlikely sources. Garment-makers, for

customer’s premiums because it learned that the customer
had researched cigarettes on the internet. Unfortunately,
sometimes bits of data are misinterpreted. The customer
researching cigarettes, for example, might have been looking
into how to help a friend quit smoking.

individuals who provide their personal information unwittingly.

Business and individuals will continue to confront the growing
challenges involving big data as the sources of the data
continue to expand in a myriad of ways. And commercial
enterprises will continue to struggle with how best to meet
sophisticated consumer demands while not running afoul of

For example, an insurance company might consider raising a

age-old privacy expectations.

example, are increasingly exploring ways to include technology
in their clothing, which will in turn capture data about those
wearing the garments. Increasingly, big data comes from

forecast
With data breaches occurring with greater frequency,
and an expanded population of business associates

data Breach
response issues

(BAs) now subject to direct liability for certain HIPAA
Law
Enforcement

violations, HHS will continue to vigorously pursue
enforcement actions—and may specifically target BAs.
BAs and downstream subcontractors that maintain

SEC
Disclosure

State AG
Enforcement

or have access to PHI need to determine their status
under HIPAA and ensure that they fully comply with its
requirements.
Regarding cloud security, best practices will continue

FTC/OCR
Enforcement

to evolve, but it is unlikely that a single, comprehensive
set of standards will emerge soon. In the interim, a
combination of legal requirements and market forces
will continue to drive cloud security. As a result,
cloud providers and users will need to carefully police

Insurance
Coverage

Loss/
Theft
Data

themselves and ensure appropriate privacy protections

Business
Reputation

Vendor
Involvement/
Indemnity

for the information they maintain.
Finally, the draft EU Data Protection Regulation, if
enacted, will greatly increase exposure for missteps.
Under the latest approved draft, non-compliance could
result in fines as high as one hundred million Euro or

Individual
Customer
Notification

Internal
Investigation/
Forensics
Class
Actions

5% of annual global turnover, whichever is higher. U.S.
companies likely will face new challenges and risks
doing business in the EU.
Source: Crowell & Moring, LLP
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Cross Border transfers
Discovery in U.S. civil proceedings involving documents and data located in other countries is
becoming increasingly common and complex, due primarily to the expanding global nature
of commerce and the vast growth of electronically-stored information (ESI) that routinely
crosses jurisdictional borders via outsourcing arrangements, cloud computing or otherwise.
It has become fairly routine in civil litigation, and many types of government investigations,
that parties demand the production of ESI that is “located” in non-U.S. jurisdictions, many
of which have data protection or other laws that govern the use and transfer of ESI that are
relevant to its accessibility in U.S. litigation. These issues are increasingly confronted by U.S.
litigants who find themselves between a rock and a hard place – that is, having to choose
between violating a U.S. court order to produce discovery on the one hand, or violating a
foreign law precluding such production on the other hand. However, there is no clear-cut
process for harmonizing different, if not conflicting, requirements and U.S. courts have not
shown much sympathy for parties dealing with these issues.
By: Jeane A. Thomas
At a fundamental level, the discovery of information

or otherwise. And even though many common

relevant to litigation is treated differently in common

law jurisdictions allow some form of discovery or

law versus civil law cultures, which have different

disclosure, the U.S. process which permits broad

views of the respective roles of judges and advocates.

discovery of all “relevant” information is far more

In common law countries, such as the United States,

expansive than discovery in the U.K. or other

the parties generally are responsible for gathering

common law countries.

and presenting the evidence supporting their claims
and arguments. In civil law jurisdictions, such as

In addition, there are core cultural and historical

most of Europe and Asia, judicial officers generally

concerns at issue with cross-border data transfers,

are responsible for identifying and procuring the

the most critical of which is different perceptions

necessary evidence, through the taking of testimony

of individual privacy or data protection. The most

Société Nationale Industrielle Aérospatiale v. U.S. District Court for the
Southern District of Iowa
The Supreme Court sets forth “comity analysis” factors that courts weigh when determining how to
proceed with respect to the discovery of documents and information located outside the United States.

Linde v. Arab Bank, PLC
The court upholds imposition of sanctions for failure to produce documents subject to foreign bank secrecy law.

In re Air Cargo Shipping Services Antitrust Litigation
The court orders production of data located in South Africa over objection that it would violate blocking statute.

Devon Robotics v. DeViedma
The court orders production of documents located in Italy over objection that it would violate the Italian
Personal Data Protection Code.
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significant example of a comprehensive data protection regime

Europe is not alone in this respect. Over 80 jurisdictions have

is found in the European Union, where each member state

adopted comprehensive data protection laws, including many

must comply with the EU Directive on Data Protection which

in Latin America, the Caribbean, Asia, and Africa, that restrict

strictly regulates the handling (“processing”) and transfer of

the handling and transfer of personal data. In addition, some

personal information, including any data that might be used

jurisdictions, notably France, have enacted legislation known

to identify an individual, such as an email address, physical

as a “blocking statute,” which specifically prohibits the transfer

location/address, or phone number (i.e., virtually every email

of documents and information to another country for use in

will contain “personal data”). Under the EU Directive, personal

foreign judicial or administrative proceedings.

data may not be transferred outside the European Union
without the consent of the data subject(s) to countries or
entities that do not meet certain requirements. Currently,
the United States is not deemed to meet the EU’s standards
for acceptable data protection requirements. There are
certain exceptions for the transfer of personal data to

The result is that requests for discovery in U.S. litigation or
regulatory investigations involving documents or data located
outside the United States, or containing personal data of nonU.S. residents, often conflict with non-U.S. legal obligations
governing that information. Steps many take for granted
dealing with U.S. discovery – such as preservation, collection,

companies or organizations that meet the EU Directive’s

the transfer of ESI to lawyers and vendors, and the subsequent

requirements under binding corporate rules or the safe harbor

production and use of it in U.S. litigation – may violate the

program, but these requirements are strictly construed and

foreign data protection or other laws.

few organizations qualify.
The Supreme Court addressed this issue in the Aérospatiale

e-discovery year-over-year growth

case more than 25 years ago. In that case, the defendants
argued that they could not respond to discovery requests for
documents located in France without violating the French
blocking statute (which carries criminal penalties), unless

Share of Global E-Discovery Market

the the protocol for obtaining evidence under the Hague

81%

Convention was followed. The court found that principles of
international comity require an evaluation of the respective
70%

30%

interests of the foreign nation and the U.S. courts, and thus the
determination as to when U.S. litigants should proceed under
the Hague Convention requires a particularized assessment in
each case of the facts, sovereign interests, and likelihood that
resort to Convention procedures will be effective. The court set
forth the factors relevant to the “comity analysis” that courts

19%
2012

2017

Source: According to Gartner’s “Magic Quadrant”, the global ediscovery market will experience year-over-year growth of about
15 percent. Notably, Gartner expects that the rising prevalence
of e-discovery issues in international markets will drive the U.S.
share of the market down from 81 percent in 2012 to less than 70
percent by 2017.

should apply when considering how to proceed with respect to
non-U.S. discovery:
(1) the importance to the … litigation of the
documents or other information requested;
(2) the degree of specificity of the request;
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(3) whether the information originated in
the United States;
(4) the availability of alternative means of
securing the information; and
(5) the extent to which noncompliance with the
request would undermine important interests
of the United States, or compliance with the
request would undermine important interests
of the state where the information is located.

forecast
There are a number of recent, significant efforts to
provide guidance regarding cross-border data transfers
among countries with different data protection regimes.
In March 2014, the U.S. Federal Trade Commission
announced a joint effort between the EU and AsiaPacific Economic Cooperation (APEC) countries
intended to help companies comply with global
data transfers. The approach, called a “referential,”
is designed to assist companies obtain certification
under both EU binding corporate rules and APEC’s

Following Aérospatiale, nearly every U.S. court that has dealt

cross-border privacy rules, by providing a checklist

with these cross-border discovery issues has decided that

that compares the requirements of the two systems.

U.S. interests in requiring litigants to meet their discovery

The announcement suggests that the two groups will

obligations under the Federal Rules of Civil Procedure

continue to work on the initiative, and may provide

outweigh foreign interests in protecting the privacy or other

additional documents, guidelines and tools, in an

interests of their citizens. Accordingly, these courts have

effort to “build bridges” between the two systems of

ordered parties to comply with discovery requests and orders,

privacy rules.

notwithstanding the fact that such compliance would violate
foreign law, in part because the courts have found that the
risk of prosecution or penalty in the foreign jurisdictions is
relatively low.
The difficulties for U.S. litigants may become even more acute
if the EU passes proposed data protection legislation that
significantly increases the penalties for violation, based on a
percentage of worldwide turnover. In addition, with China
and other countries passing new data protection laws, or
adding more teeth to existing regulations, the conflict with
U.S.-style discovery obligations is truly becoming a global
issue. It remains to be seen how and when these conflicts
ultimately will play out, but with the increasing volume of

The issue of harmonizing cross-border data flows has
also been a subject of discussion among the United
States and eleven other countries participating in the
Trans-Pacific Partnership (TPP) negotiations, where
negotiations continue. In addition, the United States
is discussing cross-border data flows in its ongoing
Transatlantic Trade and Investment Partnership
(TTIP) negotiations with the EU. This issue is a major
component of the commercial relationship between
the two regions, but is expected to be extraordinarily
difficult to find agreement on, given the substantially
divergent positions on data privacy issues between the
two sides.

non-U.S. ESI relevant to U.S. litigation, along with increasing

It is too soon to tell whether anything significant will

data protection enforcement around the world, it is certain

result from these or other efforts, but the differences

that the challenges will not go away anytime soon.

in data protection regimes and the impact those
differences have on cross-border data transfers that are
critical to global commerce will continue to be a high
priority issue.
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bring your own device (byod)
As the number of mobile devices has exploded in recent years, so too has the prevalence of
companies adopting a bring your own device (BYOD) policy for their employees who access
the employer’s network and email systems. On its surface, a BYOD policy seems like a
perfect solution – employees want to use a single device for business and personal purposes,
and employers lower their spending on corporate-issued devices and support. In many cases,
employers have yet to adopt a formal BYOD policy. Instead, their employees are simply
using personal devices to access their work email or other work-related documents without
any guidance or restrictions by their employer. More and more companies, however, are
wisely recognizing the need to have a formal BYOD policy.
By: Christopher Calsyn
Accessing BYOD Data

by the employee that he or she is aware that wiping

One of the trickiest issues employers face in allowing
employees to use BYOD devices is the question of who
owns and who can access work-related data stored on
the device. The employee of course owns the device,
but the employee is using the device to access data
owned by the employer. Savvy employers require
employees to sign an agreement regarding their use
of BYOD devices before allowing the device to access
company email or other data. These agreements
should identify the data the employee is allowed to
access using the device, and describe the employer’s
rights regarding the employer’s access to the device for
imaging or scrubbing as needed. The agreements also
should require the employee to notify the employer
immediately if the device is lost or stolen and to use
strong login credentials to access the device. Where
an employer wants to be able to remotely wipe
the device (for security purposes), the employee

the device may result in the loss of his or her personal

agreement should include express acknowledgement

have direct access to BYOD devices for inspection.

data, such as photos, music, and documents stored on
the device.
Although executing a written BYOD agreement with
employees is a wise practice for employers, the
practical reality is that these agreements can provide
only so much protection for employers. For example,
remotely wiping a device will delete only the data in
locations an employer knows are on the device and
can access remotely. With so many applications on
the market that allow employees to store data – both
personal and work-related – in applications that
employers cannot access, and may not even realize
are on the device or store data, it is unlikely that a
remote wiping will eliminate all potential leaks of
employer data.
Additional complications arise when employers

P.R. Tel. Co. v. San Juan Cable LLC
The court found that the employer had a duty to ensure preservation of emails in personal email accounts of
executives who used those accounts to conduct business.

E.I. du Pont de Nemours* & Co. v. Kolon Indus., Inc.
The court sanctioned the defendant after concluding that deletion of relevant emails from employees’
personal email accounts constituted spoliation.
*Crowell & Moring representation
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bring your own device (byod)
Many devices and applications are configured to allow the

and applications have access to a company’s trade secrets.

easy co-mingling of personal and work email and data, such
as storing both personal and work-related documents in

Some companies have additional duties under laws such as

the same viewing application. Employers inspecting these

the Health Insurance Portability and Accountability Act (HIPAA)

devices may inadvertently access private medical information,
personal financial information, attorney-client protected
communications, or a myriad of other personal data that the
employer would not otherwise access. Employers inspecting
BYOD devices need to ensure that the employee-owners of
those devices understand and assent to the scope of data the

and state privacy statutes to protect certain confidential
information handled by the company. If employees have
access to such data on a BYOD device without appropriate
security protocols, the company may run afoul of certain legal
duties should an employee lose the device, have it stolen, or
refuse to return it for imaging and scrubbing upon his or her

employer may access on the device.

termination.

Securing BYOD Data

Preserving and Producing BYOD Data

Mobile devices in general, and BYOD devices in particular,
pose a significant threat to the protection of a company’s
confidential information. These devices are getting sleeker,
smaller, and yet more powerful at a rapid pace. New
applications appear almost daily that enable employees

BYOD devices present a host of challenges for companies
and their employees when it comes to the preservation
and production of data for litigation. If a company allows
employees to use personal devices for work, or knows that
employees are doing so even if it is not officially sanctioned,

to access cloud storage at the touch of a button or swipe
across the screen. Employers concerned about protecting
confidential data must achieve a delicate balance between
restricting access to that data and ensuring employees can
work effectively in an increasingly mobile environment.

companies that access their
employees’ byod devices
are at a heightened risk for violating a nearly 30-year old

Trade secrets present a particular challenge for companies

statute called the Stored Communications Act (“SCA”).

in a BYOD environment. Under the Uniform Trade Secrets

The SCA prohibits individuals from intentionally accessing

Act – adopted in 48 states and the District of Columbia –

without authorization, or exceeding their authorization, “a

companies attempting to establish a trade secret have to

facility through which an electronic communication service

demonstrate they took “reasonable measures” to ensure

is provided” and thereby obtaining, altering, or preventing

the security of that data. What constitutes “reasonable
measures” depends on the circumstances, and standards
evolve as technology continues to advance. Where trade
secrets have been stored on a BYOD device, courts have
looked to see if the employer has restricted access to the
data via password or encrypted the data in some other way.

authorized access to an electronic communication while
it is in storage. The law has been interpreted to prevent
companies from accessing the personal email accounts of
current and former employees. This presents a particular
challenge for BYOD devices given that employees often
maintain personal email accounts on these devices and
sometimes even comingle personal and business email

Additional steps may include remote wiping capabilities,

accounts on BYOD devices. Employers accessing BYOD data

allowing access to trade secrets only through virtual desktop

need to be mindful of the SCA and be careful not to run afoul

platforms, disabling printing and transfer to other media, and

of its protections of personal data belonging to employees.

conducting regular security audits to monitor what devices
32
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bring your own device (byod)
byod statistics

88%

The number of companies
with 2,000+ employees that planned
to support BYOD by December 2013.

Fourth, employees often back up their BYOD data to home
computers or cloud storage, which can further complicate
preservation and collection measures if the company is also
required to access this backup data too. Again, adopting
a BYOD policy that proactively addresses these issues and
obtains employees’ consent to certain steps, within the
bounds of applicable law, can help prevent these problems

89%
71

MILLION

The number of IT departments
worldwide that enabled BYOD in
some form.

The number of BYOD devices
currently in use in the United
States. The number will jump to
108 million by 2016.

when litigation arises.

forecast
The popularity of BYOD among employers and
employees will fuel its continued growth, which in
turn likely will produce increasing litigation regarding
issues accessing BYOD data, effectively securing
confidential BYOD data, and ultimately preserving

80%

The number of companies who have
not provided training to employees
on the privacy risks associated with
using BYOD devices.

and collecting BYOD data for litigation. More and
more employees may find themselves facing claims
by their former employers involving misappropriation
of trade secrets, breach of contract, breach of the duty
of loyalty, or conversion where an employee leaves
employment without turning over his or her BYOD

Source: As referenced in “Good Technology’s 2nd Annual State of
BYOD Report”, “Cisco IBSG Horizons - The Financial Impact of BYOD”,
and “Acronis’ 2013 Data Protection Trends Research” reports.

device for inspection and wiping. On the flipside,
employers may face increasing claims by employees
for breach of contract, conversion, or privacy

then that company likely will need to take appropriate steps
to preserve—and perhaps ultimately produce—relevant data
on those devices. Unfortunately, practical difficulties often
impede such steps.

breaches where an employer improperly accesses
or deletes personal data on an employee’s BYOD
device. Companies also will confront preservation
and production demands for BYOD data, including
data backed up to cloud storage. Through these

First, as already discussed, accessing BYOD data implicates

cases, the courts will further develop legal principles

employee privacy issues that pose certain risks for companies.

and guidelines governing this growing practice in the

Second, preserving or collecting BYOD data can be difficult

workplace, including the extent to which BYOD data

if an employee is uncooperative and reluctant to provide

is within an employer’s possession, custody, or control

company personnel access to his or her personal device.

and what steps are needed to meet the “reasonable

Third, the plethora of different operating systems and

measures” standard for trade secrets protection

applications used on mobile devices makes forensic collection

involving BYOD data.

especially challenging and potentially very expensive.
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privilege
Privilege issues continue to drive escalating e-discovery costs in complex litigation and no
doubt will for the foreseeable future. But litigants, with help from Congress and the courts,
are finding effective ways to manage and even reduce these costs. Privilege-related costs
generally arise from the many hours of manual labor traditionally needed to review documents
for privilege and then to log—with specific details—the hundreds or thousands of documents
identified as privileged. The continuing proliferation of electronically-stored information (ESI)
collected and produced in modern litigation has resulted in a correspondingly large increase in
the volume of ESI manually reviewed and documented on privilege logs.
By: David D. Cross
In 2008, Congress sought to provide relief, at least at

on tedious manual review and extensive privilege

the federal level, through the adoption of Rule 502 of

logs. Typically, many—if not all—of the documents

the Federal Rules of Evidence. Although Rule 502 has

appearing on a privilege log are of little importance

been in effect for more than five years, it seems many

to the case at hand, much less pose any harm to the

practitioners still are not familiar with the rule.

producing party. But they appear to be privileged and
arguably relevant, and so they get logged. Otherwise,

Perhaps the two most significant aspects of Rule

the party risks broad waiver of the subject matter

502 are the substantial limitation on subject matter

of those documents, which could yield many more

waiver and the availability of non-waiver orders. Both

documents, including some that would be harmful.

aspects can be used to dramatically reduce privilege-

Or so it was before Rule 502.

related costs.
Rule 502(a) effectively eliminates subject matter
Historically, fear of subject matter waiver has led

waiver except where a party intentionally waives

parties to spend considerable time and resources

privilege through disclosure of privileged information

Rajala v. McGuire Woods, LLP
After entering a non-waiver order under Fed. R. Evid. 502(d) over the plaintiff’s objection, the court later allowed
the plaintiff to claw back an inadvertently produced privileged document without requiring the plaintiff to show
that reasonable measures had been taken to protect privilege before producing documents in the litigation.

Bear Republic Brewing Co. v. Central City Brewing Co.
The court examined in detail the legislative adoption of Fed R. Evid. 502 and held that, under the circumstances,
disclosure of privileged information warranted subject matter waiver.

U.S. Securities Exchange Commission v. Welliver
Although the defendants intentionally waived privilege by voluntarily introducing privileged documents
as exhibits, the court held that subject matter waiver was not appropriate because nothing suggested the
disclosure was made for a tactical advantage.
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in a selective, misleading, and unfair manner. It is a valuable

peek” productions, where an opposing party gets to review

complement to Rule 502(b), which limits privilege waiver for

documents—including potentially privileged documents—and

inadvertent production and thus effectively encourages parties

select those they want produced.

to scale back efforts to preserve privilege while nonetheless
remaining reasonable. Rule 502(a) provides a safe harbor for
those parties that take advantage of aggressive cost-saving
approaches to identifying privileged documents—even if a
court were to find those efforts inadequate under 502(b), any

Parties can even produce documents in litigation without
any privilege review at all and yet with no risk of waiver, if a
court condones that through a 502(d) order. The producing

waiver should be limited to those documents already produced

party can “claw back” any privileged documents that later

where the waiver was not intentional.

come to light in the litigation, pursuant to the terms of the
order. This aggressive, cost-cutting approach is appropriate in

A number of courts have interpreted and applied Rule 502(a)
in the context of claims of privilege waiver, including broad
subject matter waiver. The overwhelming trend among these
decisions has been to deny subject matter waiver except
where the courts found a party selectively disclosed privileged
material for an unfair tactical advantage in the litigation. Even

circumstances where the documents at issue are unlikely to be
privileged or harmful. This approach enables the client to focus
resources on those documents that matter most—namely, the
relative few that are likely to be privileged based on targeted
searches or custodian responsibilities, or that pose meaningful

in those cases where the courts found subject matter waiver,

litigation risk. Rarely do all—or even most—documents need

the courts generally cabined the scope of the waiver to limited

to be manually reviewed in any given case.

information that the court concluded was required “in fairness”
to provide context for the information intentionally disclosed.

By protecting parties from waiver-related risks, Rule 502(d)
can significantly expedite discovery and minimize disputes that

In short, parties in federal proceedings generally need not fear
subject matter waiver even where privilege waiver is found if
the disclosure of privileged material was inadvertent rather
than for an intentional, tactical advantage. As lawyers and
litigants increasingly appreciate the broad protection of Rule

otherwise would increase cost and delay. As a result, some
courts have expressed a preference for these orders even
where parties are unable, or refuse, to reach an agreement on
such an order.

502(a), they are likely to test the limits of 502(b) through novel
In the absence of a Rule 502(d) order, courts in federal

cost-cutting measures.

proceedings will continue to look to Rule 502(b) to determine
Rule 502(d) provides even greater protection, and parties

whether inadvertent disclosure results in privilege waiver.

increasingly are taking advantage of those broad protections.

There is no clear consensus among the courts yet on what

It allows federal courts to enter an order establishing
that a party’s disclosure of privileged information—even
intentionally—cannot result in waiver in that proceeding as well
as all other federal and state proceedings. Rule 502(d) affords

constitutes “reasonable steps” to protect privilege under the
rule. Like any reasonableness standard, this is a very factspecific assessment that can vary according to the views of

parties tremendous flexibility to design creative mechanisms

individual judges. This uncertainty under Rule 502(b) provides

for streamlining the traditional resource-intensive process

a compelling incentive for parties to negotiate non-waiver

of protecting privilege. Some of the creative solutions that

orders in their cases under 502(d).

parties can fashion through a 502(d) order include “quickData Law Trends and Developments: E-Discovery, Privacy, Cybersecurity & Information Governance
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privilege
forecast
Privilege logs are a significant driver of privilege-related

within a large set of documents. The tool can be trained

costs in discovery. Parties traditionally create these

to spot privileged information just as it can be trained

logs through tedious manual review and data entry into

to spot responsive information. Combined with a Rule

lengthy spreadsheets. Parties are increasingly turning

502(d) order that allows the producing party to claw

to technology to reduce these costs—and courts will

back any privileged documents inadvertently produced,

increasingly endorse this approach over time, including

this process can reap substantial cost-savings by avoiding

over objection from an opposing party.

manual review for privilege, especially for documents
collected from custodians who are unlikely to have

Much of the information included in privilege logs

many privileged documents. Parties likely still will be

can be captured electronically rather than through

well served to manually review certain categories of

manually reviewing documents and typing details

documents—such as those collected from custodians who

into a spreadsheet. Parties can electronically generate

regularly correspond with counsel. But these categories

privilege logs using metadata associated with privileged

tend to be few and small relative to the larger universe of

documents. Details such as the sender of an email,

documents often collected, and of course any reduction in

the recipients, the date sent, and the subject, which

manual review and logging saves costs.

are typically logged, can be imported into an electronic
privilege log with little more than the push of a button.

These types of cost-saving solutions are increasingly

Rule 502(d) can help reduce the costs of privilege logs.

encouraged by courts. The Southern District of New York,

For example, parties can limit the details required in

for example, recently launched a pilot program providing

privilege logs beyond that typically required by the courts

management techniques that would govern in complex

under the Federal Rules. They can even agree to log

civil cases, including privilege-related guidance. The

certain documents without any review at all, just based on

program’s rules include a section describing categories of

the metadata. For example, documents containing certain

documents presumptively not to be logged on a privilege

legal terms—such as attorney-client or “deposition”—and

log. Similarly, the Delaware Court of Chancery recently

that were authored or received by a lawyer may be treated

published guidelines for practitioners that include a

as presumptively privileged and electronically logged

section on how to manage a privilege review and prepare

using just the metadata.

a privilege log. Courts, bar associations, and government
agencies will continue to issue guidance regarding
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Parties can even identify many privileged documents

processes and strategies for streamlining the privilege

without manual review. Technology-assisted review tools

logging process—and wise litigants will increasingly make

can be very effective at capturing privileged documents

use of those solutions.
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