Crowell & Moring | 1

Welcome
Peter Eyre
Dan Forman

Crowell & Moring | 2

Nominations for the Top
Acquisition Priorities (and
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Rob Burton
Lorraine Campos
Paul Rosen
Monica Sterling
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Priorities – Office of Federal Procurement Policy (OFPP)
• Confirmation of President’s Nominee to be OFPP Administrator – Michael Wooten
– Confirmation hearing scheduled for May 7, 2019
• Category Management
– New OMB guidance memorandum issued on March 20, 2019
• Industry Engagement
– OFPP “Myth-Busting #4” memorandum issued on April 30, 2019
• Improved Management of Major Acquisitions –
– Part of the President’s Management Agenda
• Supply Chain Risk Management
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Section 809 Panel Recommendations
• In the FY 2016 NDAA, Congress established the “Section 809 Panel” to streamline
DoD’s acquisition system and regulations
• Panel issued three volumes of recommendations, consisting of 93 separate
recommendations
• Last volume of recommendations issued on January 15, 2019
• Panel made several controversial recommendations, such as replacing DoD’s
commercial buying procedures with more simplified procedures
• OFPP has not taken a formal position on the recommendations
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DoD Response to Section 809 Recommendations
• DoD supports most of the Panel’s recommendations
• Under Secretary of Defense for Acquisition and Sustainment issued a response to
the recommendations on March 16, 2019
• DoD called for more research on recommendations that could impact national
security, supply chain, or cybersecurity considerations
• For example, DoD did not endorse
– recommendations for a more simplified commercial buying process; and
– exceptions to domestic preference requirements (e.g., Buy American)
• DoD pushed back on proposed “radical changes” to commercial buying
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Government Contract Spending Overview
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Government Commercial Contracting
•

•

2018 Slight decline in GSA Schedule Sales
• $32 Billion
• Uptick in Services – approx. 70% overall
2019 increase expected in Commercial Contracting
• Schedule 70 IT Services
• Blanket Purchase Agreements (BPAs)
• Increased use of GWACs
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The Government– Following Commercial
Lead
National Defense Authorization Act (NDAA) for Fiscal Year (FY) 2018, Section 846
•

Procurement through E-Commerce Portals
•

GSA’s Phase II Implementation Plan – Market Research & Consultation – April 2019
• GSA will begin operational implementation of the program – proof of concept
• Limit purchases made through proof of concept to micro-purchase threshold
• GSA will start with e-marketplace model for initial proof of concept while continuing to assess
other methods
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Government Contracting – E-Marketplace
Model
Competition

User Experience

Compliance

Investment/Complexity

Promotes
competition at the
supplier level (sell
third-party vendor
products in addition
to their own,
provides support
for onboarding)

Offers search and
comparison
functions,
products and
supplier reviews,
mimics consumer
experience

Basic features that
can support
compliance needs at
the MPT (account setup restriction of item
approval workflows,
etc.)

Limited investment cost to access emarketplace model portals. Many
existing suppliers access the markets
through e-marketplace model
offerings, negating the need for
onboarding costs. Implementation
would require GSA to address a
number of supplier concerns.

*Procurement Through Commercial E-Commerce Portals – Phase II Report Market Research & Consultation
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Government efforts to be more commercial
Streamlining Procurements
•

•
•
•

GSA MAS Schedule program consolidation – 24 Schedules to 1 Schedule
– Reduce administrative burden (Contractor, GSA and Government)
– Timeline
• 2019 New Schedule Development
• 2020 Mass Modification and Multiple Contract Consolidation
(Does not include the Department of Veterans Affairs)
– Potential Concerns
• Consistency in process
• Pricing
• Audits
• Training (GSA and Industry)
Commercial contracting terms modifications distinguishing of Software from Software-As-A-Service (SAAS)
Other Transaction Authority (OTA)
– Fewer restrictions
– Flexibility in acquisitions
Blockchain use in Federal Contracts – GSA
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What Is Congressional Oversight?
•
•
•
•
•
•

Oversight defined
Authority
Senate v. House
Majority v. Minority
Rules
Differences/Similarities from Government Investigations
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Forms of Oversight
• Requests for documents (letters, subpoenas)
• Requests for briefings
• Requests for testimony (closed, public) under oath
– To target companies or individuals
– To witnesses
• Hearings
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Subjects of Congressional Oversight
•
•
•
•
•

Pendulum of current events (What’s hot/in the news)
Pendulum of power (Democrat vs Republican priorities)
Executive branch
Waste, fraud and abuse
Recent trends
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Unique Oversight Issues for Contractors
•
•
•
•

Business with the government
Contractual obligations
Reputational impacts
Sensitive government information
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Dealing with the Potential for Oversight
•
•
•
•

Preparation
Understanding sources of oversight
Understanding potential consequences for businesses
Best practices
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Contact Information
Robert Burton
rburton@crowell.com
202.624.2982

Lorraine Campos
lcampos@crowell.com
202.624.2786
Paul Rosen
prosen@crowell.com
213.443.5577
Monica Sterling
msterling@crowell.com
202.624.2549
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International Considerations: New
Approaches to Evolving National
Security Concerns
Addie Cliffe
Alan Gourley
Jana del-Cerro
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Recent CFIUS Developments
 13 Aug 2018 – Foreign Investment Risk Review Modernization Act of 2018, Title XVII, Pub. L. 115-232
 Some provisions “effective” immediately

 Others “effective,” but require regulations to implement
 All to be implemented within 18 months → 15 Feb 2020 (or 30 days after Final Rule published)
 11 Oct 2018 – Initial FIRRMA implementing regulations

 11 Oct 2018 – Interim Rule for Pilot Program re Critical Technologies (effective 10 Nov 2018)
 19 Nov 2018 – ANPR for “Emerging Technologies”

 2018 - $1 million penalty imposed for breach of 2016 CFIUS mitigation agreement
 Spring 2019 – Press reports of CFIUS seeking to unwind 2016 Chinese company’s acquisition of Grindr
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FIRRMA Revisions Still To Be Implemented
 Filing Fees
 Lesser of $300,000 or 1% of transaction value (but not to exceed cost)
 Study of feasibility and merits of employing a “prioritization” fee
 Abbreviated voluntary declarations

 Mandatory Declarations re
 Critical Infrastructure (now to expressly include supplying or servicing)
 Possession of PII for US citizens
 “Substantial interest” by entity owned/controlled by a foreign government
 Definitions:
 “Covered transactions” to include real estate and “other investments”
 Revising “Foreign Person” to specify criteria to limit application to certain foreign persons from certain
countries
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Critical Technologies Pilot Program - Overview
 Mandatory Declarations for certain investments implicating “critical technologies”
 Two Questions:
 Is the investment in a “Pilot Program U.S. Business”?

•

Has “Critical Technology”

•

Used or specially designed for “Pilot Program Industry”

 If so, is the investment a “Pilot Program Covered Transaction”?
 Parties may elect to submit a Written Notice instead
 Would do so, if the type of transaction for which a JVN would be considered appropriate (e.g.,
classified contracts; key supplier to USG agency, etc.)
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CFIUS Pilot Program Decision Tree
Is this a “Pilot Program Covered Transaction”?

Is Target a “Pilot Program U.S. Business”?

No

NO MANDATORY DECLARATION REQUIRED
No

No
Target includes
US Biz that
produces, designs,
tests,
manufacturers,
fabricates or
develops “Critical
Technology”?

Yes

Utilized in
connection with
US Biz’s activity
in 1 or more
“Pilot Pgm
Industries”?

No

Designed by US
Biz specifically
for use in “Pilot
Pgm Industry”?

Yes

Yes

Could investment
result in foreign
control of the
Pilot Pgm US
Biz?

Yes
“Critical Technology”: Controlled technologies
including “emerging & foundational” technologies
yet to be defined.
“Pilot Pgm Industry”: One of the 27 industries in
Annex A of Interim Rules as defined by NAICS
codes.

No

Will foreign investor
have any of following
rights:
1) access to “material
non-public technical
information”;
2) Seat/Observer on
Board (or nomination); or
3) role in substantive
decisionmaking re use,
development, acquisition
or release of “Critical
Technology”?
Yes

MANDATORY DECLARATION IS REQUIRED
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Pilot Program – Timing & Process
 CFIUS has developed a 5-page standardized form to be
submitted electronically
 Shorter, but some questions are broader and all must be
certified as accurate and complete
 Must be submitted NLT 45 days before transaction concluded
 CFIUS has 30 days (from acceptance) to provide one of four
potential responses:
 Requests full written notice;
 Inform parties that CFIUS cannot “conclude” action;
 Initiate unilateral review; or
 Notify that CFIUS has “concluded all action.”
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Some Other Major Developments
 Increased focus on mitigation agreements & letters of assurance
 CFIUS more aggressively imposing restrictions as condition of clearance
 First known fine for breach:

 CFIUS Action on 2016 Beijing Kunlun Tech Co-Grindr Transaction
 More than 3 years after acquisition
 Motivated by Grindr’s possession of significant PII?
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Export Controls
•

Increasing US export enforcement targeting China and Russia
– Notable Entity List designations and ongoing OEE scrutiny of diversion to PRC government end users
• 8 Chinese entities and 36 subordinate institutions the Entity List
• Large state-owned enterprises and their subsidiaries, high-tech research institutions
• ZTE, Huawei, Fujian Jinhua
– OEE investigations targeting diversion to PRC Entity List users
– Increasing denial of technology transfer licenses to PRC and Russia
– ECRA Section 1759 inter-agency review of export controls under the EAR on transactions involving
“military end uses and military end users” in arms embargoed countries
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Export Controls
•

•

Export Control Reform Act (ECRA) -- imposing higher walls around emerging and foundational technologies
– Requires BIS to identify “emerging” and “foundational technologies” that “are essential to the national
security of the United States”
– Advanced Notice of Proposed Rulemaking fall of 2018 / 2019
• Does not seek to alter existing controls on technology already specifically described in the CCL
• 231 comments submitted primarily by higher learning institutions and industry
• Possible new controls: 5 ECCNs under consideration: drones; quantum technology –
spring/summer 2019
Cyber surveillance technology: proposed rule for end-use/end-user of the technology to implement 2017
WA language
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Export Controls
•

ITAR / DDTC
– Final version of 126.4 exemption in effect as of April 19, 2019
• Broadens authorization for exports by or for a department or agency of the U.S. government
without an export license
– Now explicitly allows permanent exports, not just temporary
– Clearly allows exports to a department or agency of USG at its request, even to 126.1
countries
– Also allows exports to an entity other than USG, but must be at the written direction of a USG
department or agency or pursuant to an international agreement or arrangement (broadly
worded)
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Supply Chain
•

“Supply chain risk management (SCRM) bridges expertise from acquisition, information management,
logistics, intelligence, counterintelligence, security, and cyber to share threat assessments, vulnerabilities,
and mitigation information”
– ODNI, National Counterintelligence and Security Center
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Supply Chain
•

MITRE Report: Deliver Uncompromised
– Provides 15 courses of action recommending short, medium, and long term actions to address supply
chain security
– Reforms necessary: DoD, DIB, supplier networks
– Software is an issue but not the only issue
– Fundamental changes required in:
• Acquisition planning
• Assignment of risk
• Investment
• Compliance versus incentive
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Supply Chain
•

2019 NDAA
– Section 885 – Process to limit foreign access to technology
– Section 889 – Prohibits procurement of “covered telecommunications equipment or services” from
certain PRC entities (including Huawei and ZTE)
• Follows Kaspersky ban from 2018 NDAA
– Section 1654 – identification of countries of concern regarding cybersecurity
– Section 1655 – mitigation of risks to national security posed by providers of IT products and services
(establishes disclosure obligation and prohibitions where there is a risk of foreign government
influence)

•

SECURE Technology Act

•

Navy Policy Memo
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Supply Chain
•

Cases
– Kaspersky Lab, Inc. v United States Dept. of Homeland Sec., 909 F.3d 446 (D.C. Cir. 2018)
– Iron Bow Tech., LLC v. United States, 136 Fed. Cl. 519 (2018)

•

Practical Considerations
– Shift from compliance to incentive
– Understanding the requirements
– Understanding supply chain (especially foreign)
– Incorporate into compliance program
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Contact Information
Addie Cliffe
acliffe@crowell.com
202.624.2816

Alan Gourley
agourley@crowell.com
202.624.2561
Jana del-Cerro
adel-cerro@crowell.com
202.624.2843
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Strategic Considerations and Small
Business Requirements Driving Unique
Business Combinations
Amy O’Sullivan
Ryan Tisch
Judy Choi

Crowell & Moring | 33

Overview
•

•
•

•

Structural Options for Proposals and Key Characteristics
– Prime/Sub
– Joint Venture
– Contractor Team Arrangement (CTA)
Advantages/Disadvantage for Structural Options
Eligibility Nuances and Timing Factors Impacting Approach
– Unique RFP Terms
– GSA Schedule/Other IDIQ
– Small Business Set-Asides
Competition Considerations and Regulatory Concerns
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Structural Options for Proposals and Key Characteristics
Prime/Sub or Standard Teaming Relationship
• One party leads and will serve as prime contractor
• Other teammates will serve as subcontractors
• Relationship begins with a teaming agreement and joint proposal effort
• Parties enter into subcontract agreements if team wins contract award
Joint Venture
• Parties form and jointly own and manage a new legal entity
• Parties may contribute assets, technology and personnel to JV
• JV seeks contract and will serve as prime contractor
• JV itself may perform contract in whole or in part
• JV may subcontract performance to JV partners or other contractors
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Structural Options for Proposals and Key Characteristics
Contractor Team Arrangement (CTA)
• Unique GSA structure that is hybrid between JV and prime/sub
• Two or more GSA Schedule contractors team together to combine supplies and/or services from each
member’s separate Schedules in response to a buyer’s solicitation
• Allows contractors to compete for orders for which they do not independently qualify
• Does not create a separate legal entity
• Each CTA member has privity of contract with the Government
• Roles and responsibilities defined in CTA Agreement, submitted as part of response to the solicitation
• For small business set-aside opportunities, all members of the CTA must meet the size/socioeconomic
threshold
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Advantages of Teaming Compared to JV
•
•
•
•
•
•
•
•
•
•
•

Generally easier and quicker to arrange than a JV
More familiar approach to many organizations
Reduced need to arrange chains of command
No need to create separate organization or allocate resources
Quantifiable costs and known lines of responsibility at the RFP stage
Leads to a prime-sub relationship – a common and generally well understood structure
If the prime, will have more control over customer relationship and contract performance
“Divorce” is easier with straightforward termination options
No risk associated with “new” entity with no past performance
If prime, easier to claim full credit over past performance resulting from contract
Subs can be more readily firewalled if concerns re OCI risks
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Disadvantages of Teaming Compared to JV
•
•
•
•
•
•
•
•
•
•

One party must take the lead as the prime, no joint governance
Other parties will have less influence over customer relationship and contract performance
Parties are not able offer joint “best of breed” contract management and performance
Can only rely on one entity to meet offeror go/no-go requirements
Parties are not able to share profits from overall project
More difficult to pool assets, personnel, technology and other resources
A JV can sometimes be more price competitive – due to differing cost accounting treatment
Generally must allocate project tasks before contract award (SOW to teaming agreement)
Added risks if small business is prime (ability to obtain bonding, assurance of timely payment from prime,
understanding of authority for changes, etc.)
Greater potential flight risk prior to execution of subcontract
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Advantages/Disadvantages of CTA
•
•
•
•
•
•
•
•
•

Often a stated preference from GSA
Must still determine which contractor will serve as lead
May be only way to meet scope of solicitation requirements
Potential proposed cost savings if CTA partners have lower rates than lead
Each member can charge up to its full Schedule rates for supplies/services it is providing
Shares risk across CTA members
Provides greater opportunities for small business concerns
Lack of guidance on formation of CTA and performance of contract
Resources required to negotiate CTA Agreement document, which is negotiated among members without
Government input
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Solicitation-Specific Considerations Relevant to Structure
Understand eligibility factors, long-lead items, and approaches to enhance evaluation
ratings
•

•
•
•
•
•
•
•
•
•

Set-Aside
– Limitations on subcontracting
– Timing and willingness to pursue Mentor-Protégé JV
Past performance/experience requirements that must be fulfilled by prime
Small business subcontracting goals and opportunities
Facility clearance requirements
GSA Schedule or other limitation to IDIQ contract holders
SOW/PWS requirements for prime
OCI risks and ability to firewall
Financial status/responsibility risk
Approved accounting system
Authority to Operate or other license/accreditation requirements
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Set-Asides and Eligibility/Protest Risk
•
•
•

•

•

Difficult to challenge set-aside determination – market research based (Rule of Two)
Prime must meet applicable size standard (and other disadvantaged status depending on type of set-aside) at time
of proposal submission
Know and comply with limitations on subcontracting
– Multiple tests
– Different methods of calculation in FAR and SBA regulations – clarify applicability
Understand size protest risk based on ostensible subcontractor rule – four key factors:
– (1) Sub is incumbent and ineligible to bid as prime
– (2) Prime plans to hire majority of workforce from sub
– (3) Prime’s proposed management previously served with sub on incumbent contract
– (4) Prime lacks relevant experience and must rely on more experienced sub
– If 4 factors present, “violation of the ostensible subcontractor rule is more likely to be found if the proposed
subcontractor will perform 40% or more of the contract”
Limited JV options
– Both members qualify as small
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– Mentor-protégé JV (only option if a member is a large business)

Set-Asides – Mentor-Protégé JV Considerations
•
•

•
•
•

•
•
•
•
•

Long lead – must have mentor protégé relationship approved by SBA before proposal and JV formed
JV agreement must comply with applicable SBA regulatory requirements – eligibility for prime or subcontract
is based on size and status of protégé
Protégé is managing venturer and must have control over decision-making (affirmative and negative) with
limited exceptions over extraordinary actions
Protégé employee must be project manager responsible for performance of the contract
JV must comply with limitations on subcontracting and protégé must perform at least 40% of work
performed by JV members
JV must be in writing and do business under its own name; must be identified as JV in SAM; may be in the
form of a formal or informal partnership or a separate legal entity (only unpopulated or thinly populated
with admin personnel only)
For separately legal entity – protégé must own at least 50%
Share of profits must be commensurate with performance of work
All parties to JV must ensure performance of contract despite withdrawal of member
Track the “3 in 2” rule and plan ahead to form new JVs as necessary
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GSA Schedule/Other IDIQ
•
•
•

•

•

Prime contractor must hold Schedule and applicable SIN to be eligible for Schedule orders
– No corresponding requirement for subcontractors
Members of CTA are co-prime contractors: each member must hold Schedule contract and specific SIN (if
required by solicitation)
JV itself must hold a Schedule contract in order to be eligible for orders, even if individual members of JV all
hold a Schedule contract
– Long lead time to obtain GSA Schedule
GSA small business set-aside contracts subject to limitations on subcontracting:
– Prime contractor must perform at least 50% of value of the work; remainder can be performed by
subcontractor without regard to size or socioeconomic status
– For CTA, the CTA team must perform 50% of the value of the work in aggregate (50% can be allocated in
any way among the team members)
– All members of CTA must meet eligibility requirements of small business set-aside
Other IDIQ contract vehicles may have requirements that drive options available to contractor
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Competition Law Considerations
• Applicable Law
• Rule of Reason Analysis
– Competitive Benefits of Teaming
– Potential for Competitive Harm
• “Spillover” Risk
• Best Practices
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Applicable Competition Law
• FAR Subpart 9.6:
“The Government will recognize the integrity and validity of contractor team
arrangements; provided, the arrangements are identified and company relationships
are fully disclosed in an offer or, for arrangements entered into after submission of an
offer, before the arrangement becomes effective. The Government will not normally
require or encourage the dissolution of contractor team arrangements”

BUT:
“Nothing in this subpart authorizes contractor team
arrangements in violation of antitrust statutes”
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Competition Analysis
• Teaming agreements are generally analyzed under a balancing test for their overall
competitive effects (the “Rule of Reason”)
• The DOJ, FTC, and DoD have all recognized the potential competitive merits of
teaming:
– “In order to compete in modern markets, competitors sometimes need to collaborate. Competitive
forces are driving firms toward complex collaborations to achieve goals such as expanding into foreign
markets, funding expensive innovation efforts, and lowering production and other costs”
– DoD withdrew proposed DFARS rule mandating extra competition scrutiny of teaming arrangements in
2002

• The key is to ensure your teaming agreement maximizes procompetitive attributes
and minimizes the potential for anticompetitive harm
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Competitive Benefits
• Teaming agreements generate lower risk under antitrust laws
where:
–
–
–
–
–

They are nonexclusive
Team members’ capabilities are complementary rather than overlapping
Benefits of complementarity are obvious (1 + 1 = 3)
Other options are available
The teaming arrangement has been disclosed, either at the offer stage, or less
helpfully, before the arrangement is finalized
Crowell & Moring | 47

Competitive Risks
• Teaming agreements may generate higher risks where:
–
–
–
–
–

They are exclusive
Team members could take part in the procurement process on their own
There is little complementarity in the team members’ capabilities
There are few true competitors to the team
The teaming arrangement is disclosed late in the process, or where the
government agency has expressed discomfort
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Spillover Risks
• Teaming agreements may also pose “spillover” risk:
– Competitors who team together may be accused of criminal antitrust collusion based on
their interactions outside the boundaries of the teaming arrangement
– This risk may include allegations of price fixing, bid rigging, or other market allocation
– These offenses are “per se” and not subject to the rule of reason

• To manage risk, team members should:
– Carefully manage communications and meetings to address only topics related to the
teaming arrangement and the contract/opportunity at hand
– Train employees to know and respect these boundaries
– Seek legal advice before changing the scope or purpose of a teaming arrangement
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Best Practices
• When forming a new teaming agreement:
– Document the purpose of the agreement, including the unique benefits of approaching the
opportunity jointly
– Consider broader competitive dynamics (other options; team members’ ability to “go it alone”)
– Consider disclosure strategies, accounting for agency-specific disclosure requirements and timing
options

• When bidding/performing under a teaming agreement:
– Set out ground rules describing the arrangement’s scope, and appropriate ways to communicate
between team members
– Train key employees to understand antitrust risk, champion compliance with ground rules, and
elevate questions to counsel where appropriate
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Contact Information
Amy O’Sullivan
aosullivan@crowell.com
202.624.2563

Ryan Tisch
rtisch@crowell.com
202.624.2674
Judy Choi
jchoi@crowell.com
202.624.2954
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Accounting, Cost, and
Pricing
Nicole Owren-Wiest
David Bodenheimer
Liz Buehler
Charles Baek
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Outline
•
•
•
•
•

DCAA Update
Section 809 Panel’s accounting recommendations
Discussion of select cases
Collision of FCA & defective pricing
Commercial pricing
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DCAA Update
Incurred Cost Audits
•
•

•

DCAA expects to finish 2016 and 2017 incurred cost audits by mid-2019
Independent Private Auditor (IPA) Initiative
– Recently awarded 26 task orders to four firms
• For contractors with a fiscal year ending in August
– Next round of awards expected in June
• For contractors with a fiscal year ending in December
DCAA’s next focus?
– Business systems (Feb 2019 GAO Report)
– Defective pricing
– Forward pricing
– Post-award
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DCAA Update
Recent Guidance
•
•

•

DCAA MRD 18-PIC-005(R), Audit Alert on Tailoring Standard Audit Program Steps (Oct. 19, 2018)
– Reminder that current policy is “to tailor standard audit program steps based on the audit objectives and circumstances
of the specific assignment”
DCAA MRD 18-PSP-006(R), Audit Guidance on Revised Treatment of Incomplete or Inadequate Prime Contractor Cost or Price
Analyses (Nov. 27, 2018)
– Relates to forward pricing audits
– States that the audit team “should perform alternative procedures to establish a reasonable basis for the audit opinion” if
“the prime/higher-tier contractor has not completed the required cost or price analyses, or if the completed cost or price
analyses are inadequate”
– Further states that the audit team “should not classify the associated costs as unsupported unless…unable to obtain
sufficient appropriate evidence through performing alternative procedures”
DCAA MRD 19-PIC-001(R), Audit Guidance on Revised Policies and Procedures for Auditing Incurred Subcontract and InterOrganizational Transfer Costs (Jan. 11, 2019)
– Indicates that “[s]ubcontract assist audits will no longer be requested for the life of the subcontract”
– Explains that “auditors should not question subcontract costs based solely on deficiencies in the prime contractor’s
subcontract management process”
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Section 809 Panel
•
•
•

•

Volume 3 issued January 2019
Recommendations 71 through 73: Adoption of an Audit Professional Practice Guide
Professional Practice Guide (PPG)
– Developed by key stakeholders, including 809 Panel representatives, DCAA, DCMA, GAO, AICPA, and
industry
– Topics of discussion:
• Risk assessment
• Numeric materiality for ICS
– Section 803 of the 2018 NDAA
• Professional standards to address SOX requirements
Other recommendations – related to business systems
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Case Discussion
Tolliver Group, Inc. v. United States (Fed. Cl. Oct. 26, 2018)
•

Government’s MTD contractor’s lawsuit seeking reimbursement of legal costs incurred in defense of a False Claims
Act qui tam suit denied.

•

Contractor sufficiently pled the requirements for allowability.

•

Tolliver: Legal costs are allocable to the initial fixed-price, level of effort contract

•

Government: A modification changed the contract to firm-fixed-price, precluding any cost adjustments absent a
contract clause providing otherwise.

•

Court: Qui tam suit could only have been brought based on Tolliver’s work under the initial task order. The terms
and conditions under the initial contract remained in full force and effect, including FAR § 31.205-47.
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Case Discussion
Raytheon Co., ASBCA No. 57743 (Aug. 28, 2018)
•

Reconsideration denied.

•

Salaries of employees engaged in unallowable lobbying activities were “expressly unallowable” as “directly
associated costs.”
– Relevant FAR provision states that costs “directly associated with” lobbying activity are unallowable.
– Although salaries are not spelled out as “directly associated” costs, it is “obvious” that salary costs are
associated with unallowable lobbying costs.

•

Airplane lease costs are not expressly unallowable.
– While Raytheon previously agreed not to charge such costs to the government, Raytheon did not concede that
the costs were unallowable under the FAR.
– In any case, the government failed to pursue level 2 penalties earlier in the case, and cannot raise them now.
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Defective Pricing & False Claims Act
What are the Red Flags? And How Do You Respond?
• What the FCA & TINA Histories Tell Us
• When IG Agents & DCAA Auditors Show Up
• How Layered Burdens of Proof Work
• Where TINA & FCA Elements of Proof Overlap
• What Are the Procedural Traps
Coming Soon: Thomson Reuters Briefing Paper: Defective Pricing & the False
Claims Act, by Bodenheimer, McLaughlin & Crawford
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Commercial Pricing
2019 NDAA and DFARS Update
•

•

2019 NDAA
– Section 836: replaces “commercial item” with “commercial products” and “commercial
services”
DFARS Update
– Still no proposed rules for key FY 2017 NDAA provisions: commercial services (876), certain
comingled items (877), services provided by nontraditional contractors as commercial
items (878)
• Acquisition Finance-Pricing Team tasked with drafting proposed rules in March 2019
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Commercial Pricing
July 2018 GAO Report
•

•
•

Identified four interrelated factors that influenced how and whether DoD determines if an item
is commercial and if its price is reasonable:
– Availability of marketplace information,
– Ability to obtain contractor data,
– Extent of modifications to an item,
– Reliability of prior commercial item determinations.
Found that the Commercial Item Group’s effort to create a publicly available database to
centralize commercial item determination across DoD is incomplete
Recommended that DoD develop a strategy for how information related to commerciality and
price reasonableness determinations should be shared across the department
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Remarks by Terry Albertson
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Bid Protests
Crafting a Winning Proposal
in Light of Recent Decisions and
Proposed Protest Reform
Dan Forman
Olivia Lynch
Rob Sneckenberg
Anuj Vohra
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Common Proposal Pitfalls: Key Personnel
•

•

•

Background: GAO considers key personnel material.
• Even if less than 1 FTE. URS Fed. Servs., Inc., B-413034 et al., July 25, 2016, 2016 CPD ¶ 209.
• Even if offeror voluntarily identifies position as key. Gen. Revenue Corp et al., B-414220.2 et al.,
Mar. 27, 2017, 2017 CPD ¶ 106.
Offerors must inform agency when key personnel become unavailable. Agency then has two options:
• Evaluate the proposal as submitted and reject the proposal as unacceptable; or
• (Re)open discussions to permit the offeror to correct the deficiency.
Chenega Healthcare Servs., LLC. v. United States, 141 Fed. Cl. 254 (2019):
• Endorses GAO rule, even where key personnel served on incumbent contract and is now
unavailable due to medical condition beyond contractor’s control.
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Common Proposal Pitfalls: Affiliate Past Performance
•

•

General Rule: Agency may consider affiliate past performance/experience if solicitation does
not expressly preclude such consideration.
•

Silence does not mean agency must allow reliance on affiliate PP/experience. Eagle Eye Electric, LLC, B415562.3, Jan. 18, 2018, 2018 CPD ¶ 33.

•

If solicitation expressly disallows reliance, agency must have a reasonable basis. Iyabak Constr., LLC, B409196, Feb. 6, 2014, 2014 CPD ¶ 62.

Offerors must demonstrate that the resources of the affiliate will be relied upon for contract
performance such that the parent or affiliate will have meaningful involvement in contract
performance and impact the offeror’s likelihood of successful performance.
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Key Decisions: Palantir USG, Inc.
Palantir USG, Inc. v. United States, 904 F.3d 980 (Fed. Cir. 2018)
• Pre-award protest alleging that the Army violated 10 U.S.C. § 2377 by failing to
determine whether its needs could be met by commercial items.
• GAO originally denied the protest, but the COFC sustained and the Federal Circuit
affirmed.
• Key to the Federal Circuit’s decision were:
• Army was on notice that commercial products might well be available and
could be modified to meet the Army’s needs; and
• Army failed to sufficiently consider that availability in its market research.
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Key Decisions: Dell Federal Systems, L.P.
Dell Federal Systems, L.P. v. United States, 906 F.3d 982 (Fed. Cir. 2018)
• COFC enjoined Army from reopening discussions with offerors to correct original
failure to conduct discussions and ambiguous solicitation.
• On appeal, Federal Circuit reversed:
• Rejected line of COFC precedent requiring that any corrective action be
“narrowly targeted” to the specific procurement defect at issue; and
• Held that the corrective action—opening discussions with offerors—was
rationally related to the errors in the procurement.
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The Importance of Forum Selection
• Stay of award/performance
• Automatic stay available at GAO
• TRO/PI process at COFC

• Timing/predictability
• Decision at GAO within 100 days
• No time limit set at COFC

• Differences in breadth of record production
• Divergence in decisional law
• Filing first at GAO allows for “second bite” at COFC, but not vice versa
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Key 809 Panel Proposed Protest Reforms
•

Recommendation 35 – Limited Protest Remedies for “Readily Available” Items
•
•
•

•

•
•

No public RFP – meaning no pre-award protests
Competition limited to “documented market research” by CO to confirm good/service “readily
available”
Limited Protest jurisdiction (for procurements < $15MM): agency-level only (no GAO/COFC );
challenge only to (1) determination of whether item truly “readily available”; (2) adequate
market research done
Agency action subject only to test of reasonableness/rationality

Recommendation 67 – No “second bite” COFC protests; 100-day clock for COFC protest
resolution
Recommendation 69 – Expanded debriefings, including SSDD and technical evaluation
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Addressing #MeToo, Pay Equity,
and Other Employment Risks –
Money and Time Well Spent
Ellen Dwyer
Rebecca Springer
Trina Fairley Barlow

Crowell & Moring | 72

Sexual Harassment Claims Continue Unabated
•

More than 525 prominent people across industries have been publicly accused of sexual
harassment (Bloomberg, October 4, 2018)
– List includes seven Congressmen, two sitting federal courts of appeals judges, and scores
of elected state politicians

•

Number of lawsuits filed by EEOC alleging sexual harassment increased by more than 50%
over 2017

•

Wave of shareholder derivative/securities class actions alleging directors turned blind eye to
sexual misconduct and wasted corporate assets (Wynn Resorts, Twenty-First Century Fox)
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A Renewed Focus on Transparency Is Driving Change
•

State legislation limiting use of NDAs and mandatory arbitration of sexual harassment claims
(NY, WA, MD, NJ)

•

State mandated disclosure of sexual harassment claims to state civil rights commission (MD)

•

Some employers have committed voluntarily to disclose:
– Number of sexual harassment complaints

– Substantiation percentages
– Claims resulting in discharge
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Changing Cultures and Instilling Confidence
• Tapping into and understanding the employee experience
• Instilling confidence in reporting channels
• Strategies to overcome fear of retaliation
• Training “Upstanders”
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Navigating the Government Harasser
• Liability for third party harassment

• Available strategies to end the harassment
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Anticipating the Next Frontier of Claims and Risk
• Fearful of accusations, men are disengaging from women
• Claims by the accused (“scapegoat” litigation)

• Rise in disparate treatment and pay equity claims
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The Legal and Social Landscape
• #MeToo and #TimesUp movements have focused attention on
pay equity issues

• Substantial attention to the “wage gap” from legislatures,
media and shareholders
• OFCCP enforcement on the rise
• Pay transparency coupled with pay equity
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Pay Transparency
• EEO-1 pay data now due September 30th
• State pay disclosure laws
• International pay disclosure laws
• Employee, shareholder, public pressure to disclose
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State Laws are Expanding the Risk
• Expand comparators from same job to “substantially similar”
or “comparable” work

• Limit defenses to pay discrepancies
• Must account for entire pay difference
• Cannot rely on prior salary
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Proactive Steps to Ensure Pay Equity
• Conduct privileged analyses of pay
• Establish a pay equity program
– Develop and document compensation philosophy
– Define “Comparable” Jobs
• Assess pay upon hire – key driver of pay differences
• Normalize pay following acquisitions
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Citizenship and Hiring Requirements
•

Citizenship inquiries are generally prohibited by the Immigration and National Act (INA)

•

Inquiries regarding work authorization and employment eligibility are permitted
– However, I-9 and E-Verify procedures must be strictly followed

•

Exceptions to prohibition available where
– Citizenship requirement is imposed by law, regulation, executive order or government
contract
•
•

Important to confirm that there is actually a “requirement”
Be mindful of undocumented requests or stated preferences
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Citizenship and Hiring Requirements
– Employees who are not U.S. citizens, U.S. nationals, lawful permanent residents, asylees,
or refugees may not access ITAR covered technology without obtaining authorization from
government.

•

However, ITAR does not limit the categories of work-authorized, non-U.S. citizens an
employer may hire.

•

Carefully crafted and limited inquiry regarding citizenship status for applicants whose
jobs require them to access covered technology is likely permissible.

•

Overbroad inquiries or exclusion of applicants (or employees) may lead to
discrimination claims.
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Department of Labor Developments
New Proposed Rules

• Overtime Rule (Issued March 2019)
– Increase Salary Level Requirement - $35,308
– Increase “Highly Compensated Employees” Salary - $147, 414
– No changes to the job duties test
– No automatic adjustment of salary level
• “Regular Rate” Rule (Issued March 2019)
– Clarifies which types of compensation are excluded from the regular rate used to
calculate overtime
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Department of Labor Update
Proposed Rules
•

Joint Employer Rule (Issued April 2019)
– Four-factor test examines whether potential employer actually exercises authority to:

• hire or fire the employee
• supervise and control the employee’s work schedules or conditions of employment
• determine the employee’s rate and method of payment
• maintain the employee’s employment records
– Proposed rule will narrow the types of business arrangements in which a joint employer
relationship can be found
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Intellectual Property in
Government Contracts: Trends
and Developments
John McCarthy
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Agenda
•
•
•
•
•

Recent Case Law Decisions
Government/Industry Panel Developments
Notable Agency Reports
Other Transactions IP Guidance
Current IP Trends & Themes
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Recent Case Law Decisions
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Appeal of Ciyasoft Corporation (ASBCA, June 27, 2018)
Commercial License Terms May Govern Even Without CO Knowledge
•

CiyaSoft asserted claim the Army had breached the terms of its license by using more copies of the software than were
permitted.
–

CiyaSoft included commercial license terms limiting the software’s use inside the box; in shrinkwrap; and in clickwrap.

•

Army denied claim because the contract contained no terms specifying how the government would protect the software.

•

The ASBCA held that the government breached the terms of its commercial software license agreement even though the CO
had neither seen nor discussed the license terms with CiyaSoft. According to the Board:
–

The CO had a duty to inquire about those license terms and failure to do so imputed knowledge of the terms on the
Army.

–

The government can be bound by a commercial software license the CO has neither negotiated its terms nor seen as
long as the terms are consistent with those customarily provided by the vendor to other purchasers and do not
otherwise violate federal law.
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Appeal of the Boeing Company (ASBCA, July 17, 2018)
Software Development under TIAs
•

•

The dispute involved two TIAs issued to Boeing pursuant to 10 U.S.C. 2385 as Research and Development Projects:
one fully funded by the government and the other partially funded by the government; and an Army Low Rate
Initial Product (LRIP) contract for the manufacturing of AH-64D model aircraft, which incorporated DFARS 252.2277014.

–

Boeing asserted that the government had restricted rights in certain software delivered under the LRIP
contract because the software was developed under the TIAs and, therefore, exclusively at private expense
for data rights purposes.

–

The government challenged Boeing’s assertion because the TIAs, and therefore the software development,
were government funded, and ultimately issued a final decision which Boeing appealed.

The ASBCA held that the TIAs are not government “contracts” as defined in FAR 2.101 and, therefore, the
associated funding are not “costs charged directly to a government contract” for the purposes of the source of
funding test under DFARS 252.227-7014(a). Thus, the associated software was “developed exclusively at private
expense” under DFARS 252.227-7014(a)(8) and subject to Restricted Rights.
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Appeals of the Boeing Company (ASBCA, November 28, 2018)
Stick to the Markings
•

•

Under the terms of its contract with the Air Force, The Boeing Company (Boeing) was required to deliver
certain technical data to the government with unlimited rights.
–

Boeing marked the data with unique marking legends.

–

The Air Force rejected the markings as non-conforming.

The Board concluded that the specific legends identified in the DFARS and a copyright notice are the only
permissible legends for limited data rights.
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Sikorsky Aircraft Corporation (GAO, May 22, 2018)
Delivery of Source Code
•

Post-Proposal Challenge to Solicitation Terms
– Solicitation include Clause H-03 which specified the requirements for the rights in and delivery of
technical data and computer software required for operations, maintenance installation and training
(OMIT)required the issued with the certain somewhat ambiguous clauses relating to the requirements
relating to the rights in and the delivery of computer software for depot level repair
– Sikorsky submitted its proposal which included interpretations of the various clauses and included a list
of its baseline configuration items and depot level repairable items.
– During discussions, the Agency to issue with Sikorsky’s interpretations and the attached lists
– Sikorsky protested challenging the Army’s interpretation of these clauses
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Sikorsky Aircraft Corporation (GAO, May 22, 2018)
Delivery of Source Code
•

Sikorsky objected to the delivery of source code under clause H003
– DFARS OMIT definition does not include computer software or detailed manufacturing or process data (DMPD)
• Agency discussions clarified that the RFP OMIT definition was broader that the DFARS definition and does
include computer software and certain DMPD if required for OMIT
– The term computer software as used in the RFP excludes source code
• The DFARS definition “computer software” expressly includes “source code”
• Therefore, if source code is required for OMIT, delivery may be required
– Data rights clauses do not restrict the agency’s right to require delivery of source code
• GAO noted the distinction between data rights which are governed by the data rights clauses and delivery
rights which are not
– Delivery of source code not required because it is the equivalent of DMDP
• Source code was not DMPD because the DFARS definition of DMPD was limited to technical data
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Government-Industry
Advisory Panel Developments
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Section 813 Government-Industry Advisory Panel
Background

•

813 Panel established under FY16 NDAA § 813 (as amended by FY17 NDAA § 809), to review 10 U.S.C. §§ 2320 and 2321,
regarding rights in technical data and their implementing regulations.

•

Tasked to develop recommendations on laws and regulations relating to rights in technical data and computer software
(does not include patent rights) while considering enumerated factors:
–

(A) Ensure DoD does not pay more than once for the same work.

–

(B) Ensure DoD contractors are appropriately rewarded for their innovation and invention.

–

(C) Provide for cost-effective re-procurement, sustainment, modification, and upgrades to DoD systems.

–

(D) Encourage the private sector to invest in new products, technologies, and processes relevant to DoD missions.

–

(E) Ensure that DoD has appropriate access to innovative products, technologies, and processes developed by the
private sector for commercial use.

–

(F) Encourage the use of Modular Open System Architecture (MOSA).
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Section 813 Government-Industry Advisory Panel
•

•

Final Report released November 2018
–

Contained recommendations for statutory, regulatory or policy changes (presented as collection of
white papers)

–

Presented as addressing key “tension point” issues (i.e., identified issue or conflict between USG and
industry)

Covering eight broad areas: business model, acquisition planning and requirements, source selection and
post source selection IP licensing, balancing the interests of the parties, implementation,
compliance/administrative, data acquisition, and MOSA
–

Also identified eight topic areas better suited within 809 Panel’s Purview (e.g., applicability of flow
down in clauses, multiple definitions of “commercial item” in statute)
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Section 813 Government-Industry Advisory Panel
Tension Point Recommendations – Examples
•

Acquisition Planning & Requirements: Noted lack of guidance regarding access to contractor data without
formal Contract Data Requirements List. Recommended changes to DFARS to allow designated contracting
officials to sign NDAs to gain data access. No recommended legislative changes.

•

Balancing Interests of the Parties: Noted that for R&D, tensions exist because contractors often retain IP
rights despite receiving federal funding or reimbursement for R&D work.
•

•

Recommended USG right of first refusal to acquire rights to technical data/software upon a
contractor’s decision to stop supporting a contracted product or service.

Some majority v. minority positions
•

Mandatory Flowdowns
•

Majority recommended elimination of 10 USC 2320 mandatory flowdowns for COTS, and required negotiations for
data rights for COTS only. Also recommended 10 USC 2321 amendments by eliminating validation for COTS items.

•

Minority position saw no need for statutory changes
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Section 813 Government-Industry Advisory Panel


Deferred Ordering
•

Majority suggested narrowing DoD’s ability to exercise deferred ordering (e.g., to make deferred
ordering optional, for technical data developed with mixed funding, including interfaces, be
excluded from deferred ordering).

•

Minority asked Secretary of Defense to non-concur on statutory proposal to make deferred
ordering optional.

What Happens Next?
•

A number of pending DFARS cases to be addressed, e.g., DFARS Case 2018-D070, Continuation of Technical
Data Rights during Challenges; DFARS Case 2018-D071, Negotiation of Price for Technical Data before
Sustainment of Major Weapon Systems
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Government Reports
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Army IP Policy & Memo
Enabling Modernization Through the Management of Intellectual Property
•

On December 7, 2018, Secretary of the Army, Mark T. Esper, approved a new policy for managing
intellectual property.

•

Purposes
–

To establish Army policy for the creation, acquisition, use, maintenance, and protection of data
(e.g. technical data, computer software, patents) and the associated license rights to among
other things, use, modify, or disclose such data in support of acquisition and sustainment of
Army material and non-material.

–

To support the Army’s modernization priorities by allowing for the rapid development and
delivery of new warfighting capabilities without dissuading private industry from partnering
with the Army.
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Army IP Policy & Memo
Enabling Modernization Through the Management of Intellectual Property
•

Policies
1.

Foster an environment of open communication early in the acquisition process, including
disclosing as much detail as practicable about the Army’s intended product support strategy;

2.

Conduct early planning for the data and license rights needed to acquire, sustain, and dispose
of Army solutions or systems;

3.

Identify the Army’s minimum needs for technical data, computer software, and license rights;

4.

Negotiate appropriate licenses rights early in the process; and

5.

Ensure that both contractors and the Army are fairly compensated for use of contractor or
Army-owned IP.
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Army IP Policy & Memo
Enabling Modernization Through the Management of Intellectual Property
•

Program Managers
–

–

The memo outlines the role that PMs should play out in carrying out the Army’s IP policies,
including:
1.

Assessing the short and long term needs for data and license rights;

2.

Customizing the IP strategy to meet the specific needs of the program, which is to be
developed before the issuance of a solicitation; and

3.

Negotiating appropriate license rights required to support the program.

The memo also includes separate instructions to PMs on what rights to obtain when
negotiating rights to technical data pertaining to items and processes, general interfaces, and
major system interfaces.
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Army IP Policy & Memo
Enabling Modernization Through the Management of Intellectual Property
•

Core Tenets of IP Policy
–

According to Deputy Assistant Secretary of the Army for Strategy and Acquisition Reform, Alexis Ross:
•

Previous examples of the acquisition process have shown that the Army’s way of securing IP have
resulted in one of two scenarios: requesting too little or too much IP.

•

The strategy can be divided into four core contents that provide the Army with a deliberate and balanced
IP management policy approach:
1.

Plan early and develop long-term IP requirements that address the lifecycle;

2.

Negotiate with industry for custom IP rights, and seek only what is necessary to meet the Army’s
needs.

3.

Negotiate prices for licensing rights early in the process, while competition still exists; and

4.

Communicate with industry early and often to meet the Army’s needs.
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Army IP Policy & Memo – Implementation Guidance
•

On February 5, 2019, the U.S. Assistant Secretary of the Army for Acquisition,
Logistics, and Technology, Bruce D. Jette, issued a detailed Implementation
Guidance to carry out the objectives set forth in the Army IP policy and memo.

•

A few Red Flags . . .
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Army IP Policy & Memo – Implementation Guidance
Red Flags
•

Red Flag #1: Applicability
–

The guidance makes clear that it applies to traditional FAR/DFARS-based contracts and where feasible,
to non-FAR/DFARS instruments, including OTAs.
•

•

Note: the guidance highlights that there has been an increasing emphasis on OTAs.

Red Flag #2: OMIT Data
–

The guidance notes that there is no formal definition of OMIT data, and then proceeds to provide a
lengthy and broad “informal” definition.
•

Note: the guidance suggests that PMs should consider providing contractors with a definition of
what OMIT data means to the Army.

•

Reminder: USG gets unlimited rights to OMIT data.
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Army IP Policy & Memo – Implementation Guidance
Red Flags
•

Red Flag #3: IP Strategy Considerations
–

In customizing the IP Strategy to meet the specific needs of a program, the Strategy must consider:
•

The product strategy for the weapon system;

•

The organic industrial base strategy of the Army;

•

The commercial market; and

•

How a modular open system approach is to be used for the program, if applicable.

–

The IP Strategy must also consider, among other things, the particular data that is required, who paid
for the development of the data, the purpose it will be used for, whom the Army will share the data
with, and the duration of the need for the data.

–

Issue: implementing regulations without proposed rule-making or notice/opportunity to comment.
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Army IP Policy & Memo – Implementation Guidance
Red Flags
•

Red Flag #4: Acquiring Commercial Computer Software & Documentation
–

–

Without statutory/regulatory authority, the policy instructs that when acquiring commercial computer
software and documentation, the Army will:
•

Acquire rights customarily provided to the public;

•

Review the commercial license to ensure it meets the Army’s desired acquisition and sustainment
outcomes; and

•

Seek software source code only when the source code delivery is consistent with the license,
Army-funded development of the source code, or it is required for cybersecurity analysis.

Issue: implementing regulations without proposed rule-making or notice/opportunity to comment.
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Army IP Policy & Memo – Implementation Guidance
Red Flags
•

Red Flag #5: Specifically Negotiated Licenses
–

The guidance encourages PMs to negotiate appropriate license rights, and emphasizes the
use of specially negotiated licenses, including negotiating and contracting for a specially
negotiated license for data to support the product support strategy.
•

–

Note: the guidance includes a Sample SNL (Appendix C).

Issue: likely to result in one-sided licenses favoring the Army.
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Army IP Policy & Memo – Implementation Guidance
Myth

The Army needs to seek GPR to all data on a
system.

Truth

The Army may not be entitled to GPR on all data
within a system.

The Army paid for development, so it should own The Army does not own the underlying IP just
the associated data.
because it paid industry or academia to develop
it.
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Other Transactions IP Guidance
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2018 Other Transaction Guide
IP Requirements
•

New DoD Other Transactions Guide Issued in December 2018

•

Includes detail guidance for negotiating IP terms

•

Highlights exception to FOIA under 10 USC 2371(i)

•

•

The following data may not be disclosed under FOIA for five years from date of receipt
•

A proposal, proposal abstract, and supporting documents.

•

A business plan submitted on a confidential basis.

•

Technical information submitted on a confidential basis.

Marking
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2018 Other Transaction Guide
IP Requirements
•

Negotiations

•

Develop business plan and tailor IP scheme to plan

•

Consider production and follow-on support (maintenance/sustainment)

•

Reduce need for IP rights for commercial items
•

“However, since the Government tends to use technology well past the norm in the commercial
marketplace, the Government team should plan for maintenance and support of fielded
prototype technology when the technology is no longer supported by the commercial market
and consider obtaining at no additional cost a license sufficient to address the Government’s
long-term needs to the technology.”
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2018 Other Transaction Guide
IP Requirements
•

Agreement Officer Responsibilities

•

IP rights under the Bayh-Dole Act (35 U.S.C. §201-204) for patents and 10 U.S.C. §2320-21 for technical
data
•

AO must be familiar

•

Statutes do not apply to OTs

•

Negotiation of rights of a different scope is permissible and encouraged
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2018 Other Transaction Guide
IP Requirements
•

AO should ensure that the agreement addresses the following:

•

Disputes:
•

Accommodate specialized disputes

•

March-in rights

•

The validation of restrictions on technical data or computer software.

•

Flow-down

•

Licensing restrictions to assist potential domestic manufacture or use of the technology

•

Export controls

•

Additional rights to DoD if contractor is unable or refuses to continue to perform
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2018 Other Transaction Guide
IP Requirements
•

AO should ensure that the agreement addresses the following:

•

Time periods after which the Government will automatically obtain greater rights

•

Patents:

•

•

Rights necessary to accomplish program objectives and foster the Government’s interest while
balancing the needs of the performer

•

Consider the Government’s needs for patents and patent rights

Trade secret versus patent
•

Risk of a third party patenting the same technology

•

Government’s right to utilize this technology with third parties

•

Available means to mitigate these risks
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2018 Other Transaction Guide
IP Requirements
•

AO should ensure that the agreement addresses the following:

•

Software data rights
•

Copyright, know-how, and/or trade secret license

•

Government’s ability to use, reproduce, modify, release, and disclose outside the Government.

•

Impact the Government’s use, maintenance, and upgrade of computer software

•

Definitions, allocation of rights, delivery requirements, and restrictive legends

•

Emergency or special circumstances in which the Government may need additional rights
(emergency repair or overhaul)
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2018 Other Transaction Guide
IP Requirements
•

AO should ensure that the agreement addresses the following:

•

Commercial data
•

Typically do not need extensive rights in commercial technical data and software

•

Government may need to negotiate for greater rights in order to utilize the developed
technology
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2018 Other Transaction Guide
IP Requirements
•

Cyber – Data protection and incident reporting

•

Authorization and Consent
•

•

No authorization and consent where both complete performance and delivery are outside the
United States, its possessions, and Puerto Rico

Notice and Assistance
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2018 Other Transaction Guide
IP Requirements
•

Indemnity by contractor

•

Appropriate where supplies or services normally are or have been sold or offered for sale to the
public in the commercial open market, either with or without modifications

•

Where contractor opts for trade secret protection in lieu of patent protection for patentable
subject inventions -- perpetual patent indemnity clause

•

No US Government indemnity of awardees against liability for infringement

Crowell & Moring | 120

Other Transaction – What is really happening
IP Requirements

• As a general rule, DoD Agencies are not relaxing IP requirements

– Generally resort to standard DFARS/Byah Dole clauses
• In some cases, DoD is using that contracting freedom under OTs to impose
more stringent IP requirements
• Difficult to negotiate IP terms with consortiums
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Current Themes & Trends

Crowell & Moring | 122

What’s on the Horizon for Government Contracts IP?
• DoD will continue to seek greater IP rights for sustainment/maintenance
• Most DoD Agencies will continue to rely on standard DFARS data rights and
patent clauses for Other Transactions
• Offerors will continue to see IP rights evaluation factors
• Continued uptick in data rights challenges and challenges to commercial
items status
• IP requirements for Software as a Service (SaaS) will continue to evolve
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Agenda
• Discussion of key contract terms and conditions
• Contract negotiation with state and local
stakeholders
• State bid protest snapshot
• State and local performance disputes and claims
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Introduction: State & Local Market
•

•

•

50 states (plus DC)
serving the entire US
population (323 million)
and employing 3 million
workers. As of 2018, $1.5
trillion marketplace.
36,000 municipalities
and 3,000 counties
serving the entire US
population and
employing 7 million
workers.
38,000 special district
governments providing a
wide range of operational
and fiscal services.

•

•

13,600 public school
systems serving 49.5
million students and
employing 6 million
teachers, assistants, and
administrators.
1,600 public higher
education institutions
serving 15 million
students and employing
2.5 million instructors,
assistants, and
administrators.
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50 States (plus DC) = 50+ Ways to Procure

Source: National Association of State Procurement Officials

Crowell & Moring | 128

Terms and Conditions
•

Generally
– Wide disparity among state & local entities regarding the negotiability of terms &
conditions.
– Taking exceptions vs. risk of disqualification.

•

Indemnification
– Beware of broad indemnity clauses (e.g., “hold harmless” guarantee against any/all
claims and loses arising out of the contract, attorneys fees and costs, etc.).

•

Limitation of Liability
– Cap on state liability vs. unlimited liability for contractor.

•

Intellectual Property
– Federal body of IP regulations and clauses do not apply.
– “Ownership” clauses – be on alert!

•

Liquidated Damages
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Terms and Conditions (Con’t)
•

Performance Bonds
– Many states insist on performance bonds that can be drawn against in the event of alleged
default.

•

Changes
– Try to negotiate additional time, or money, in the event of any changes.

•

Dispute Resolution, Choice of Law & Venue
– Consider negotiating an ADR process.
– Tribal law Issues

•

Payment Withholds
– Government agencies often can withhold amounts due to contractors with little basis.

•

Terminations
– Always try to carve out defaults from convenience; include cure notice language.
– Push back on remedies afforded to the state (e.g., reprocurement costs)

•

Non-appropriation Clauses
– Contract funding dependent on fiscal year appropriations
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State & Local Contract Negotiations
•
•
•

•

Many state level procurements have a period of down
selection and negotiations.
Negotiations can take place in-person or virtual.
Some RFPs carve out certain clauses that cannot be
negotiated.
– “Any exceptions to terms and conditions may be grounds
for disqualification.”
Terms that cannot be negotiated pursuant to state/local laws.
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State Bid Protest Snapshot
•
•

•

•

State filing deadlines are usually shorter than Federal deadline – i.e., less than
10 days.
Some RFPs will include protest procedures.
– More often than not RFPs do not include protest procedures.
– Local jurisdictions may not have promulgated protest procedures.
– If local rules are silent, check the next level above.
• E.g., if City guidance is silent, seek out County guidance.
Interplay between FOIA and bid protests.
– Might not be able to get documents before protest clock runs out
– Case study
Examples by jurisdiction with the most IT spend:
– CA
– NY
– TX
– VA
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State & Local Performance Disputes/Claims
•
•

Claims procedure varies by jurisdiction.
Administrative challenges are potentially available
but only after contractors exhausts administrative
remedies (e.g., writ of mandate, injunctive relief).
– Case Study
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Best Practices with State & Local
•
•

•
•
•
•

Build relationships with customer agencies
Maintain communications and business relationships with customer
agencies
Monitor and track contract performance
Document communications and contract changes
Provide progress reports regularly
Be diligent in managing your contracts
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Contact Information
David J. Ginsberg
dginsberg@crowell.com
213.443.5545

Laura J. Mitchell Baker
lbaker@crowell.com
202.624.2581
Sarah A. Hill
shill@crowell.com
202.624.2844
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Other Transactions: A Lasting
Trend or a Bubble Ready to
Burst?
Jon Baker
Stephanie Crawford
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Agenda
•
•
•
•
•

Background
Use of OTs on the Upswing
New 2018 DoD OT Guide
Section 809 Panel Recommendations
Is Increased Oversight on the Horizon?
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Background
What is an Other Transaction?
•

•
•

Not a procurement contract, grant, or cooperative agreement
– Generally, not subject to the same procurement regulations and statutes – but, some still
apply
Many departments/agencies have OT authority
3 Types of OTs within DoD
– Research (10 U.S.C. § 2371)
– Prototype (10 U.S.C. § 2371b)
– Follow-On Production (10 U.S.C. § 2371b(f))
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DoD Prototype OT Authority
DoD may use prototype OT authority if:
•

There is at least one nontraditional defense contractor or nonprofit research institution participating to a
significant extent;
• All non-federal significant participants in the transaction are small businesses or nontraditional defense
contractors;
• At least 1/3 of the total cost of the prototype project is to be paid out of funds provided by sources other
than the Federal Government; or
• Sr. Procurement Executive determines that exceptional circumstances justify use of a transaction that
provides for innovative business arrangements that
• would not be feasible or appropriate under a contract, or
• would provide an opportunity to expand the defense supply base in a manner that would not be
practical or feasible under a contract.
10 U.S.C. § 2371b(d)(1)(A)-(D)
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Use of OTs on the Upswing
100

New DoD Prototype OTs,
FY 2013-2017

By Funding Agency

Source Data: CRS, DoD Use of Other Transaction Authority,
Feb. 22, 2019
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Use of OTs on the Upswing
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New 2018 DoD OT Guide
OT Myths and
Facts
Selection and
Negotiation of
Terms

Planning for
Follow-On
Activities

Intellectual
Property
Considerations
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New DoD OT Guide
Addressing Common Myths, Examples
•

•

•

An OT is not a contract.
– FALSE. Not a procurement contract but a valid and enforceable agreement that satisfies all of the required
elements of a contract (offer, acceptance, consideration, authority, legal purpose, and meeting of the minds).
Must be signed by person with authority to bind federal government (i.e. an Agreements Officer).
Because CICA does not apply, competition is not a consideration.
– FALSE. Both OT statutes require the use of competitive procedures to the maximum extent practicable. The
scope of the competition is subject to agency discretion. To award a sole source follow-on production OT,
the solicitation for original OT must have been competitive and provide for award of follow-on.
Anyone in DoD can issue an OT.
– FALSE. Limited to Directors of the Defense Agencies, the Directors of Field Activities with contracting
authority, the Commanding Officers of Combatant Commands with contracting authority and the Director of
the Defense Innovation Unit. DARPA and the MDA have their own OT authorities.
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809 Panel Recommendations
Recommendation 81: Clarify and expand authority to use OT Agreements for Production
•

•
•

Allow Senior Acquisition Executives to approve use of production OT in the following scenarios:
1. The production OT is being used to rapidly field an existing technology.
2. The prototype project has not been successfully completed.
3. Competitive procedures were not used to award the prototype project.
4. Follow-on production where prototype agreement does not specify.
Clarify whether follow-on production transactions with traditional defense contractors require
a 1/3 cost share
Maintain authority to determine whether prototype project complete at lowest possible level
within DoD.
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Increased Oversight on the Horizon?
Most Likely.

• 2019 NDAA
• February 2019 Congressional Research Service OTA Report
• Recent Cases
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2019 NDAA
New DoD Reporting Requirements on OTs

• Report on Defense Innovation Unit identifying, amongst other things:
– the number of nontraditional and traditional contractors with OTs from DIU
initiatives
– the number of innovations “delivered into the hands of the warfighter”
• DoD Budget Display includes OT program element
• Collection and reporting on DoD use of OTs, including organizations, quantities,
amounts, purpose, description, status, highlights
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2019 Congressional Research Service Report on DoD Use of OTs
CRS February 2019 OT Report identifies risks, lack of data, and questions scope of OT authority.
•

“Potential Risks”
‒ Diminished oversight
‒ Exemption from laws & regulations designed to
protect USG and taxpayer interests
‒ Perceived lack of transparency in how OTs are being
employed

•

‒ Do benefits outweigh concerns?
‒ Curtail, extend, or maintain authorities?

•

Lack of authoritative data on OTs
‒ Cost sharing
‒ Competitions
‒ Time to execution

•

Issues for Congress
• How far should OT authority extend?

•

What data may be beneficial to
Congress in evaluating OTs?
Should an innovation lab or Center of
Excellence be established for OTs?

Possibility of a centralized OT office
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Recent OT Litigation
GAO defining its jurisdiction over OTs.
•

•
•

•

Oracle America, Inc., B-416061, May 31, 2018,
– GAO held it had jurisdiction to hear protests alleging agency is “improperly using its [OT] authority”
– OT must provide for production OT, reference in solicitation is insufficient
– Prototype is complete when the project, as defined in the initial OT and OT modifications, is complete
Blade Strategies, LLC, B-416752, Sept. 24, 2018
– Must protest use of OTA before submitting initial proposal
ACI Technologies, Inc., B-417011, Jan. 17, 2019,
– GAO willing to evaluate whether scope of work reasonably within definition of prototype
– GAO appears willing to evaluate whether solicited OT research work is duplicative of research already being
conducted by DoD, if sufficient factual information provided
MD Helicopters, Inc., B-417379, Apr. 4, 2019
– Absent any allegation of improper use of statutory OTA to acquire goods or services that should be acquired via
a procurement contract, GAO has no jurisdiction over the protest
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Data References

Source: CRS, DoD Use of Other Transaction Authority, Feb.
22, 2019
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Data References
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Source: CRS, DoD Use of Other Transaction Authority, Feb. 22, 2019

Contact Information
Jon Baker
jbaker@crowell.com
202.624.2641
Stephanie Crawford
scrawford@crowell.com
202.624.2811
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Claims and Affirmative Recovery:
Keeping the Customer Happy
While Watching the Bottom Line
Steve McBrady
Jacinta Alves
Skye Mathieson
Michelle Coleman
Sharmi Das
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Common Disputes/Claims
Contractor Claims

Government Claims

• Changes
• Constructive Changes
• Cardinal Changes (Breach)
• Defectively Exercised Options
• Commercial Item Changes
• Government Delays
• Stop Work Orders; Excusable Delays;
Acceleration
• Differing Site Conditions
• Breach:
• Inadequate Preparation of Estimates
• Superior Knowledge
• Implied Duty of Good Faith & Fair Dealing

• Deductive Changes (De-scope)
• Termination for Default
• And Re-procurement Claim
• Cost Disallowance
• FAR 31 / Defective Pricing
• Labor Mapping Violations
• Deficient Work (Quality Complaint)
• Recoupment of Erroneous Overpayments

Tricky Claims
• Data Rights
• Liquidated Damages / Offsets
• Termination for Convenience
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Contractor Claims & Recovery:
How to Identify & Protect Potential
Claims
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Macro: Protecting Your Rights
• Must Timely Notify the Contracting Officer in Writing
• “Timely” ranges from 20 – 90 days, depends on clause
• Must at least “cc” the Contracting Officer.
• Always Paper the Record with Written Communications
• Written “Notification of Changes” (NOCs) and Delays (NODs) are required.

• K-Con Bldg. Sys., Inc. v. U.S., 778 F.3d 1000 (Fed. Cir. 2015).
• Verbal communications are risky – (1) noncompliant, and (2) One party often
disputes/denies the other party’s assertions of what was discussed/agreed.
• “But I don’t want to annoy my Gov’t customer”….
• Don’t inadvertently release your claim through subsequent contract modification
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Changes
•

Express vs. Constructive Changes

•

“Within the Scope”
– Cardinal Change (Breach) vs. Permissible Change (FAR 52.243)
– Required by the Contract (No Change) vs. Contract Ambiguity (Change)
– Importance of defining terms during contract negotiation
• Family Entertainment Servs., ASBCA No. 61157, Oct. 24, 2017.

•

Impact of limited funding
– “Scope creep”
– Increased use of termination for convenience (and importance of addressing contract
changes promptly during performance)
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Commercial Item Changes
•

Under Commercial Item clause (FAR 52.212-4), changes must be agreed bilaterally.
– What if the CO issues a unilateral direction – breach? Remedy?

•

How should the equitable adjustment to perform the change be measured?
– As actual costs + profit (standard) ….. or something else?
– ULS, ASBCA No. 56850, June 2016.
• Actual costs + profit = $60M.
• Re-price all FFP CLINs = $400M.

•

Flowed down to Commercial Item Subcontractors:
– FAR 52.244-6, Subcontracts for Commercial Items (“To max extent possible…”)
– FAR 52.212-4, Commercial Items (flowed down)
– How does a noncommercial Prime “direct” its commercial subcontractor to comply with Govt’s
unilateral change?
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Government Delays
•

Rule:
– FAR 52.242-17 provides a broad remedy for “any” CO action “or inaction” that affects performance and
causes cost or schedule impacts
– Damages: Entitled to standby costs, extension, etc. No profit on standby costs (for -17 delays).

•

Common Causes of Delays:
– Gov’t delays in (1) approving security badges, (2) permitting access to the facility/base, 3) delivering
GFP, (4) inspecting/approving, (5) making decisions

•

Stop Work Order:
– Can be issued for 90 days (or more by agreement).
– When the period ends, the contractor must resume or the CO must terminate the work.
– Contractor entitled to equitable adjustment remedy + profit (FAR 52.242-15)

•

Excusable Delays: Defensive only; cannot get costs of these delays.
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Constructive Acceleration
• Situation: Where you deserve more time to complete performance
(due to Govt delay), but the government doesn’t grant an extension.
• Damages: Entitled to costs of paid overtime / hired surge support in
order for you to complete performance by the original (nonextended) deadline.
• Example:
–
–
–
–

1 year contract.
Govt delays 6 months to approve clearance.
Govt rejects Contractor’s Delay/extension request.
To avoid default, Contractor must complete 1-yr project in 6-months.
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Govt’s Defective Exercise of Option Year
• Rule: Defective Exercise = Constructive Change.
– See Lockheed Martin IR Imaging Sys., Inc. v. West, 108 F.3d 319 (Fed. Cir. 1997)

• A defective exercise entitles contractor to total cost recovery
(Cost + Profit)
– See White Sands Constr. Inc., ASBCA No. 51875, 04-1 BCA ¶ 32,598

• Gov’ts attempt to unilaterally extend and modify an option is a defective exercise that
amounts to a cardinal change
– See CTA, Inc., ASBCA No. 47062, 00-2 BCA ¶ 30,946; Info. Sys. & Networks Corp., ASBCA No. 46119, 02-2 BCA ¶
31,952

• For cardinal change: Material breach? Continue with performance?
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Differing Site Conditions
•

•
•

FAR 52.236-2. Two Types:
•
RFP representations differed materially from actual
–
conditions encountered
•
Actual conditions differed materially from ordinary industry expectations
Notification: “Promptly” & before disturbing site
Commercial Items: No clause, but common law breach claim. Mylene (2013).

•

Hypo: Contract for routine maintenance/repair of X-Wing aircraft (monthly FFP).

•

The RFP represented that the Govt would provide “standard” aircraft. Contractor relied on this representation to
estimate labor hours & price bid.
The Contract is silent on the condition (“standard”) of the aircraft.
The Govt delivers X-Wings coated in thick layers of slimy muck from the Degobah System.
Repairmen waste time cleaning. Severe time/cost inefficiencies.

•
•
•
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Breach as Recovery
•

Government’s inadequate preparation of estimates in solicitation
–

•

Government duty of good faith and fair dealing
–
–

•

Affirmative duty to cooperate
Negative duty not to hinder

What appears to be a small breach can lead to big damages
–

•

Agility v. United States (Feb. 2017, Federal Circuit)

Sometimes get anticipatory profits.

Sword & Shield: Can use breach as both offensive avenue for recovery and defensively to shield
company from Govt’s allegations of noncompliance.
–
–

Prior Material Breach Doctrine: Laguna Constr. Co. v. Carter, 828 F.3d 1364 (Fed. Cir. 2016)
Does continuing performance after breach “waive” the “materiality” of the breach?
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Disputes, Step #2: REAs vs. CDA Claims
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Government Claims:
De-scope, Terminations, Costs,
TINA, and Labor Mapping
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Deductive Changes (De-scope)
•

Deductive change (“de-scope” by deleting work). Permissible if “in the general
scope of the contract”
–

•

Produces a downward equitable adjustment to the extent of the savings to the
contractor due to the deletion
–
–
–

•

Similar to a partial Termination for Convenience.

Generally priced based on how much the deleted work “would have cost” (or “anticipated cost” approach)
But if the de-scoped work is “severable” (e.g., FFP CLIN), then boards typically use an “as-bid” approach
(similar to T4C methodology)
Government has burden to prove its entitlement to an equitable adjustment

Considerations:
–
–

Would the deleted work have been profitable?
Potential downstream performance impacts of the work deleted
(e.g., subcontract pricing and supplier chain complications)
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Termination for Default
• Considerations
–
–
–
–
–
–

No recovery for unaccepted work
Return progress, partial, or advance payments
Liquidated damages
Reprocurement costs
Other rights and remedies provided by law or contract
SAM record: reputation damage (past performance, possible debarment)

• Importance of timely appeal
– Elham Ahmadi Const. Co., ASBCA No. 61031, Sept. 21, 2017
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Cost Disallowance (FAR 31)
• Determining allowability

• Allowable; Reasonable; Allocable; Consistent
• Must substantiate costs
• Applicability

• FP/FPI; Cost-reimbursable; Mods (cost analysis/TINA/cost
determination/negotiation)
• Generally not FFP/T&M
• Expressly Unallowable Costs

• Common unallowable costs
• Annual audit of indirect “incurred cost submission” (ICS)
• Penalties for charging expressly unallowable costs (double damages) or
agreed to be unallowable costs (treble damages)
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TINA & Defective Pricing
• When Does “Truthful Cost or Pricing Data” (TINA) Apply?
• Applies to contracts, subcontracts, and modifications over $2M.
• Excludes “commercial items” and “price competition.”
• What Does TINA Require?
• (1) Disclosure and (2) Certification of all “Cost or Pricing Data”
• Def: “Cost/Pricing Data” = “All facts…as of the date of price agreement.”
• Doesn’t include pure estimates and judgments.
• Includes all facts that underlie those estimates/judgments. Salaries, subcontracts, price quotes, labor
curves, union agreements, etc.
• Gov’t Enforcement of TINA Violation = “Defective Pricing” Claim
• “Defective Pricing” (FAR 52.215-10, 11, 12, 13) – Essentially a Cost Disallowance.
• Fraud Referral
• Even If TINA Doesn’t Apply, Gov’t May Demand All “Uncertified” Cost/Pricing Data
• Can disallow costs based on FAR 31
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Labor Mapping: What is Required?
•

FAR 52.232-7(a)(3) (T&M Clause): Invoices “will not be paid” for “employees
that do not meet the qualifications”

•

Most T&M Contracts contain “Labor Category” descriptions:

•

•

Narrative summary of what tasks the employee will perform.

•

Typically education & experience requirements. Example:
•

“IT Specialist, Junior, requires B.A. and 2 years of relevant
experience.

•

“IT Specialist, Senior, requires M.A., 3 years of relevant experience,
and total of 6 years work experience.”

•

Potential “substitutions” of experience for education.

Ambiguities:
•

Who decides the relevance of “relevant” experience?

•

Does “work experience” includes paid internships? Unpaid?
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Labor Mapping: Enforcement…And Tips
•

•

Gov’t Enforcement of Noncompliance:

•

Cost disallowance for 100% of employee billings (every penny, i.e., complete forfeiture)

•

Fraud Referral

But Contractors Can Try to Negotiate Reasonable Settlements
•

•

E.g., “Re-mapping” noncompliant employees to similar, cheaper labor categories that they would have been qualified for…..then offer to refund
the delta to the Gov’t.

Tips to Avoid Labor Mapping Audits & Disallowances:
•

Bill employees/subcontractors for a labor that are supported by résumés.
•

•

Seek advance, written authorization from the CO if you wish to place/bill employees to labor categories that they are arguably unqualified for
(based on their résumés).
•

•

Gov’t only cares about objective résumés. Subjective impressions (e.g., interviews) don’t matter.

Must be in writing. Approval must come from the Contracting Officer.

Challenge the Govt’s allegations early, often, and with the best/correct legal arguments.
•

Never make “close enough” arguments that the Gov’t will use as admissions against you.
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Final Step: Litigating Claims
When Contract Performance Disputes
Need to Be Escalated
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Submitting “Claim” to Contracting Officer
• Jurisdictional Requirements for a “Claim” under the CDA:
• A Written demand
• Submitted to the Contracting Officer
• Seeking as a matter of right
• Payment in a “Sum Certain” (specific amount)
• Adjustment/interpretation of Contract Terms (e.g., extending schedule)
• Other non-monetary relief (e.g., CPAR ratings)
• Certification if over $100K (must quote FAR 52.233-1 verbatim)
• Signature must be wet or e-signed (unique). Cannot be typed.
• Submitted with 6 years of when the “claim accrued”……
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Statute of Limitations / Claims Accrual
• Claims must be submitted “within 6 years after the accrual of a claim.”
(CDA § 7103(a)(4)(A)).
– SOL is a double-edged sword. Strict enforcement is helpful to bar untimely Govt
claims (e.g., cost disallowances, defective pricing).
– But if your company has an Equitable Adjustment that you are attempting to
negotiate with the Govt, the SOL can bar your claim if you aren’t vigilant.
– Must: (1) ascertain date of “accrual,” and (2) keep an eye on the calendar.

• Ascertaining the moment of “accrual” is tricky and subject to constantly
changing case law.
– Kellogg Brown & Root Servs., Inc. v. Murphy, 823 F.3d 622 (Fed. Cir. 2016) (“some
injury” vs. “sum certain”).
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“Appealing” Final Decision to Court/Board
• Next Steps – TIMELY Appeal:
• Contracting Officer’s Final Decision (within 60 days of Claim, or 1 extension)
• “Appeal” of the CO’s Final Decision:
o Within 90 days – to Board of Contract Appeals (ASBCA or CBCA)
o Within 12 months – to U.S. Court of Federal Claims
o Appeal “Deemed Denial” if Gov’t fails to timely issue Final Decision
• Practice Pointers:
• Many cases get dismissed on “jurisdictional” grounds (e.g., deadlines, previous slide, etc.)
• Once in litigation, you are limited to the “operative facts” of the original claim.
o To make new allegations based on related facts, new/additional claim(s) are required.
• Parties can raise defenses (e.g., release, prior breach, notice, authority, waiver, illusory/void)
• If you appeal pro se, make sure the company’s representative meets the ASBCA/CBCA rules.
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The Boards vs. Court
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Contact Information
Steve McBrady
smcbrady@crowell.com
202.624.2547

Jacinta Alves
jalves@crowell.com
202.624.2573
Skye Mathieson
smathieson@crowell.com
202.624.2606
Michelle Coleman
mcoleman@crowell.com
202.654.6708
Sharmi Das
sdas@crowell.com
202.624.2692
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Procurement Fraud,
Investigations, and FCA
David Robbins
Tully McLaughlin
Jason Crawford
Nkechi Kanu
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Procurement Fraud, Investigations, and FCA
• Current Developments in the Law
• Expansive New Theories of Liability (and New Classes of
Defendants)
• Parallel Proceedings/S&D
• E-Discovery – Role of AI In Investigations and Best Practices
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Current Developments in the Law
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2018 Statistics & Settlements
• $2.88 billion in settlements and judgments
– $2.5 billion health-care related settlements and judgments
– $2.1 billion from qui tam cases
• Qui tam cases where gov’t declined to intervene account
for only $119 million
• 767 actions filed (ninth consecutive year where over 700 new cases were filed)
– 645 new qui tam matters
– 122 civil enforcement actions filed by DOJ
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Materiality Remains Front and Center
•

U.S. ex rel. Campie v. Gilead Scis., Inc., 862 F.3d 890 (9th Cir. 2017)
– Ninth Circuit reversed dismissal of implied certification claim, rejecting the argument that the
alleged violation was immaterial because the FDA was aware of the falsity and yet did not
withdraw product approval. Defendant petitioned for cert. Supreme Court called for views of
the Solicitor General.
– Solicitor General’s brief:
• Asked Court to deny cert and agreed with Ninth Circuit’s conclusion that continued
payments to the manufacturer “did not render the alleged misstatements immaterial as a
matter of law.”
• Notified the court that if case were remanded to trial court, gov’t would move to dismiss it
under its § 3730(C)(2)(A) authority
– Supreme Court denied cert. in January 2019.
– DOJ moved to dismiss on March 28, 2019 (pending).
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Materiality Remains Front and Center
•

Court declined other opportunities to revisit the issue of materiality by
denying cert in:
– U.S. ex rel. Harman v. Trinity Indus. 872 F.3d 645 (5th Cir. 2017): Fifth Circuit overturned
$663 million jury verdict after determining that the guard rail defects could not have been
material because the FHWA was aware of the defects and yet continued to pay for the
rails.
– U.S. ex rel. Prather v. Brookdale Senior Living Communities, Inc., 892 F.3d 822 (6th Cir.
2018): Sixth Circuit reversed district court’s dismissal of the relator’s complaint, finding that
relator need not plead facts relating to past government practices or facts showing that
defendant had knowledge that the alleged violation was material to the government, to
allege materiality sufficiently.
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Uptick in Government Motions to Dismiss – Granston Memo
• Per 31 USC § 3730(C)(2)(A), the gov’t has the right to dismiss a qui tam action over
the objections of the relator.
• January 2018: Granston memo provides bases for DOJ lawyers to seek dismissal of
non-intervened qui tam cases that “lack substantial merit.”
Significant increase in DOJ motions to dismiss filed by DOJ since
release of the memo—in the past, authority was used in less than
1% of all cases.
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“Granston” Motions to Dismiss by DOJ – Standard of Review
• Circuit Split Over DOJ Deference
– DOJ’s right to dismiss is essentially “unfettered.”
• Swift v. United States, 318 F.3d 250, 252 (D.C. Cir. 2003)
– DOJ must (1) identify a valid purpose for dismissal and (2) show a “rational
relation” between the dismissal and accomplishing that purpose.
• U.S. ex rel. Sequoia Orange Co. v. Baird-Neece Packing Corp., 151 F.3d 1139
(9th Cir. 1998)
• U.S. ex rel. Ridenour v. Kaiser-Hill Co., 397 F.3d 925 (10th Cir. 2005)
– As more district courts are confronted with DOJ motions to dismiss, the split is
poised to widen . . . .
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“Granston” Motions– How Much Deference Is DOJ Owed?
1) Unfettered Discretion
– U.S. ex rel. Maldonado v. Ball Homes, LLC, 2018 WL 3213614 (E.D. Ky. June 29, 2018) (“plain language of [FCA]
says nothing about the gov’t being required to make any sort of showing in support of its motion to dismiss”)
– U.S. ex rel. Davis & Westley v. Hennepin Cty., 2019 WL 608848 (D. Minn. Feb. 13, 2019) (DOJ can dismiss “so
long as the relator receives due process – notice and an opportunity for a hearing)

OR
2) Valid Purpose
– U.S. v. Acad. Mortg. Corp., 2018 WL 3208157 (N.D. Cal. June 29, 2018) – DOJ appeal pending at 9th Circuit
– U.S. ex rel. Cimznhca, LLC, v. UCB, Inc., 2019 WL 1598109 (S.D. Ill. April 15, 2019)
– Swift standard “belies the role of the judiciary in ensuring constitutional checks and balances”
– U.S. v. EMD Serono, Inc., 2019 WL 1468934 (E.D. Pa. April 3, 2019)
– Granting govt’s motion but criticizing Swift standard
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FCA Policy Reform – “Yates” Memo Revisited
• Companies can qualify for cooperation credit by identifying individuals who
were “substantially involved” in alleged misconduct.
• Companies are no longer expected to admit the civil liability of every individual
employee to obtain cooperation credit.

• Civil prosecutors have greater discretion to weigh an individual’s ability to pay
when deciding whether to pursue a judgment and can “negotiate civil releases
for individuals who do not warrant additional investigation in corporate civil
settlement agreements.”
Crowell & Moring | 186

FCA Policy Reform – Brand Memo
In December 2018 DOJ incorporated guidance from Brand memo into the Justice Manual:
“[c]riminal and civil enforcement actions brought by the Department of Justice must be
based on violations of applicable legal requirements, not mere noncompliance with
guidance documents issued by federal agencies, because guidance documents cannot
by themselves create binding requirements that do not already exist by statute or
regulation.”

Manual describes circumstances where DOJ may use compliance or noncompliance with agency
guidance, e.g. to establish that a party had the requisite knowledge of a legal mandate because
the party was familiar with a guidance document that explained it.
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Application of Tolling Provision when the
Government Declines Intervention
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The False Claims Act’s Statute of Limitations
§ 3731(b) states that an action under the FCA may not be brought—
(1) more than 6 years after the date on which the violation of section
3729 is committed, or
(2) more than 3 years after the date when facts material to the right of
action are known or reasonably should have been known by the official of the
United States charged with responsibility to act in the circumstances...
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Cochise Consultancy Inc. v. U.S. ex rel. Hunt
Question Presented: Whether a relator in a qui tam action may rely on the
statute of limitations in 31 U.S.C. § 3731(b)(2) in a suit in which the United
States has declined to intervene and, if so, whether the relator constitutes an
“official of the United States” for purposes of Section 3731(b)(2)
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Potential Impact of Ruling
• Default for pleading false claims would reach back 10 years from the date of
the complaint, unless the defendant can prove that the government knew
or should have known about the material facts sooner.
• Practical challenges of defending against stale allegations. Underlying
events may have occurred over a decade ago.

• Will the Court clarify whether only an officer of the Department of Justice
can be the relevant government official for purposes of Section 3731(b)(2)?
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Expansive Theories of Liability
(and New Classes of Defendants)
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Expansive Theories of Liability
• FCA liability is being applied to new classes of defendants.
• Third-party FCA liability to surety companies, private equity sponsors, and
auditors:
— U.S. ex rel. Scollick v. Narula, No. 14-CV-01339, (D.D.C. July 31, 2017).
—U.S. ex. rel. Medrano v. Diabetic Care RX, LLC, No. 15-CV-62617 (S.D. Fla. Feb.
16, 2018)
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Small Business Subcontracting Risks
• In June 2018, Washington Closure Hanford, paid $3.2 million to settle allegations that it
used pass-through businesses to meet its targets for small business subcontracting on
Department of Energy contracts. U.S. ex rel. Savage v. Washington Closure Hanford LLC.
• A qui tam case recently unsealed in DDC, alleges that private collection agencies,
performing as prime contractors under a Dept. of Ed contract, defrauded the government
by falsely claiming credit for awarding millions of dollars in subcontracts to small
businesses that were affiliated with the primes.
• Relator is a corporate entity formed by three PCA industry participants. U.S. ex rel. PCA
Integrity Associates, LLP v. Continental Service Group et al.
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Parallel Proceedings Risk
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Parallel Proceeding Risk
• Contractors may face criminal, civil, and administrative
(suspension/debarment and contracting) risks
• Still occurs, regardless of “anti-piling on” policy in other areas of
government enforcement
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Parallel Proceeding Risk
• Proactive outreach remains the best defense, but challenges increasing
– Who is the SDO?
– When will they want to speak with us?
– Do they listen to proactive outreach?
– What will it get us?
– What if they don’t want to talk?
• Importance of remedies coordination officials to FCA defenses and impact
on outreach
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eDiscovery in FCA Cases
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eDiscovery in FCA Cases
• As you negotiate with the government about e-discovery scope, be mindful of
what AI and other assisted search tools can do for you
• Costs are a significant factor, but AI and assisted search reduces costs and helps
defend cases
• Be transparent with government about document collection and review
methodologies
• Importance of outside counsel early. If not using, extra focus on careful
documentation of what was collected, how it was reviewed, and what was
produced is essential.
• More detail in investigations workshop later today.
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A Conversation with Barry J.
Plunkett III
Assistant General Counsel (Acquisition Integrity)
and Suspending and Debarring Official, U.S. Navy
Peter Eyre
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Digital Transformation in Government
Contracts: Emerging Technologies
Impacting the Contracting Landscape
John Gibson
Gail Zirkelbach
Mana Lombardo
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Today’s Agenda
• Emerging Technologies
• 3D Printing
• Artificial Intelligence
• Blockchain
• Compliance Issues
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Introduction to 3D Printing
• Technology that transforms how and where goods are designed, made
(printed), distributed, and sold.
− Manufacturing technology that begins with a digital design file on a
computer, which can be sent to a 3D printer anywhere in the world.
− Also known as additive manufacturing
− Will likely interrupt and replace $12 trillion manufacturing industry

• 3D printers interpret files layer by layer, and deposit thin layers of the
selected material over and over until the desired three-dimensional object is
formed.
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Government Use of 3D Printing
• DoD: high demand parts in theater to resolve logistical challenges
• Navy: on amphibious assault ships to print metal parts for use in
maintenance, repair and overhaul

• US Army Armament Research, Development and Engineering Center:
printed grenade launcher called “RAMBO”
• DoE NNSA: to create new materials not found in nature with specific
properties necessary for certain applications.
• Beads to capture carbon dioxide to mitigate climate change, better
armor material for warfighters, living tissue, etc.
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Government Use of 3D Printing (cont.)
• Government contractors typically use the “powder bed fusion”
methodology
• Allows users to merge different types of durable metals into a
composite, often suitable for aircraft and machinery
• High power laser selectively fuses regions of a powder bed
• With each new layer, the platform lowers and the machine rolls a new
thin layer of powder across platform
• Also known as Selective Laser Sintering (SLS)
• Materials used in this process may include steel, aluminum, bronze,
gold, titanium, cobalt chrome, nylon, polystyrene, and soft/stretchy
thermoplastic elastomer
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3D Printing Methods
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Agency Activity on 3D Printing
• Initiatives by several agencies, including DoD and DoE, to promote
innovation related to 3D Printing
• General Services Administration created a Schedule 36 Special Item Number
(SIM) for 3D Printing: 51 400 – 3D Printing Solutions
• Joint America Makes and the American National Standard Institute (ANSI)
Standardization Roadmap for Additive Manufacturing (version 2.0)
identifies gaps in Aerospace and Defense industry regulations for 3D
Printing
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Licensing Patents to Use 3D Printing
• 3D Manufacturing Format (3MF) = file format standard developed to
enhance STL for sending full-fidelity 3D models to a mix of other
applications, platforms, services and printers
• Interoperable standards, like 3MF, can involve an expensive war between
implementers and standard-essential patent (SEP) holders over patentlicensing royalties to use 3DP technology
• Possible solution – 3MF Consortium members agree to either contribute
their standard-essential technology as open-source code or license it
royalty free—but consortium needs support because adoption is waning
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Introduction to Artificial Intelligence
• Artificial Intelligence (AI) is the ability of machines to perform tasks that
normally require human intelligence.
• Examples include:
• recognizing patterns
• learning from experience
• drawing conclusions
• making predictions
• taking action digitally or as the smart software behind autonomous
physical systems
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Government Use of AI
• New York: developing computer management system to answer citizens’
questions about city services
• US Postal Service: handwriting recognition to sort mail by ZIP code
• FAA: an automated system to track flights and reroute when necessary
• U.S. Air Force: working to produce prototypes of Predictive Maintenance
solutions to predict the maintenance needs on equipment
• DoD: Project Maven to identify weapons or any programmed objects
captured in drone footage and other images
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Agency Activity on AI
• February 2019 Executive Order encourages agencies, including DoD,
Commerce, HHS, DoE, NASA and NSF, to allocate resources to R&D related
to AI
• DoD established the Joint Artificial Intelligence Center to “swiftly introduce
new capabilities and effectively experiment with new operational concepts
in support of DoD’s warfighting missions and business functions”
• Within the next few months anticipated agencies will receive guidance from
OMB on the development of regulatory and non-regulatory approaches to
AI technologies
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Agency Activity on AI (cont.)
•

Anticipated Executive Order (EO) will require:
• OMB within 90 days of the EO, to invite the public to identify areas of improvement to AI
technologies and within 120 days, to update implementation guidance supporting use of AI
R&D by better cataloging USG’s supply chain data stored across thousands of datasets in
multiple servers, databases, and computers
• Select Committee and the General Services Administration (GSA) within 180 days to
recommend to the President ways to support federally funded AI R&D
• National Institute of Standards and Technology (NIST)within 180 days, to issue a plan for
Federal engagement in development of technical standards and tools to support use of AI
technologies
• All agencies after appropriations are enacted to identify programs for AI R&D
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Introduction to Blockchain
• A blockchain is a distributed ledger that:
• Records any transaction or information chronologically, permanently and
unalterably
• Uses one-way hash cryptography that is computationally impractical to break
• Is immutable and visible to all permissioned users
• Can be programmed to trigger transactions automatically
• Uses Peer-to-Peer transmission
• Requires no reliance on third-party intermediaries
• Provides an inherently valid and permanent record of all records in the chain
• Also called “Distributed Ledger Technologies”
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Government Use of Blockchain
• State Department: partnered with Coca-Cola to create a secure registry for workers
and prevent exploitative labor practices
• Illinois: exploring the use to record the transfer of property titles
• General Services Administration: pilot program to to intelligently automate FASt
Lane contract review process and reduce review time for proposal awards and:
• Streamline the procedures required to place an order
• Shorten procurement cycles
• Ensure compliance with all relevant federal regulations
• Achieve the best value to the government
• Law Enforcement agencies: to track suspicious patterns of activity
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Agency Activity on Blockchain
• Anticipated development of regulatory scheme
• Department of Treasury encouragement of its use to detect and prosecute
financial crimes and terrorist activities
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Areas of Regulatory & Contractual Impact
• Change Control Procedures
• Qualification of Suppliers and
Source Materials

• Counterfeit Parts Avoidance
• Testing & Inspection
• Disposition of Traditional
Manufacturers

• Types of Materials

•
•
•
•
•
•
•

Critical Safety Items
Cybersecurity
Small Business Considerations
Manufacturing Location
Export Controls
Cost & Pricing Issues
Data Rights
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Change Control Procedures
Does transition to new technology on an existing contract constitute a change under the contract?
 Drawing changes

 Configuration changes

 Specification changes

 Engineering changes

 Part number changes

 Warranty Clause requiring strict conformance

 Technical Data Package

 Discrepancies

 (TDP) Changes

•

Contractors may need to have parts made using new technology re-certified or approved to
meet Government standards

•

Any changes in the drawings, designs, or specifications determined necessary by the
Contracting Officer may need to be made under the Changes Clause
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Qualification of Supplier / Source Materials
• Will use of new technology result in changes to suppliers?
• Does contract require approval of any new suppliers?
• Authorization requirements, e.g. Approved Product Sources, etc.?

• Qualification requirements?
• FAR 52.209-1 imposes pre-award quality assurance requirements
• With what contracts terms will new suppliers need to comply?
• Potential for new DoD rules regarding qualification of components under 3D
Printing processes
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Counterfeit Parts Avoidance
• If delivering electronic parts or assembly containing electronic parts manufactured
using new technology, has contractor ensured compliance with existing protocol and
system for detecting counterfeit parts?
• DFARS 252.246-7007 requires establishing and maintaining acceptable
counterfeit electronic part detection and avoidance system, including using
approved suppliers

• Does contract requires implementation of counterfeit electronic parts detection
and avoidance system consistent with latest version of SAE standard AS5553?
• Are new suppliers approved per DFARS 252.246-7008?

• Prime contractors may require mechanical components to be covered under
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Counterfeit Parts avoidance systems in addition to electronic parts and assemblies

Testing & Inspection
• Does transition to new technology impact First Article Testing & Approval?
• Is there requirement for First Article Approval - Contractor Testing (FAR 52.209-3)?

• Did materials/BOM change after First Article Testing?
• Have changes to drawings, specifications, part numbers, etc. been approved as
required in advance of testing/inspection requirements?
• Need to consider if previously furnished the product to the Government and
subsequent changes in processes or specifications
• Government must approve the first article testing
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Testing & Inspection (cont.)
•

•

Does transition to new technology require additional Government Source Inspection?
•

Is there a requirement for Government Source Inspection (GSI)?

•

Have changes to drawings, specifications, part numbers, etc. been approved as required in
advance of testing/inspection requirements?

Source inspection generally occurs at either the point where goods are made or
assembled
•

FAR 46.402 Government Contract Quality Assurance at Source

•

To assess whether supplies meet applicable contract specifications and drawings

•

Contract terms may require non-destructive testing have a GSI

•

Inspection of supplies before transfer or acceptance is key for DoD quality assurance programs
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Disposition of Traditional Manufacturing
• Will transition to new technology result in Government-furnished traditional
manufacturing equipment becoming obsolete as replaced by new processes?

• Government furnished property (GFP) includes, but is not limited to, spares
and property furnished for repair, maintenance, overhaul, or modification
• Government furnished equipment (GFE) consists of equipment, special tooling,
or special test equipment that is provided for use on a government contract
• Disposition of GFP and GFE and protocol for its return to the Government
is subject to specific requirements and protocols
• Ensure compliance with property close-out and disposition instructions of GFP
and GFE previously used for traditional manufacturing
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Type of Material Considerations
• Does material used in new technology (particularly 3D Printing) include specialty metals?
• Steel, iron-nickel alloys, nickel alloys, titanium and titanium alloys; or zirconium and
zirconium alloys as defined in DFARS 252.225-7008
• Were the specialty metals melted or produced in U.S. or outlying areas?
• Berry Amendment – requires specialty metal delivered under contract to be
melted or produced in the United States or its outlying areas
• Does an exception apply to allow inclusion of specialty metals?
• Does deliverable from new technology include hazardous materials?
• Have labeling requirements of DFARS 252.223-7001 been met?
• Have MSDS and listing requirements of FAR 52.223-3 been met?
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Type of Material Considerations (cont.)
• Does manufacturing process using new technology (particularly 3D printing) release
toxic chemicals?
• FAR 52.223-14 requires contractors to report and fill out proper Toxic Chemical
Release forms for each impacted facility
• Does deliverable item using new technology include radioactive material?
• FAR 52.223-7 requires notice if deliverable contains radioactive material
• Does deliverable item using new technology include hexavalent chromium?

• DFARS 252.223-7008 prohibits deliverables that contain certain hexavalent
chromium conditions
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Critical Safety Items
• If using new technology to produce a part designated as a Critical Safety Item (CSI),
must consider quality requirements
• DFARS 252.209-7010 requires that manufacturers of CSIs conform with
heightened quality assurance requirements
• Additional contract certification requirements for Flight Safety Parts
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Cybersecurity
• Will transition to new technology result in new Covered Defense Information (CDI)?
• Potential to receive new CDI, e.g., in CAD files during 3D Printing
• Will AI constitute CDI?
• Will transition expand contactor’s network where CDI safeguarding applies?
• Are there additional components or network expansions security controls requiring
new controls (e.g., new 3D printer on network, where AI is being employed)
• Will transition impact NIST requirements?
• Will transition result in new Controlled Unclassified Information (CUI) subject to FAR?
• Will transition result in additional Personally Identifiable Information (PII) or other
information protected under the Privacy Act?
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Small Business Subcontracting
• Will transition to new technology impact obligations under contractor’s Small
Business Subcontracting Plan?
• Does contract contain small business subcontracting plan?
• If so, does change in supplier impact small business subcontractors currently
engaged?

• If getting a new vendor as a result of transition, notify Government and small
business representatives
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Manufacturing Location
• Does transition to new technology result in changes in manufacturing location(s)?
• Contract provisions could require disclosure or certification of place of
manufacture
• Change in Manufacturing Line, Facility Location or Process Provisions
• Does transition to or use of new technology require analysis of domestic source
restrictions?
• Will parts manufactured using 3D Printing be considered “printed” in the U.S.?
• Are material components or supplies used for new technology obtained from foreign
sources?
• Buy American Act(BAA)/Trade Agreement Act (TAA) considerations
Crowell & Moring | 229

Export Controls
•

Does the use of or transition to new technology require analysis of export controls?

•

Currently, “emerging technologies” may not be positively identified under ITAR or EAR

• Certain CAD files, e.g., a CAD file to manufacture a gun, are controlled
•

Department of Commerce has existing controls over 3D printers that are:

•

“Specially designed” for manufacturing gas turbine engine blades, vanes or “tip shrouds” or
“directional-solidification or single-crystal additive manufacturing equipment”
•

Includes software specially designed to control directional solidification or single crystal
material growth

•

Also includes technology for the manufacture of equipment captured by these controls
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Cost & Pricing Issues
• Does transition to new technology result in changes to manufacturing, creating
higher startup costs or higher material-per-product costs that result in long-term
savings in production?
• Is certified cost and pricing data impacted?
• Could changes in costs impact any pricing under the GSA Schedule?

• Are there shared deliverable costs that run across different end products?
• Are there considerations associated with R&D requirements?
• Are there any proactive disclosures required as a result of a change in pricing?
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Data Rights Issues
•

•

•

Does the transition to new technology impact data rights?
– Rights in technical data and computer software are governed by FAR 52.227-14 and DFARS
252.227-7013
– Government may have one of three types of rights: (1) unlimited rights, (2) limited rights
(technical data)/restricted rights (computer software), (3) government purpose rights
Can the transition to new technology result in unlimited data rights to the government?
– Under FAR, must consider whether the data was first produced in performance of the contract
– Under DFARS, must consider what the government paid for
• contractors must be mindful of funding source
How can contractors work with vendors and subcontractors while protecting their data rights?
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Other Considerations
• Ethical concerns surrounding emerging technologies
– Clean up “dirty” technology in shift from Big Data to Smart Data
– Lack of developer accountability = enhanced accountability for
companies using the technology
– Discrimination / diversity & inclusion
– Can machines conspire to create unfair competition liability?
• Privacy concerns inherent in the use of emerging technologies
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Increased Government Focus on Supply Chain Security
•

Deliver Uncompromised Report (Aug. 2018)
– Introduced cybersecurity as the “4th Pillar” in acquisition evaluation criteria.
– Acquisition practices must change if the industrial base is to deliver and sustain the security
that DoD seeks.

•

National Cyber Strategy (Sept. 20, 2018)
– Minimizing supply chain risk and enhancing government contractor cybersecurity.
– Sharing supply chain threats between agencies.
– Developing streamlined authorities to exclude vendors determined to have unsafe
cybersecurity practices.
– Reviewing contractor risk management practices and adequately testing, hunting, and
responding to incidents on contractor systems.
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Increased Government Focus on Supply Chain Security
•

Navy Readiness Review (Mar. 4, 2019)
– Threat actors, such as China and Russia, launch persistent cyberattacks that target sensitive
national security data (e.g., Sea Dragon data breach of Navy CDI).
– The Defense Industrial Base (DIB) is identified as a weakness that has experienced “a flood
of breaches of significant data” and “continues to hemorrhage critical data.”
– The Review recommends:
• Creating specific metrics to ensure industry follows Navy standards;
• Requiring “N-tier” suppliers to immediately follow the top 10 National Security Agency
(NSA) cybersecurity recommendations; and
• Halt non-compliant DIB systems access to “crown jewel” data until security controls are
certified to standards.
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Growing List of Cybersecurity “Enhancements”
•

Navy Implementation of Enhanced Security Controls on Select DIB Partner Networks (Sept. 28,
2018)
– Requires select contractors to submit fully implemented system security plans (SSPs) for
evaluation.
– Allows Naval Criminal Investigative Services (NCIS) to install network sensors on contractors’
information systems when potential vulnerability detected.

•

Guidance for Assessing Compliance and Enhancing Protections of DFARS 252.204-7012 (Nov. 6,
2018)
– Recommends contract enhancements that exceed the flowdown requirements of the Clause.
• Identifying “Tier 1 Level Suppliers.”
• Providing plan to track flow down of CDI and to assess supplier compliance.
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Growing List of Cybersecurity “Enhancements”
•

Strengthening Contract Requirements Language for Cybersecurity in the DIB (Dec. 17, 2018)
– Builds on NOV Enhancement guidance and provides sample SOW language.
– Provide contractor’s SSP and Plan of Action and Milestones (POAM).
– Provide “access to” SSPs and POAMs for Tier 1 and 2 Level suppliers.

•

Addressing Cybersecurity Oversight as Part of Contractor’s Purchasing System Review (Jan. 21,
2019)
– Tasks DCMA with validating contractor compliance with DFARS 252.204-7012 as part of their
contractor’s purchasing system review.
– Review procedures to flow down properly marked CDI (or instructions to do so).
– Review procedures to “assess compliance” of Tier 1 Level suppliers with the Clause and NIST
SP 800-171.
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Growing List of Cybersecurity “Enhancements”
•

DCMA Revised Contractor Purchasing System Review (CPSR) Guidebook (Feb. 4, 2019)
– Incorporates standards DCMA will use to assess contractor supply chain management
under the Clause.
– Mirrors direction in JAN memorandum.
• But refers to procedures to “assure” Tier 1 Level supplier compliance.

•

Strategically Implementing Cybersecurity Clauses (Feb. 5, 2019)
– Tasks DCMA with replacing contract-by-contract assessments with strategic, company-wide
assessments of contractors’ compliance with the DFARS 252.204-7012.
• Also with proposing methodology to determine a “cybersecurity readiness” score
– Calls for the use of no-cost bilateral modifications.
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Cybersecurity Developments on The Horizon
•

NIST SP 800-171B
– Will be published within next month.
– Separate cybersecurity standard for high value forms of CUI/CDI.
– Includes 33 additional controls designed to protect against advanced persistent threats (APTs).
– Controls applicable only to subset of government contractors handling information that requires
additional protections.
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Cybersecurity Developments on The Horizon
•

FAR CUI Clause
– Expected to include core requirements from DFARS Safeguarding Clause
– Proposed Rule including 60-day public notice and comment period anticipated around October 2019.
– Agency oversight will include 3 tiers, based on the sensitivity and/or volume of CUI handled by the
contractor:
1. Self-certification through the contracting process.
2. Self-certification, plus supporting documentation, such as SSPs, POAMs, CUI training records,
corporate safeguarding policies and procedures, etc.
3. Self-certification and documentation, plus validation through either a customer or third-party
assessment.
– DFARS Safeguarding Clause revision anticipated after FAR CUI Rule implementation.
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Cybersecurity Regulatory Landscape
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Privacy Developments – Federal
•

•

Current Federal Privacy Environment
– No comprehensive national breach notification standard, no comprehensive national privacy law
– Some well-established federal sectoral privacy laws, e.g., Privacy Act, HIPAA, Gramm-Leach-Bliley,
FERPA, COPPA
Challenges to Current Initiatives to Create a Comprehensive Federal Privacy Law
– Congressional tensions – partisanship, business vs. consumer interests, federal vs. state interests
– Pre-empt state privacy laws (e.g., California Consumer Privacy Act, Illinois Biometric Information
Privacy Act) and state breach notification requirements to eliminate patchwork of inconsistent state laws?
– Displace existing federal sectoral privacy laws?
– Which federal agency/ies would administer?
• New federal privacy and data security agency?
• Existing patchwork of federal agencies?
• Expand FTC jurisdiction and authority: civil penalties, APA rulemaking, privacy-specific
budget?
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Privacy Developments – Federal (cont.)
•

•

NIST Special Publication 800-53 rev 5, Security and Privacy Controls for Information Systems and
Organizations (public release expected any day now…)
– Integrates security controls and privacy controls for first time
– Two new privacy control families: Individual Participation (i.e., data subject rights) and Privacy
Authorization (i.e., lawful basis for collection, business purpose and use, and approved sharing)
NIST Privacy Framework Initiative (www.nist.gov/privacy-framework; based on Cybersecurity Framework)
– Goal: Create a practical tool for identifying and managing privacy risk in public and private sector
– NIST Privacy Framework: An Enterprise Risk Management Tool (Discussion Draft, April 30, 2019)
• Outcome-based approach to identifying and addressing privacy risk
• Core Functions: Identify, Protect, Control, Inform, Respond
• Compatible with and intended for use in conjunction with Cybersecurity Framework
Crowell & Moring | 245

Privacy Developments – State
•

•

California Consumer Privacy Act of 2018 (CCPA)
– Effective Jan. 1, 2020, enforceable July 1, 2020, or 6 months after AG releases CCPA regulations
– CCPA definition of personal information broader than GDPR: “information that identifies, relates to,
describes, is capable of being associated with, or could reasonably be linked, directly or indirectly, with a
particular consumer or household,” including online identifiers, IP addresses, biometrics, browsing
histories and usage patterns, and inferences from personal information used to create a consumer profile
– Extensive, GDPR-like data subject rights in personal information after it has been collected
– Applies to for-profit entities that collect information from/about California residents and meet threshold
• Pending amendment would exclude personal information in employment context
Other states also considering CCPA-like and/or GDPR-like, comprehensive privacy frameworks
– Risk of state patchwork of privacy laws even more inconsistent than current state data breach laws
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Privacy Developments – International
•

•

EU General Data Protection Regulation (GDPR)
– Still the most comprehensive data security and privacy risk management framework
– Still early in terms of enforcement scope, with focus on consumer-facing activities and low-hanging fruit
– Data Protection Authorities still grappling with resource, expertise, timing, and workload challenges
– Extra-territorial reach (GDPR Art. 3) still unchallenged
– Impact of GDPR on U.S. government contracts and activities of U.S. government contractors still not
addressed by U.S. government or Data Protection Authorities
– GDPR criticisms: One size fits all, significant compliance costs, SMEs and non-profits at distinct
disadvantage, ability to apply to new and emerging technology, interaction with non-EU laws
Other significant international privacy law trends
– Rapid expansion of strong privacy laws: e.g., Brazil, India, Vietnam, China, Russia, Japan, South Korea
– Data localization, data transfers, vendor management, biometrics, government access and control
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