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Privacy & Cybersecurity:
Doing Business Under GDPR
By: Emmanuel Plasschaert (partner, labor & employment); Jeffrey
Poston (partner, litigation/privacy & cybersecurity); Jeane Thomas
(partner, antitrust/privacy & cybersecurity); Peter Miller (sr counsel,
privacy & cybersecurity); Maarten Stassen (sr counsel, privacy &
cybersecurity); Frederick Van Remoortel (sr counsel)

•

Entities that are active in the online advertising, marketing,
and communications space need to make sure that their
risk management activities under GDPR maintain sufficient
flexibility to account for the not-yet-released EU ePrivacy
Regulation.

•

Successful completion of a GDPR compliance project
requires:

Any Israeli company doing business outside of Israel must be
aware of legal concerns and constantly changing regulations
surrounding privacy. Recently, we’ve seen the rise of new and
far-reaching regulations concerned with the public’s privacy
from private businesses with the European Union’s GDPR
regulation framework.
The May 25th effective date of the EU General Data Protection
Regulation (GDPR) was only the beginning, not the end,
of implementing a global GDPR compliance program for
companies. First, the risk-based GDPR framework for privacy
and data security is an ongoing compliance process, not a
“one-and-done” activity. Second, the EU Member State Data
Protection Authorities (DPAs), charged with enforcing GDPR
compliance, are grappling with how best to approach the
operational issues that arise as entities interpret and implement
GDPR’s data protection principles. Third, we expect the issuance
of additional guidance that will potentially impact a number of
companies’ activities, including the interaction between GDPR
and the not-yet-final EU ePrivacy Regulation for online data
activities. As a result, we expect to see DPA interpretations
of GDPR, including through enforcement activities, that will
provide clearer compliance guidance.
Organizations that are beginning to or in the process of
developing and implementing compliance programs should
keep the following general principles in mind:
•

•

2

Don’t panic, but focus on high-risk priorities in the
processing of personal data, which will depend on type of
business operations, size of organization, territorial scope,
etc.
GDPR compliance is a risk-based assessment rather than an
exercise in complying with black and white rules. Because
risk management must be tailored to the activities of each
entity, reasonable GDPR compliance will vary from entity
to entity. Avoid copying what another entity does with
regard to GDPR or using a template approach to GDPR
compliance.

VOLUME 4 | ISSUE 9 | SUMMER 2018

•

o

Support of senior management as a top-level priority,
who should be fully informed of potential risks of noncompliance and briefed regarding compliance efforts
on an ongoing basis.

o

Involvement of legal, HR, finance, marketing, IT, and
other key stakeholders in order to have a 360-degree
view of the activities impacting the collection and
processing of personal data.

o

A point person with overall responsibility for GDPR
compliance, whether a formal data protection officer
(DPO), to the extent required under GDPR, or another
individual assigned enterprise-wide responsibility for
data protection.

GDPR compliance involves amending contracts,
policies, and notices, but it is not a paper exercise. Most
importantly, organizations should use GDPR compliance
as the motivation to carefully assess all the ways in which
personal data are handled and how the organization
can adapt its existing processes and systems, and create
awareness throughout the whole organization to change
the approach towards personal data.

Crowell & Moring’s GDPR practice will continue to post
alerts regarding key GDPR updates and guidance on our blog
and conduct periodic webinars and live programs on GDPR
implementation and enforcement developments. For more
information, please see our GDPR overview.

New Cyber Guidelines for
Contractors in the United States
By: Evan Wolff (partner, Israel Practice, privacy and cybersecurity);
Maida Lerner (sr. counsel, government contracts/privacy &
cybersecurity); Kate Growley (counsel, government contracts/litigation/
privacy & cybersecurity); Michael Gruden (associate, government
contracts/privacy & cybersecurity)

2018 has been a busy year for Israeli businesses who have
to follow the Department of Defense (DoD’s) approach to

contractor cybersecurity. Earlier in the month, the DoD
published a much-anticipated revision to their Frequently
Asked Questions regarding DFARS 252.204-7012 and other
cybersecurity requirements, reflecting feedback on various
questions posed by industry over the past year and including
new information regarding:
•

COTS and commercial items

•

Scope of covered defense information

•

Conflicts with foreign laws

•

Subcontractor flowdowns

•

System security plans (SSPs) and plans
of action & milestones (POAMs)

•

Requirements for FIPS-validation,
multifactor authentication, and marking

•

Cybersecurity requirements beyond NIST SP 800-171

•

Cloud service providers

•

Examples of cyber incidents

•

Guidance for small businesses

•

DCMA oversight

Then just weeks later, the DoD issued proposed guidance for
evaluating contractor cybersecurity, including implementation
of NIST SP 800-171. Importantly, contractors may comment on
the draft guidance through May 31 – and would be well-served
to familiarize themselves with the new FAQs before doing so.

New Cyber Cyber Standards
from NIST
By: Paul Rosen (partner, litigation, privacy & cybersecurity); Evan
Wolff (partner, privacy & cyber security); Maida Lerner (sr. counsel,
government contracts/privacy & cybersecurity); Kate M. Growley
(counsel, government contracts, litigation, privacy & cybersecurity);
Michael Gruden (associate, government contracts; privacy &
cybersecurity)

The government’s leading authority on cybersecurity standards
has issued two updates relevant to government contractors
working with DoD sensitive data. First, the National Institute of
Standards and Technology (NIST) updated Special Publication
(SP) 800-171, the security standard required by the DFARS

Safeguarding Clause 252.204-7012 and also expected to be
required under a pending FAR Clause. In addition to nuanced
security control revisions, notable changes include the addition
of Appendix F, which discusses security requirements derived
primarily from the separate standard NIST SP 800-53 in an effort
to inform organizations about mechanisms and procedures
used to implement required safeguards. Second, NIST finalized
its draft of NIST SP 800-171A. This sister document provides
guidance in assessing NIST SP 800-171 security controls,
including System Security Plans (SSPs) and Plans of Action and
Milestones (POAMs). Changes in the finalized guidance include
the removal of NIST SP 800-53 guidance in Appendix D and
its replacement with three assessment methods – Examine,
Interview, and Test – that can be used to assess security
requirements under NIST SP 800-171.
For more information, please contact the professional(s) listed
below, or your regular Crowell & Moring contact.

The Digital Transformation is Here

Crowell & Moring Launches Digital
Transformation Practice
As businesses seek to navigate the growing digital revolution,
Crowell & Moring LLP has launched a Digital Transformation
Practice to help corporations and entrepreneurs bring new
innovations to market and their operations. The practice serves
clients developing autonomous vehicles, artificial intelligence
and robotics, 3D printing, digital health, Internet of Things,
blockchain, and other technologies. The multidisciplinary
team—including Crowell & Moring regulatory, litigation, privacy
and cybersecurity, transactional, and intellectual property
lawyers, technologists, and consultants—focuses on the full
lifecycle of technology innovation.
“Crowell & Moring represents clients who are at the forefront
of the digital revolution and re-inventing their business models,
products, and customer experience,” said Philip T. Inglima, chair
of Crowell & Moring. “We have long represented clients in the
technology sector, and we understand the promise of digital
transformation. We know how to navigate the interconnected
legal and business challenges that both established companies
and start-ups face. Our Digital Transformation Practice focuses
on creating strategies that bolster our clients’ competitive
edge—from working with regulators at a time when innovation
outpaces the law to driving transactions that will empower
development.”
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The practice consists of more than 40 core members and is
led by a steering committee of 11 lawyers; it is comprised of
regulatory, litigation, and transactional teams focused on key
areas, including:
•

Autonomous Vehicles

•

Artificial Intelligence and Robotics

•

Blockchain and Distributed Ledger Technology

•

Digital Health

•

Drones

•

Internet of Things (IoT)

•

Privacy & Cybersecurity

•

3D Printing

Ranked as one of the Financial Times’ top 20 “Most Innovative
North American Law Firms” in 2017, Crowell & Moring partners
with clients to create integrated solutions—cybersecurity,
global regulatory and compliance, transactional, intellectual
property, and litigation—that help drive speed to market and
grow their businesses. Last year, the firm represented the
world’s largest distributed ledger technology / blockchain
investment to date, involving more than 40 global financial
institutions, and it is working with leading manufacturers and
developers in the autonomous vehicle, 3D printing, and digital
health arenas.
“There is growing interconnectedness between these
technologies. New medical devices, for example, can be 3-D
printed, IoT devices that are dependent on digital health
information technology and use blockchain systems to share
data among health care providers and payors. The common
challenge across sectors is the need to bring new products
to market at unprecedented speed, while at the same time
navigating a climate in which rules are still being formed and
issues are unfolding in real time,” said Cheryl A. Falvey, a
partner in Crowell & Moring’s Digital Transformation Practice
and former general counsel of the Consumer Product Safety
Commission. “We’ve formed a multidisciplinary team that is
able to move quickly and bring proven experience to clients so
they can move decisively to achieve business success.”
The intersection of innovation and the law was featured in
Crowell & Moring’s 2018 Regulatory and Litigation Forecasts.
In the regulatory cover story, “Digital Transformation: The Sky’s
the Limit,” Falvey, who also serves as co-chair of the American
Bar Association’s IoT Committee, Science & Technology Law
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Section, said, “If we wake up and find out down the road about
a regulatory limitation we weren’t anticipating, it can have
a serious impact on business. Right now, companies have an
opportunity to engage with regulators and help shape the
digital transformation for years to come.”
Crowell & Moring will continue to offer insights for corporate
executives and in-house counsel in its upcoming series,
Creating Tomorrow, a three-month information series that
will include periodic webinars and client alerts. The program
began with a webinar, “Speed to Market - The Race for Digital
Transformation: The In-House Lawyer’s Role in Business
Innovation,” on May 3. To register and receive future updates,
visit http://www.crowell.com/digitaltransformation.

The Important Things to Know
About Artificial Intelligence in
Health Care
By: Jodi Daniel (partner, healthcare/privacy and cybersecurity);
Ashley Southerland (counsel, healthcare); Maya Uppaluru (associate,
healthcare)

As Israel continues to be an innovation leader in digital health,
it is important for Israeli companies to be on the lookout for
new and exciting opportunities. Much has been said in recent
years about the potential of artificial intelligence (AI) to improve
clinical and consumer decision making, resulting in better
health outcomes. But deploying AI technology in health care is
not without its own challenges, risks, and potential liabilities.
1.

Defining AI
Artificial intelligence is generally understood to mean
a bundle of technologies that perform tasks that would
normally depend on human intelligence, in which highspeed machines work and react like humans. A related
concept is augmented intelligence, where technology is
designed to work with human intelligence and enhance
it rather than replace it. Machine learning is a subset of
AI, and is the computerized practice of using statistical
algorithms to analyze data, learn from it, and then make a
determination or prediction about an assigned task.

2.

Benefits and Uses of AI in Health Care
AI has the potential to improve diagnosis and treatment
of disease, reduce burden by helping providers focus on
the patients that need help the most, and bring the latest
in scientific discovery to the point of care—so that even

a patient in a remote rural setting can receive care based
on cutting-edge medical knowledge. Several challenges
in the current health care landscape have the power to
catapult AI to the forefront of the health care system: (1)
frustrations with health care costs and quality; (2) provider
administrative burden; (3) medical labor shortages; (4)
the increasing number of health-monitoring devices and
technologies; (5) the plethora of data; (6) the advent of
personalized and precision medicine approaches; and
(7) the proliferation and acceptance of AI technologies in
patients’ daily lives.
When combined, increases in patient-facing, clinicianfacing, and “back-office” efficiencies have the ability to
impact vast segments of the health care industry. While AI’s
potential uses are extensive, a few of these use cases are
outlined below:
1. Evidence-Based Medicine and Clinical Decision
Support – AI can rapidly analyze vast data inputs—
including clinical studies and patient health
records—to help providers determine the best
clinical action, analyze images and test results, make
more accurate diagnoses, and deliver better care. On
December 8, 2017, the Food & Drug Administration
(FDA) issued draft guidance on clinical and patient
decision support, addressing its proposed regulatory
approach for such software. (See our prior blog
post here.) In an April 26, 2018 announcement,
Commissioner Scott Gottlieb previewed the FDA’s
intent to employ a more streamlined approach to
oversight of medical devices that incorporate AI.
(See our prior blog post here.)
2. Population Health – AI can analyze health record
and claims data (or other financial data) to identify
patient populations with similar characteristics.
Grouping patients in this manner could help
providers and managed care plans leverage limited
resources to focus on high-risk patients and prevent
and/or treat disease in at-risk populations
3. Drug and Vaccine Development – AI can be used to
expedite drug development by analyzing reams of
information, like laboratory and other data reports.
Some companies have already started using AI to
streamline these processes.
3. Navigating Compliance at the Edge of Innovation
Despite the incredible potential of AI in health care, health
care organizations seeking to deploy AI-based solutions

will need to navigate the existing, yet limited, regulatory
landscape. During the May 10, 2018 White House Summit
on Artificial Intelligence for American Industry, the Trump
Administration proposed “removing regulatory barriers
to the deployment of AI-powered technologies,” touting
a clear intent to relax regulation in this space. Moreover,
much of the AI governance landscape—or what little
exists—is based on a patchwork of regulations from various
agencies, sub-regulatory guidance, and aspirational ethical
standards developed by third-party organizations.
In light of this reality, entities involved with AI will need to
be particularly vigilant regarding the following issues:
1. Data Access, Control, and Privacy. – AI and machine
learning require access to massive amounts of
data. This must be done in compliance with HIPAA
and Federal Trade Commission (FTC) rules in the
United States and the General Data Protection
Regulation (GDPR) in the European Union. For
example, depending on the circumstances, acquiring
de-identified data may be necessary and HIPAA
de-identification may limit the value of data for
AI innovation. Even if use of data is compliant
with these regulatory requirements, entities
often withhold such information if they are not
comfortable or don’t benefit from the disclosures.
While this may have been a risk mitigation strategy
for data holders in the past, “information blocking” is
now prohibited and violations carry excessive fines.
Entities should also clarify intellectual property,
licensing and data usage provisions—who owns
the data, and who owns or can use the algorithms
trained on the data set. Where data ownership is
not established by regulatory regime, entities should
establish ownership and/or use via contract. Failure
to secure access to the core data over a period of
time may limit the value of AI systems in the future.
2. Paramount Cybersecurity Protections. – Health
care data is valuable, and we have already seen
sophisticated social engineering attacks exploit
security vulnerabilities in an effort to obtain health
information. Entities must ensure that they have
adequate cybersecurity protections in place when
leveraging large databases or sources of health
information, including plans for breach mitigation,
reporting, and consumer notification to maintain
public trust. Failure to do so could not only result in
a security breach, but could also lead to significant
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administrative agency sanctions (e.g., from the
Department of Health and Human Services Office
for Civil Rights). Entities engaged in AI in health care
may want to consider participation in Information
Sharing and Analysis Organizations (ISAOs) as a risk
mitigation strategy in order to benefit from legal
protections for sharing of threat information.
3. Unclear Regulatory Oversight of AI in Health Care. –
The FDA is still determining what types of software
will require premarket approval and whether there
will be alternative approaches for safety oversight
for AI. There are still questions about how the
FDA will define “decision support” tools and AI for
software as a medical device. It is important for
innovators to consider providing proactive feedback
to the FDA and following the rapid policy changes
which may affect business models. Furthermore, the
FTC has signaled that it will become more active in
monitoring representations to consumers about AI in
consumer-oriented health tools.
4. Unknown Liability Structures. – Hardware defects,
software programming defects, or failure of an
AI algorithm could result in safety incidents or
harm, and determining liability is a complicated
undertaking. Best practices are not yet established
for the use of sophisticated AI by health care
providers. The example of a failed NHS algorithm
resulting in hundreds of thousands of missed
breast cancer diagnoses is evidence of the safety
and liability risk of AI in health care. Health care
providers that use AI systems must consider the
liability risk of relying on the software for health care
decisions. Innovators will have to consider liability
risks, including software bugs, insufficient or biased
data sources, and security vulnerabilities. Mitigating
risk will require consideration of regulatory oversight
requirements. However, because the technology
is developing faster than the law, the best strategy
is to set contractual limitations and indemnities,
obtain insurance coverage, and develop best
practices, clinician training, and clinician review or
customization of the technology. Entities also must
monitor and comply with emerging regulations, and
modify contract terms when necessary.
It is critical to think about the business opportunities that AI
technology affords and that customers demand, but it is just
as critical to stay abreast of changing laws and implement a
strategy for managing uncertainty. Crowell & Moring’s Digital
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Health team continues to monitor U.S. and international
policy regulating AI and can work collaboratively with your
team’s leadership, lawyers, product managers, engineers, and
government affairs teams to provide strategic counseling on
these issues

Blockchain for Business
By: Laura Foggan (partner, insurance)

Risk Management and Blockchain
Businesses that deploy or rely upon blockchain may face unique
risks. And just as businesses are considering the risks presented
by blockchain operations, insurers similarly are sizing up the
exposures.
A key question is whether there is some intrinsic difference
in the risks posed by doing business through a decentralized
blockchain system as opposed to a more traditional, centralized
business model. While advocates of the technology contend
that a blockchain model is more secure and reliable, there
is no question that a blockchain is not infallible. Can the lack
of control over each node of the blockchain enhance risk in
unanticipated ways? Are limitations on how scalable blockchain
can be, since every participating node in the network must
process every transaction, fully understood? What are the
implications in terms of business interruption and liability faced
by a blockchain participant if a blockchain operation is locked
down or disrupted, even temporarily?
Among other risks, exposures related to data security and
privacy issues are at the top of the list. There is a risk of
data theft or hacking, which could expose confidential data,
even if the validity of the blockchain operation overall isn’t
compromised. There also are concerns stemming from the fact
that confidential business and personal information is being
shared, needs to be encrypted or otherwise secured, and
is being housed in multiple locations on a permanent basis.
Does the blockchain’s means of operation meet regulatory
requirements for handling confidential personal information?
For instance, is the way a blockchain functions consistent with
regulatory expectations that personal data will be destroyed
when it is no longer necessary for business purposes? How
does this regulatory expectation of destruction of personal
data no longer needed for business purposes apply, given the
permanence of transactions in a blockchain?
Apart from the risks that may be posed by blockchain
technology per se, there are specific concerns posed by
bitcoin and other cryptocurrencies. For instance, we are just

beginning to get a glimpse of answers to questions such as
whether cryptocurrencies are “money” or “funds,” and whether
digital token public offerings or initial coin offerings (ICOs) are
unregistered securities, subject to regulations governing equity
market offerings. There may be substantial responsibilities and
exposures posed depending on how the legal system answers
these questions.
For early adopters of blockchain in innovating business
operations, there are obvious risks. As use of blockchain
technology grows, so does the need for insurance designed to
address its risks.
Where Are The Insurance Solutions?
To address the unique exposures from blockchain technology,
businesses cannot rely on legacy insurance coverages, which
were not underwritten or contracted for with these risks in
mind. There is a need for insurance solutions fitted to this
technology and its risks. The lack of data on loss events from
blockchain creates a challenge to underwriting the risk, but as
the understanding of the technology grows along with broader
business use, insurers may become more comfortable shaping
coverage to meet blockchain exposures.
Legacy insurance policies are not the answer. A loss of
cryptocurrency or other digital assets cannot necessarily be
shoehorned into commercial crime coverage, for instance.
Exclusions in D&O policies, such as those for professional
services as well as data breach or electronic data exclusions,
would likely apply to claims for lack of diligence by
management or the corporate board in overseeing adoption or
reliance on blockchain technology. And business interruption
losses from harm to intangible property or electronic data
do not meet the coverage prerequisite of damage to tangible
property in traditional property policies. Thus, early adopters
of blockchain technology need to evaluate the gaps in their
insurance programs, and insurers should consider new offerings
to address them. In some cases, insurers also should consider
the possibility of claims for “silent blockchain” coverage if
specific legacy policy wordings haven’t been reviewed in light of
the increasing use of this technology.
The good news is that the growing cyber coverage market
may be situated to respond to the need for specific insurance
wordings addressing exposures arising from blockchain.
Over time, it seems likely that cyber policies will be offered
with blockchain technology specifically in mind, but there
are likely to be gaps in any coverage in the near term. Many
cyber coverage wordings in use today would not necessarily
encompass the exposures posed, for instance, by unauthorized

access to or breach of data stored on another blockchain node
not owned by the insured or contracted for through a thirdparty service provider. However, depending on the facts, some
existing cyber wordings might encompass certain exposures
from a failure or hack of a blockchain. Data breach related
costs and even data corruption, loss of use or intangible
property losses from a blockchain failure might fall within some
cyber coverages. And, ransomware or business interruption
coverage grants in cyber policies might also be at least partially
responsive to certain blockchain loss events. Early adopters
should discuss their coverage needs with their insurers, who
undoubtedly will be evaluating the market for policies geared to
growing business use of blockchain.
In the future, cyber coverage is likely to be fine-tuned to
blockchain technology, just as it has evolved to address other
emerging technology-related exposures. Insuring the blockchain
is an important, emerging challenge both for companies
adopting this technology and their insurers.

Autonomous Vehicle Incidents:
What’s Next in Liability Allocation
By: Cheryl A. Falvey (partner, privacy & cybersecurity); Laura Foggan
(partner, insurance & reinsurance); Jeff Selman (partner, corporate);
Jonathan Lindsay (partner, IP); Brent Westcott (associate, antitrust);
Rukiya Mohamed (associate); Elaine Panagakos (counsel, insurance &
reinsurance)

For an Israeli company developing autonomous vehicle
technology, it’s important to manage the potential risk of
driverless cars. Two fatal accidents involving semi-autonomous
vehicles took place in March 2018, increasing the number of
reported deaths associated with self-driving cars in the public
mind to at least four, and intensifying the focus of AV industry
participants upon the legal claims they may face going forward.
Notwithstanding the closed settlements that have resolved
liability with respect to the most high profile accidents, every
accident and incident involving AV technologies offers insights
on how liability will be allocated in the emerging landscape.
To illustrate, consider the following scenario:
A rental car company rents SUVs with autonomous features.
The SUVs include an array of cameras, radar, LIDAR, navigation
sensors, and a computing and data storage system. In
autonomous mode, the SUV can drive itself under normal
street and highway conditions. The manufacturer markets these
autonomous features as “Advanced Autopilot.” The rental car
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company also installed an aftermarket entertainment system,
which allows the driver to stream movies and TV shows while
the SUV is in autonomous mode.
The SUV is also equipped with a variety of advanced safety
features when the vehicle is being operated by the driver,
including an emergency braking system that automatically
applies the brakes when an object is detected in the vehicle’s
path and a collision is likely. The emergency braking feature is
disabled when the SUV is in autonomous mode, however. This
is required to avoid “false positives” where the vehicle’s brakes
are applied needlessly while in autonomous mode. But if the
system detects the need to apply emergency braking while in
autonomous mode, it will send a visual cue to the driver to take
control of the vehicle.
An individual rents one of the SUVs from the rental car
company. The driver puts the car in autonomous mode and
begins traveling on a four-lane road. The vehicle approaches a
crosswalk at 35 mph while a pedestrian is crossing. The vehicle’s
detection systems identify the pedestrian and send a visual
cue to the driver to apply the brakes. However, the driver is
watching a movie on the entertainment system and does not
see the visual cue. The car strikes and kills the pedestrian.

Who might face legal claims for this accident?
Vehicle Manufacturer: The vehicle manufacturer, which had
overall responsibility for the design and production of the
vehicle, could face claims based on a variety of legal theories,
including strict products liability for design or manufacturing
defects or failure to warn, negligence, breach of warranty, or
other statutory claims. In this scenario, a plaintiff might argue
that the vehicle manufacturer is liable because it intentionally
chose to disable the vehicle’s emergency braking feature to
avoid “false positives” where the vehicle brakes needlessly
while in autonomous mode. A plaintiff may also point out that
the manufacturer marketed the vehicle’s autonomous features
as “Advanced Autopilot” despite the need for the driver to still
pay attention while the vehicle is in autonomous mode.
Component Suppliers: The companies that supplied the
vehicle’s autonomous features, such as the radar, LIDAR,
camera array, navigation sensors, and computing and data
storage systems, may have a solid defense to potential claims in
this scenario—the products they supplied worked properly and
the accident may have been avoided but for actions taken by
others. But what if poor lighting or unique weather conditions
caused the system to fail to identify the pedestrian and alert
the driver that a collision was imminent? These companies
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could face many of the same claims as the vehicle manufacturer
under such circumstances.
Entertainment System Supplier: Like the other component
suppliers, the entertainment system supplier may also seek to
defend under these facts by pointing at the rental company as
the installer of the entertainment system in the vehicle. But
since product manufacturers can be responsible for foreseeable
uses of their products when installed properly, regardless of
who installs it, designing an entertainment system that does not
meet regulatory expectations with regard to driver distraction
and distracts drivers from receiving vital information may
expose these companies to additional claims. To date, such
claims have not been successful and consumer education on
avoiding driver distraction is so pervasive that such claims will
likely not have merit.1
Rental Car Company: Although the rental car company may
not be subject to strict liability for manufacturing or design
defects, it still has a duty to properly maintain its vehicles and
not make any modifications that make the vehicle unsafe. Here,
a plaintiff may claim that the rental car company outfitted
the autonomous vehicle with an entertainment system that
arguably caused the driver to miss a crucial visual cue that could
have helped avoid the accident. In fact, a ride-hailing service
testing autonomous vehicles recently reached a settlement
with the family of a pedestrian who was struck and killed by
one of its AV test vehicles, and a report on the incident showed
that the test driver was streaming Hulu before the crash.
Insurers: Notwithstanding the autonomous features of the car,
the accident was caused, at least in part, by human error: i.e.,
the driver’s failure to heed the instruction to brake because he
was distracted by the aftermarket entertainment system. In
that respect, this incident is no different from most other car
accidents -- 94 percent of which, according to the NHTSA, result
from human error. Accordingly, the liabilities arising out of this
accident, as with most other car accidents, are likely covered
by auto insurance. This would include auto policies issued to
the driver, the rental company, and/or any third party, such as
an employer, which (depending on the purpose for which the
car was rented), might be deemed vicariously liable for the
negligence of the driver.
On the other hand, the causative factors attributable to the
autonomous features of the car in this incident set it apart from
“traditional” car accidents, which are rarely if ever caused by
defective vehicular equipment of any kind. The cutting-edge
hardware and software products that combine to produce
an autonomous vehicle will invoke the potential for coverage
under an entirely different type of insurance product from that

specific to automobiles: product liability coverage issued to the
manufacturers and distributors of the component equipment.
Takeaways:
1.

2.

As responsibility for accidents shifts away from drivers and
towards the companies that design, manufacture, and
maintain autonomous vehicles, the pool of companies
potentially liable for accidents will deepen. Companies
need to consider potential liability risk when designing
autonomous vehicle-related systems and partnering with
other companies.
The development of autonomous cars will likely incentivize
insurers to increase their focus on the market for product
liability coverage. That being said, driver error is still very
much a factor in assessing liability for incidents involving
semi-autonomous vehicles, and can be expected to remain
so for many years to come. Accordingly, while the market
for product liability coverage can be expected to expand,
the substantial sector of insurance industry revenues
attributable to personal and commercial automobile
insurance is likely to remain robust for the foreseeable
future.

Recent Events

Re-Imposing Certain Iran Related
Sanctions Post-JCPOA
By: Michelle Linderman (partner, International Trade); Jeffrey Snyder
(partner, international trade); Adeoye Johnson (associate, international
trade)

On June 27, in accordance with President Trump’s May 8, 2018
decision to withdraw from the Joint Comprehensive Plan of
Action (JCPOA), the U.S. Department of the Treasury’s Office
of Foreign Assets Control (OFAC) revoked two Iran-related
General Licenses and amended the Iranian Transactions and
Sanctions Regulations (ITSR), 31 C.F.R. part 560, to reflect the
re-imposition of sanctions. OFAC also updated previously issued
Frequently Asked Questions on the President’s announcement.
These actions represent the first tangible steps taken by the
U.S. government to implement the May 8 announcement to
end some limited primary sanctions exceptions and re-impose
secondary sanctions on Iran.

Revocation of General Licenses H and I
Fulfilling one of the promises made on May 8, OFAC revoked
both General License H and General License I authorizing
certain transactions with Iran.
General License H authorized U.S.-owned foreign entities
to engage in transactions with the Government of Iran or
any person subject to the jurisdiction of the Government of
Iran. OFAC revoked General License H and replaced it with
an amendment to the ITSR authorizing the wind-down,
until November 4, 2018, of previously permitted activity, as
described in the Final Rule published on June 28, 2018 (see 31
C.F.R. § 560.537).
General License I authorized U.S. persons to engage in certain
transactions related to the export or re-export to Iran of
commercial passenger aircraft. OFAC has now revoked General
License I and amended the ITSR to authorize the wind down
of such transactions through August 6, 2018 (see 31 C.F.R. §
560.536).

Additional ITSR Amendments
OFAC amended the ITSR to authorize the wind-down of two
previously authorized types of activity for U.S. persons.
Import of Carpets and Foodstuffs: OFAC amended 31 C.F.R. §
560.534 to authorize the wind down of transactions regarding
U.S. imports of, and dealings in, certain Iranian-origin foodstuffs
and carpets through August 6, 2018.
Credit and Brokering Services for Related Activity: OFAC
amended 31 C.F.R. § 560.535 to authorize the wind down of
transactions regarding letters of credit and brokering services
relating to certain Iranian-origin foodstuffs and carpets through
August 6, 2018.
OFAC also updated JCPOA Withdrawal-Related Frequently
Asked Questions (FAQs) 4.3, 4.4, and 4.5 to address these
changes.

Additional Announcements Expected in the
Coming Weeks
These changes give effect to some, but not all, of the changes
announced by President Trump on May 8. Specifically, in
the coming weeks, we expect the issuance of at least one
new Executive Order to re-authorize previously terminated
sanctions authorities as well as the issuance by OFAC and the
U.S. Department of State of additional guidance regarding the
re-implementation of primary and “secondary” sanctions that
had been in effect prior to the JCPOA as well as potentially to
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announce additional restrictions beyond those that existed
prior to the JCPOA (e.g., targeting ballistic missile proliferation
or potentially even expanding secondary sanctions).

•

We will continue to update this guidance as and when these
changes are announced.

With respect to the FTC’s antitrust mission, the new Chair will
be taking his place alongside Assistant Attorney General Makan
Delrahim, who has already staked out positions on a wide
range of important antitrust policies since he became head
of the Antitrust Division last fall. While conventional wisdom
predicts that Republican-led Commissions will be somewhat
more restrained in antitrust enforcement than Democraticled Commissions, there are already some indications that the
current antitrust environment and Simons’s appointment as
Chairman may confound that prediction.

Change is Happening at the
Federal Trade Commission
By: Andrew Gavil (sr of counsel, antitrust); Alexis Gilman (partner,
antitrust); Lisa Kimmel (sr counsel, antitrust); Joseph Miller (partner,
antitrust, healthcare); Peter Miller (sr counsel, privacy & cybersecurity);
Wm. Randolph Smith (partner, antitrust); Kristin Madigan (counsel,
lit); Lauren Patterson (counsel, antitrust); Lauren Aronson (counsel,
antitrust); Angel Prado (associate, antitrust)

Introduction
Anyone doing business in the United States knows the
importance of Federal Trade Commission (FTC) policy and
enforcement. This year, President Trump secured the
nominations of five new Commissioners, who will soon
replenish a Commission that has served for more than a year
with only two. This complete overhaul of the FTC’s composition
adds uncertainty about the direction of U.S. antitrust and
consumer protection policies, but also presents opportunities
as the five Commissioners establish their priorities and shape
their views of the many pressing issues now facing the agency.
On April 26, 2018, the Senate confirmed five nominees (three
Republicans, two Democrats) to the FTC, four of whom will join
the agency as soon as they are sworn in:
•

Joseph Simons, a highly regarded and experienced
antitrust practitioner with prior FTC service, was confirmed
as the new Chairman of the FTC.

•

Christine Wilson, also an experienced antitrust
practitioner, will join the Commission when the term of
current Acting FTC Chair Maureen Ohlhausen ends in
September or when Ohlhausen is confirmed to a seat on
the U.S. Court of Federal Claims, for which she has been
nominated, whichever is sooner.

•

Noah Phillips, a long-time aide to Senator John Cornyn, will
fill the third Republican seat.

•

Rohit Chopra, whose background is in consumer financial
protection issues, will serve in one of the non-majorityparty seats.

10

VOLUME 4 | ISSUE 9 | FALL 2018

Rebecca Slaughter, a long-time aide to Senate Minority
Leader Charles Schumer, will serve in the other nonmajority-party seat.

The appointment of a completely new Commission comes
at an important time when antitrust enforcement and
consumer protection issues, especially data security, are in
the spotlight. Although there is a general consensus around
antitrust enforcement and its consumer-welfare goals among
practitioners, some antitrust commentators are advocating for
more vigorous antitrust enforcement within now-accepted legal
and economic principles, whereas others argue for broader
objectives. This latter group is calling for antitrust agencies to
pursue ends that go beyond the consumer-welfare standard’s
concern for the effect of mergers and conduct on consumers,
to address broader social goals such as employment levels,
income disparities, and wage stagnation. It is unlikely that a
majority of the new Commission will move the FTC in that
extreme direction, but, as has already been the case with the
Antitrust Division, the new Commissioners will likely be pressed
to engage with these evolving views of antitrust. As discussed
below, these debates may also affect particular antitrust
enforcement decisions.
The appointment of five Commissioners at once also presents
certain institutional challenges and issues:
•

Commissioners will confront a busy docket of pending
Commission matters, including those already in litigation
and under investigation. Here, career FTC staff can be
valuable and influential. Recent practice has been for
Commissioners to meet with FTC management and staff
in each Division and Office after joining the Commission to
hear about current matters and to become familiar with
agency personnel, potentially elevating the importance of
staff and their enforcement and policy views, at least in the
near term.

•

The incoming Chairman will also need to complete
appointments to a host of positions, including “Front

Office” management in the Bureau of Competition
(BC), Bureau of Consumer Protection (BCP), Bureau of
Economics (BE), Office of General Counsel (OGC), and
Office of Policy Planning (OPP). Acting BC Director Bruce
Hoffman is expected to stay in this role, which he has held
since last August. Reports indicate that Andrew Smith, a
law firm partner, will be appointed Director of BCP, and
that Bruce Kobayashi, an Associate Dean and Professor
at George Mason University’s Antonin Scalia Law School,
will become the Director of BE. Alden Abbott was recently
appointed Acting General Counsel. Finally, Bilal Sayyed,
currently in private practice and a former attorney advisor
to FTC Chairman Muris, has just been appointed the next
Director of OPP.
•

The new Chairman will quickly be called upon to make
speeches and respond to press inquiries to express his
priorities, including whether he concurs with positions
already expressed by Makan Delrahim at the Antitrust
Division. And he will have to work with his fellow
Commissioners from both political parties to establish
productive working relationships in the hope of building
consensus on his priority issues.

•

Each new Commissioner will need to hire staff, typically
consisting of three or four attorney advisors (AAs), and the
Chairman will need to select a Chief of Staff. Current FTC
staff often serves as transitional AAs until Commissioners
make permanent hires, which provides a level of
experience and continuity, again elevating the importance
of staff during the initial stages of the Commissioners’
tenure, especially those without prior FTC experience.

•

Commissioners may have much to learn about FTC
procedures, as well as the many substantive areas that
they will face. Some Commissioners arrive with antitrust
experience but little consumer protection experience
and vice versa. Moreover, while Simons and Wilson have
previously served at the FTC, the others have not. Even
for these FTC veterans, however, there will be challenges
in coming to terms quickly with the wide range of legal
and economic issues that can arise given the FTC’s broad
antitrust and consumer protection portfolio of statutes,
regulations, and guidelines, some of which have only
surfaced since they last served at the Commission.

•

Although Acting Chairman Ohlhausen will no longer
be chair, and it is unclear how much longer she will
serve, there will be important institutional benefits to
her overlapping with the new Chairman and the other
Commissioners. She has extensive knowledge of the

institution, its pending matters, and its staff, and so her
continued presence may aid the transition.

Key Issues for the New Commission
The Chair of the FTC sets the direction and tone of the
Commission, but has to contend with four colleagues who may
or may not share the Chair’s views and priorities on a wide
range of issues. High profile—and hot button—matters also
can arise unexpectedly, forcing the Commission to address new
issues. There are, however, several antitrust and consumer
protection issues that the FTC likely will have to take on, either
to continue or change current FTC enforcement and policy
positions.

Antitrust
•

Healthcare Enforcement. Merger and non-merger
healthcare enforcement has represented approximately
50 percent of FTC enforcement actions for years. This
includes suits to block hospital mergers and challenges to
pharmaceutical patent settlement agreements.
•

•

FTC healthcare enforcement is very likely to remain
active and aggressive, particularly with respect to
hospital-merger enforcement. In that area, the FTC
has been on a winning streak in court; has brought
its cases on a unanimous, bi-partisan basis; and
new Chair Simons was BC Director when the FTC
revitalized its hospital merger enforcement program
in the 2000s. The FTC also has invested substantial
resources for years to advance its pharmaceutical
conduct-enforcement agenda. Although the new
Commission could decide to proceed more slowly on
newer or novel theories, we expect that its emphasis
on healthcare markets will continue.

Technology Enforcement Generally. The Commissioners
are taking office at a time of vocal debate from otherwise
conflicting ends of the political spectrum about whether
the agencies have been sufficiently aggressive in policing
technology firms. Much of that attention has focused on
the largest and most successful consumer-facing firms,
and has included comparisons to the more aggressive
enforcement policies of the European Commission.
These firms, however, have varying business models,
products, and services. From an antitrust perspective,
it is questionable whether they can fairly be described
as a single “technology” sector or even as like “digital
platforms”—their market positions and characteristics can
differ widely. But both agencies will be under a great deal
of pressure to “do something” about big tech.
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•

•

•

This is an area that will be important to watch.
Chairman Simons is well-acquainted with these
issues and was the FTC’s Director of the Bureau of
Competition when it commenced the Rambus case
in 2002. We will be watching for early indications of
whether he will share AAG Delrahim’s views, or stake
out a different position.

The FTC is likely to continue to pursue policy advocacy
and antitrust enforcement in cases where state
regulations significantly restrain competition. State
Certificate of Public Advance (COPA) laws have recently
stymied FTC efforts to stop allegedly anticompetitive
hospitals mergers, so look for the FTC to devote
resources to studying the effects of these laws and
trying to prevent more states from passing such laws
and from approving hospital mergers under them. We
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Remedies Generally. The FTC’s recent retrospective study
of its merger remedies concluded that its remedies were
always successful when a complete, ongoing business
was divested, and effective 70 percent of the time when
a partial divestiture was required. Others have noted that
the FTC experienced significant merger-remedy failures
not captured by the study and have called for more merger
challenges rather than settlements.
•

•

State Action and Regulations Affecting Competition. The
FTC’s suits (ending in success at the Supreme Court) in NC
Dental and Phoebe Putney challenged state-sanctioned
limitations on competition. Additionally, outgoing Acting
Chair Ohlhausen made “Economic Liberty” and combating
state occupational licensing requirements a key feature of
her tenure.
•
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also expect to see even greater interest in examining
anticompetitive conduct by nominally “state” boards
made up of private industry participants, and perhaps
stepped-up efforts to erode the Noerr-Pennington
(First Amendment) protections for anticompetitive
petitioning activity directed at courts and governments
that impede markets.

Technology and Intellectual Property Enforcement. One
of the last major enforcement actions brought by the
outgoing FTC leadership just prior to the Presidential
inauguration concerned the antitrust treatment of SEPs
(Standard Essential Patents) and FRAND (Fair, Reasonable
& Non-Discriminatory) commitments. As was evident
from then-Commissioner Ohlhausen’s dissent, the views
of the Commission on these issues was already divided. In
addition, AAG Delrahim has already indicated his views that
antitrust ought to play a far more limited role in this area.
•

•

Although it is likely that the actions (especially
proposed acquisitions) by large tech firms will be
carefully scrutinized, we do not expect to see any
pronounced up-tick in monopolization challenges to
these firms absent revelations about specific, harmful
conduct. We also don’t expect to see any significant
change of philosophy and approach from current
legal and economic standards for judging exclusionary
conduct. It is likely that Chairman Simons’s view
will be similar to that recently expressed by AAG
Delrahim that the law and economic tools available
are adequate, and that the agencies ought to be
cautious in these areas, respect success, and avoid
interventions that could inhibit innovation.

Behavioral Remedies. The FTC and DOJ have a longstanding
preference for structural remedies to resolve merger
concerns, especially in horizontal mergers. Previously,
both agencies generally accepted behavioral remedies
to resolve vertical-merger concerns. Now, however, AAG
Delrahim has made it clear that DOJ will be disinclined to
accept a behavioral remedy. He has characterized them
as excessively regulatory in nature and questioned their
effectiveness. The question remains whether the FTC will
be more open to behavioral remedies in vertical cases or
will take DOJ’s stricter approach.
•

•

Incoming Chair Simons has said that the 30 percent
failure rate of partial divestitures is too high. The
implication of his statement, combined with the three
remedy failures, is likely to be a demand for greater
diligence, additional assets to be included in divestiture
packages, and a marginally greater inclination to
challenge mergers when the viability of a divestiture
remedy is in doubt.

In January, Acting BC Director Hoffman gave a speech
explaining that the FTC, too, preferred structural relief
in vertical mergers, but also noted that economic
theory does not generally predict harm from vertical
mergers and that efficiencies are “much more
intrinsic” in vertical mergers. While the FTC will
likely seek to maintain a public posture aligned with
DOJ that structural remedies are preferred even in
vertical cases, the FTC may be more open than DOJ to
behavioral remedies in vertical cases.

Common Carriers. If the Federal Communications
Commission succeeds in its efforts to repeal most of the

existing net neutrality rules, oversight and enforcement
involving Internet Service Providers could revert to the FTC.
A February 2018 en banc Ninth Circuit decision held that
the “common carrier” exception to the FTC Act only applies
to the extent a common carrier is engaging in common
carrier services, and leaves open the possibility of FTC
enforcement with respect to privacy issues.
•

Other Issues. The Commissions is also likely to face a range
of other issues, including antitrust and net neutrality;
international competition advocacy; and perhaps the
SMARTER Act, which would align the FTC’s mergerlitigation process and standard with DOJ’s.

also see significant differences of opinion emerge
among the Commissioners, both as to substantive
coverage and remedies. The anti-regulatory agenda
of the Administration, which has been embraced by
AAG Delrahim, could dampen interest in additional
privacy-related regulations. We will also be watching
for developments in remedies for privacy-related
violations, an area where economic analysis might be
invoked to support less-invasive interventions.

Consumer Protection

COPPA. There has been ongoing enforcement of the
Children’s Online Privacy Protection Act (COPPA). In
2017, the FTC released an Enforcement Policy Statement
regarding the applicability of COPPA to the collection and
use of voice recordings.

•

•

Data Security. The news is rife with stories about
recent high-profile data breaches involving companies
such as Ashley Madison, Equifax, Hyatt, and Uber. The
Commission’s interest in data security has been largely
bi-partisan, and with significant additional breaches likely
to occur, that support is likely to continue.
•

•

•

We expect continued FTC scrutiny of data security;
continued business education to provide companies
with strategies to implement effective data security;
and ongoing enforcement activity. It is clear that the
FTC expects marketers to take reasonable steps to
secure consumer data and that is unlikely to change.
We will, however, be watching for changes in approach
to the design of remedies.

Privacy. Similarly, privacy concerns have been magnified
by the recent Cambridge Analytica scandal and other
well-publicized incidents. In December 2017, the FTC
held two privacy-related workshops: Student Privacy
and Ed Tech, and Informational Injury resulting from
privacy and data breaches. In February 2018, the FTC held
PrivacyCon, an annual collaboration among privacy and
security researchers, consumer advocates, industry, and
the government to explore the key privacy and security
implications of emerging technologies.
•

We expect the FTC to devote considerable resources to
privacy enforcement as well as consumer and business
education. The FTC may look to improve consumers’
control over their data. Senator Maria Cantwell asked
Slaughter for her views on the new European Union
General Data Protection Regulation (GDPR), and she
reportedly stated that the United States can learn from
Europe about giving consumers more control over
their data. This is an area, however, where we might

•

Internet of Things. The FTC has been increasingly focused
on the Internet of Things due to the rapid proliferation
of Internet of Things devices. The FTC has been focused
on improving transparency and has begun to initiate
enforcement cases against companies for failure to
adequately inform consumers about their use of personal
information collected through IoT devices.
•

•

We can expect enforcement activity in this area to
continue. Children are increasingly using connected
devices and toys. Only a few days ago, the FTC sent
warning letters to two companies based in China and
Sweden that market electronic devices and apps that
appear to collect geolocation data from children,
warning them that their products may be violating
the COPPA Rule. Moreover, Commissioner Chopra’s
interest in vulnerable populations, an increasing
number of IoT devices targeting children, and recent
data breaches all suggest that the FTC will look closely
at COPPA compliance and will increase consumer
outreach to vulnerable population—parents of
children, the military, and senior citizens.

Commission interest in monitoring the development
of the IoT has been bipartisan and we expect that it
will continue. Commissioner Slaughter’s stated interest
in the intersection of privacy/data security and the
Internet of Things also suggests that she will likely
continue to focus on IoT privacy issues.

Scams. Combating fraudulent scams is a core enforcement
activity for the FTC.
•

The FTC is engaged in enforcement actions against
companies using deceptive pop-ups and technical
support scams through Operation Tech Trap.
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This enforcement will likely continue. Notably,
Commissioner Slaughter was active in drafting
legislation to target online ticket buyers—the BOTS Act
of 2017.
•

Other Issues.
•

Endorsements and “Influencers”. The FTC has been
actively cracking down on deceptive influencer
marketing practices for several years, revising its
Endorsement and Testimonial Guides FAQs, sending
warning letters, and bringing numerous cases against
companies, ad agencies and now, influencers. None of
the new Commissioners specifically cited an interest in
endorsements or social media, but we do not expect
that the FTC’s interest in endorsement practices will
wane.

•

Credit Bureaus. We may see increased enforcement
of credit reporting under the Fair Credit Reporting Act
(FCRA). Commissioner Chopra has expressed concerns
with respect to limited oversight of credit reporting
agencies in Washington, particularly in light of the
substantial impact credit reporting agencies have on
consumers’ lives and the amount of data they own—
but only offering consumers limited visibility to the
data they collect and the proprietary algorithms they
use. The Equifax breach may increase FTC attention to
this issue.

•

indicating that APT Actors are likely to target Cleared
Defense Contractors (CDCs) via spear phishing campaigns
or network infrastructure compromises. Common spear
phish targets may include individuals featured on internetfacing CDC Web sites and high-ranking CDC executives.
SAM News
•

Earlier this summer, the General Services Administration
(GSA) changed the process for verifying registrants on the
System for Award Management (SAM). Effective June
29, 2018, all non-Federal entities who create or update
their registration in SAM.gov will no longer need to have
an approved Entity Administrator notarized letter on file
before their registration is activated, though all nonFederal entities still must mail the original, signed copy of
the notarized letter to the Federal Service Desk within 30
days of activation. In addition, effective June 29, 2018, the
current SAM.gov username and password will no longer
work, and registrants will be asked to create a Login.gov
user account.

Rules News!
RULES for DOD, GSA and NASA include:
•

Breaches of Personally Identifiable Information:
Planning to issue a notice of proposed rulemaking in
November 2018 to amend the Federal Acquisition
Regulation (FAR) to address contractor breach
response requirements consistent with the
requirements of the Office of Management and Budget
(OMB) Memorandum, M-11-12, “Preparing for and
Responding to a Breach of Personally Identifiable
Information.” We previously reported on the OMB
Memorandum in January 2017 (please see attached).

•

Controlled Unclassified Information (CUI): Planning
to issue a notice of proposed rulemaking in December
2018 to amend the FAR to address agency policies for
designating, safeguarding, disseminating, marking,
decontrolling, and disposing of CUI. The rule will
ensure uniform implementation of the National
Archives and Records Administration (NARA) CUI
program in contracts across the government. We
previously circulated a memorandum on the NARA CUI
program in September 2016 (please see attached).

•

Applicability of Small Business Regulations Outside the
United States: Planning to issue a notice of proposed
rulemaking in January 2019 to amend the FAR to be
consistent with the Small Business Administration

Other Areas of Deceptive Advertising. While none of
the incoming Commissioners referenced deceptive
health claims, greenwashing, or unsubstantiated Made
in USA claims as key issues, we believe the FTC will stay
the course and will continue to pursue enforcement
actions in these areas.

The Fastest Five Minutes –
Crowell & Moring’s Podcast
for Government Contractors
Welcome to the Fastest Five Minutes, presented by Crowell &
Moring. We are your co-hosts, David Robbins and Peter Eyre,
bringing you a biweekly summary of significant government
contracts legal and regulatory developments that no
government contracts lawyer or executive should miss.
Active Cyber Threat News
•
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This summer, the Cyber Division of the Federal Bureau of
Investigation (FBI) issued a private industry notification
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(SBA) regulation at 13 C.F.R. § 125.2, thereby clarifying
that the small business contracting regulations apply
regardless of the place of performance, including
overseas.

•

RULES JUST FOR GSA: GSA announced in its semiannual
regulatory agenda that the agency
•

Cyber Incident Reporting: …plans to issue a notice of
proposed rulemaking in October 2018 to amend the
General Services Administration Acquisition Regulation
(GSAR) to establish a timeframe for GSA contractors to
report cyber incidents that could potentially affect GSA
or its customer agencies.

RULES JUST FOR SBA: SBA announced in its semiannual
regulatory agenda that the agency intends to propose a rule in
May 2018 to implement Section 1821 of the NDAA for FY 2017,
which establishes that failure to act in good faith in providing
timely subcontracting reports shall be considered a material
breach of contract.

In contrast, the current language of FAR 15.403-1(c)(1)
would remain in full force for contracts with all other
agencies. Under the current language, which provides a
broader exception, adequate price competition also exists
if there was a reasonable expectation that two or more
responsible offerors would submit offers, even if only one
offer is received, or price analysis demonstrates that the
proposed price is reasonable.

And they issued an interim rule as follows
•

On June 15, 2018, the Department of Defense (DoD), the
General Services Administration (GSA), and the National
Aeronautics and Space Administration (NASA) issued an
interim rule amending the Federal Acquisition Regulation
(FAR) to implement a section of the National Defense
Authorization Act for Fiscal Year 2018 that prohibits the use
of hardware, software, and services of Kaspersky Lab and
its related entities by the Federal Government on or after
October 1, 2018.

DCAA News

Proposed Rule, Exception From Certified Cost or Pricing Data
Requirements-Adequate Price Competition, 83 FR 27303

DCAA made public its FY 2017 report card to congress that
indicates DCAA is on track to eliminate its backlog by the close
of FY2018. Granted, DCAA only considers an audit backlogged
when it is more than 2 years old, but that is still tremendous
progress.

Summary:

OTA News

This summer, the Department of Defense (DoD), the General
Services Administration (GSA), and the National Aeronautics
and Space Administration (NASA) issued a proposed rule to
amend the Federal Acquisition Regulation (FAR) to address an
exemption from certified cost or pricing data requirements
when price is based on adequate competition.

•

This summer, Nextgov.com published an article detailing
the scope and breadth of Other Transactional (OT) contract
spending, based on ten years of contracting data from the
Federal Procurement Data System.

•

According to the data collected by Nextgov.com,
government agencies awarded $10.4 billion on more than
7,000 OT contracts from fiscal year 2008 to April 2018. The
funds were predominately directed towards developing
and prototyping advanced weapons systems, spacecraft,
cloud computing, and professional services.

And DOD, NASA and GSA proposed a rule (rather than
announce its intent to do so) as follows

•

•

The proposed rule would amend the definition of
“adequate price competition” for contracts with certain
agencies (DoD, GSA, NASA, and the Coast Guard) as it
relates to the requirement to submit “certified cost or
pricing data.”
For those agencies, the adequate price competition
exception would only apply in one scenario - “if two or
more responsible offerors, competing independently,
submitted responsive and viable offers.” If the agency
only received one offer, certified cost or pricing data would
always be required – regardless of whether the offer was
submitted with the expectation of competition.

July 25, 2018
Welcome to the Fastest Five Minutes, presented by Crowell &
Moring. We are your co-hosts, David Robbins and Peter Eyre,
bringing you a biweekly summary of significant government
contracts legal and regulatory developments that no
government contracts lawyer or executive should be without.
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Cost Accounting News
•

On July 17, 2018, the Cost Accounting Standards (CAS)
Board published a final rule revising the CAS exemption for
contracts or subcontracts for the acquisition of commercial
items.

•

Prior to this final rule, the CAS commercial-item exemption
enumerated specific types of contracts available
for commercial-item procurements and, therefore,
exempt from CAS coverage. However, as statutory
changes expanded the types of contracts authorized for
commercial-item procurements, the CAS regulations had to
be amended several times.

•

•

The Federal Acquisition Regulation (FAR) also includes an
enumerated list of the contract types authorized for use
in acquiring commercial items at FAR 12.207, a provision
which has similarly been amended over the years to reflect
statutory changes.
The final rule eliminates the need for such revisions to
the CAS regulation going forward, and also eliminates any
inconsistency between the FAR and CAS, by removing the
CAS regulation’s enumeration of the eligible contract types
and inserting instead a cross reference to FAR 12.207. The
CAS commercial-item exemption will now refer simply to
“[c]ontracts and subcontracts authorized in 48 CFR 12.207
for the acquisition of commercial items.”

•

Earlier this summer, Deputy Secretary of Defense
Patrick Shanahan issued a memorandum ordering the
establishment of the Joint Artificial Intelligence Center
(JAIC) within the Department of Defense (DoD). According
to the memorandum, the DoD Chief Information Officer
(CIO) will establish the JAIC, with the aim of swiftly
introducing new capabilities and experimenting with new
operational concepts in support of the DoD’s warfighting
missions and business functions.
Specifically, the goals of the JAIC are to accelerate the
delivery of artificial intelligence (AI) capabilities, scale the
DoD-wide impact of AI, and synchronize DoD activities to
expand joint force advantages. The DoD anticipates that
the JAIC will achieve these goals by:
•
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Developing and executing national mission initiatives
(NMI) in partnership with the Joint Staff, DoD
components, and mission owners;
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Leveraging NMIs and DoD cloud adoption to establish
a DoD foundation for execution in AI;

•

Collaborating within the DoD, across government, and
other third parties to strengthen partnerships, highly
critical needs, solve problems of urgent operational
significance, and adapt AI technologies for DoD
missions; and

•

Working with the Office of Secretary of Defense
components and other relevant organizations to
develop a governance framework and standards for AI
development and delivery.

The key point here is probably that we can look back to this
establishment as the tipping point when computers and robots
took over DoD. [Note, that is a joke. Do not say on podcast]
Protest News
In a modern day twist on the “late is late” rule,
•

Back in July, the Government Accountability Office
(GAO) dismissed as untimely CWIS, LLC’s (CWIS) protest
challenging the Department of Housing and Urban
Development’s sole-source justification to enter into a
12-month contract with P.K. Management Group, Inc. for
field service management.

•

Under GAO regulations, any protest alleging improprieties
in a solicitation document must be filed within 10 days
of when the protester knew or should have known of the
basis for its protest. Any such protest must be filed on
GAO’s electronic protest docketing system (EPDS); or in the
event of an EPDS malfunction, submitted to protests@gao.
gov.

•

HUD posted its sole-source justification and approval
(J&A) document on June 19, 2018. Counsel for CWIS
attempted to file its protest of the J&A via EPDS on June
29 at 5:29 p.m. ET, but was unsuccessful and received an
error message. At 5:31 p.m. ET—after the GAO’s office
had closed for filing—counsel for CWIS advised GAO by
email of the EPDS error. At 5:46 p.m. ET, counsel for CWIS
submitted the protest to protests@gao.gov.

•

GAO found that the protest was submitted at 5:46 p.m.,
after the closing time for the submission of protests on
June 29. As a result, the protest was not “filed” until the
next working day, July 2, and the protest was untimely.

Artificial Intelligence News
•

•

Audit News
•

In July, the Government Accountability Office (GAO)
released its new revision of the Generally Accepted
Government Auditing Standards (GAGAS), commonly
known as the Yellow Book. Auditors of federal, state, and
local government programs use the Yellow Book standards
to perform their audits and produce their reports. The
2018 Yellow Book supersedes the 2011 revision.

•

The revisions contain major developments that reinforce
the principles of transparency and accountability and
strengthen the framework for high-quality government
audits. Key changes to the Yellow Book include:
•

(i) a new format that differentiates requirements from
application guidance;

•

(ii) supplemental guidance from the appendix of the
2011 revision is either removed or incorporated into
the individual chapters;

•

(iii) the independent standard is expanded to state that
preparing financial statements from a client-provided
trial balance or underlying accounting records
generally creates significant threats to auditors’
independence, and auditors should document the
threats and safeguards applied to eliminate and
reduce threats to an acceptable level or decline to
perform the service;

•

(iv) the peer review standard is modified to require
that audit organizations comply with their respective
affiliated organization’s GAGAS peer review
requirements;

•

(v) new guidance to address waste and abuse as
defined under government auditing standards; and

•

(vi) updated internal control guidance for performance
audits with specific considerations for when internal
control is significant to the audit objectives.

designated country is eligible for sale to the United States
under the TAA.
•

The Court concluded that a drug which met the definition
of a “domestic end product” would also qualify as a
“U.S.-made end product” and enjoined the Veterans
Administration from relying on the CPB ruling in declaring
the product ineligible. In doing so, the court has given
effect to often overlooked language in the FAR 25.003
definition of “U.S.-made end product” that allows either
an item manufactured in the United States or an item
substantially transformed in the United States to be eligible
for sale to the federal government.

•

The decision opens the door for manufactured commercial
off-the-shelf (COTS) items to be eligible under the TAA as
long as final assembly occurs in the United States, without
regard to the source of a COTS product’s components. It
might even have broader implications because the FAR has
never included an express definition of “manufacture,”
and the definition of “U.S. made end product” does
not expressly reference the definition of “domestic end
product,” under which, in the Buy American context,
“manufacture” is just one of two elements for

COFC News
•

Earlier this summer, the U.S. Court of Federal Claims
(Court) released a decision in Acetris Health, LLC v. United
States, concluding that a drug could qualify as a “U.S.made end product” under the Trade Agreements clause,
FAR 52.225-4, despite a Customs and Border Protection
(CBP) ruling under the Trade Agreements Act (TAA) that
the drug had not been “substantially transformed” in the
United States, the usual test for whether a product from a
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About Crowell & Moring’s Israel Practice
Our Israel Practice provides one-stop strategic and legal
advice to Israeli companies doing business in the U.S. and
multinationals partnering with Israeli companies. We handle the
complete array of issues that Israel-related businesses tend to
experience, from intellectual property advice on the first idea, to
corporate and employment representation in the establishment
and financing of the entity, to securities work on the public
offering, through M&A representation in conjunction with the
sale of the company.

• Mergers & Acquisitions

We understand the fast-paced, cutting-edge needs of Israeli
companies, investors, executives and entrepreneurs. We
anticipate issues and opportunities and operate proactively,
quickly, and creatively. We are deeply ensconced in the most
relevant sectors including:

• Labor & Employment

• Intellectual Property
• Formation of U.S. Entities & Tax Planning
• Financing, including venture capital and debt financings
• Public Offerings
• Government Contracts
• International Litigation & Dispute Resolution
• Advertising & Product Risk Management
• International Trade and Customs
• Joint Ventures and Franchising
• Licensing and Strategic Collaborations

• High Tech
• Technology, Media & Telecommunications
• Internet
• Cybersecurity
• Aerospace & Defense
• Pharmaceuticals & Life Sciences
• Energy/Clean Tech
• Retail & Consumer Products
We handle virtually every type of legal work needed by Israeli
companies doing business in the U.S. and around the world.
Areas of focus include:

We facilitate business opportunities for our clients by early
identification of market openings, private and government RFPs,
technology trends, investor desires, compelling technology
and the like, and by making introductions to potential business
partners. Our extensive relationships with Fortune 500
companies, category killers, private equity leaders, and venture
capital funds enable us to introduce Israeli emerging companies
to the most sought after investors and strategic partners. And
our vast network in the Israeli business community allows
us to introduce our industry-leading multinational clients to
compelling Israeli technologies and products, and those who
create them.

Israel Practice Chair
Samuel E. Feigin
Partner
sfeigin@crowell.com
202.624.2594

Sam Feigin is chair of C&M’s Israel practice, and a member of the Corporate Group
and Life Science Steering Committees. He is a longstanding Chambers-ranked M&A/
Corporate attorney and leading Employment attorney with more than 20 years
of experience of representing Israeli companies establishing presences and doing
business and transactions in the US and globally. For 2017, the National Law Journal
named Sam one of fewer than 20 M&A and Antitrust Trailblazers.

If you have questions or would like additional information related to the content provided in this
newsletter, please contact the authors or Sam Feigin, Chair of Crowell & Moring’s Israel Practice.
https://www.crowell.com/Practices/Israel-Practice
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