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Crowell & Moring Embarks on New Partnership
with Israel-US IP Boutique to Provide Unique
Offerings to Clients
Crowell & Moring attorneys Michael Jacobs
and Mark Kass discussed the new partnership
and the latest legal issues affecting Israeli
companies with ISUS IP principals Jason
Mirabito and Omer Peled.
What excites you most about the new
partnership between ISUS IP and Crowell &
Moring?
Omer Peled: From the perspective of ISUS IP, the partnership will
enable us to offer more professional services to our Israeli clients.
Through the partnership we can serve them on the ground in Israel
with a broader perspective and more integrated multi-disciplinary team
on a continuous basis. In the past, services were provided over the
phone and remotely which led to less meaningful interactions and less
nuanced understanding of the basic needs of the client. By offering our local services in
conjunction with Crowell & Moring, we have a competitive advantage and are able to
really tailor the services to the needs of the local companies and foster stronger client
relationships.
Michael Jacobs: Israel is a hotbed of technology development, from
information technology to life sciences. For Crowell & Moring, this is an
exciting opportunity to develop deeper relationships with Israel-based
companies and to counsel Israeli companies on IP issues as they grow
their business.
Mark Kass: At Crowell & Moring, our Israel practice is focused on
developing deep ties with Israeli companies. We provide legal services
related to the United States with a long term perspective. The ability
to work closely with Jason, Omer, and others on the ISUS IP team,
and the Israeli companies that they know well, allows us to efficiently
provide services that only a US law firm can give while also working
collaboratively with our peers at ISUS IP.
Contents copyright © 2017 by Crowell & Moring LLP. All rights reserved.
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What opportunities do you see for clients based on this new
partnership?
Jason Mirabito: When we saw the opportunities
in Israel growing and our basic difficulty in
pursuing those opportunities because of size and
IP-centric focus of our practice, we decided that
partnering with Crowell & Moring would be a
good fit.
Mark: Many Israeli companies are moving into or expanding
their business in the US. The collaboration between our two
firms will allow us to have a deeper understanding of the
company’s business, goals and intellectual property and to
provide a comprehensive team to work on their US commercial
agreements, with Jason and Omer on the ground with the
clients. One of the exciting aspects of the partnership is that
beyond being a full-service US firm we can offer clients in Israel
continuous IP management services. This, we believe, is truly
unique.
Mike: I think Israeli companies are uniquely international in
scope and they understandably rely on and work most closely
with their local IP counsel, given the primacy of IP protection.
Our partnership of firms will allow clients of ISUS IP to access the
international platform of C&M in the US and Europe, on a whole
host of increasingly important legal and business areas including
cyber security and US industry regulation. It will also allow our
Israeli clients to access local client relationship managers and
legal attention that most U.S. firms don’t have in that market.
What are some IP developments you see that are relevant to
Israeli companies?
Mike: Section 101 of the U.S. Patent Act addresses patent
eligibility. This is a highly contested issue in the biotechnology
and computer technology industries. There has been ambiguous
guidance from the U.S. Supreme Court as to what is patentable
and what is not. There are some real opportunities in terms
of working with clients to help devise strategies to help deal
with Section 101 issues. At Crowell & Moring, we have handled
dozens of IPR cases. We are one of the few large US firms that
handle this volume of IRPs. Our IP attorneys have developed
experience in both challenging and defending patents, which
optimal strategies on both sides. Our focus is to provide strong
strategic advice to clients that are dealing with IPRs.
Omer: There are many companies that are considering the value
of an IPR and we are able to provide strategic advice to these
clients that are interested in initiating the process.
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Jason: Navigating patent litigation and IPRs in the U.S. can be
confusing, and due to the Crowell & Moring partnership with
ISUS IP, we can provide an unbiased view of how to face this
issue. In the past year, patent litigation cases have declined and
IPRs have increased dramatically. The Federal Circuit is making
IPR decisions on a weekly, if not daily basis. We focus on how
IPRs work and how they can impact our clients, who have a
great interest in navigating these issues. Israeli companies
also have an interest in avoiding an IPR. With this partnership,
companies would not have to worry about handing off their case
to a firm 6000 miles away. ISUS IP will be on the ground, on a
daily basis working with Crowell & Moring.
What are some IP trends or options in the Israeli market that you
think are up and coming or not fully explored?
Omer: An interesting option for Israeli companies are design
patents. Many of these companies do not realize that design
patents have the ability to protect products. We advise clients
on the advantages of creating a design patent and show them
the value that it can create for their business.
Jason: Recently, one of our clients had other patent counsel
representing them. As we discussed their business, they
mentioned that their patent attorney had not discussed design
patents or mentioned that it was an option for this client.
Now we have worked with them to file several design patent
applications for their products. With a new Israeli patent law,
this is an important focus of our efforts. We advise clients
in design patents in many ways, including assisting them in
protecting utilitarianish products under design patents, often in
conjunction with filing utility patent applications for those same
products. This allows clients to receive patent protection much
more quickly than if an utility application only had been filed.
Mike: At Crowell & Moring, we have filed thousands of design
applications for companies to protect many aspects of customer
products ranging from computer interfaces to large mechanical
devices. In the U.S., design patents have been an area of patent
protection and IP law that has been underutilized by many
companies. Recently, many industries are starting to take
advantage of them due to the many advantages. Design patents
have a distinct advantage over utility patents due to lengthier
patent terms. Under US law, the patent term for design patents
starts upon the issuance of the patent in contrast to utility
patents where the lifetime of the patent is based on the filing
date of the application. In recent years, there have been several
high stake litigations in the design realm in the recent years.

Michael Jacobs is vice-chair of Crowell &
Moring's Intellectual Property Group.

Mark Kass is a member of the Crowell &
Moring Israel Practice Steering Committee who
has been representing Israeli tech companies
on transactions for more than 20 years.

Jason Mirabito is a co-founder of ISUS
Intellectual Property. He is an experienced US
Intellectual Property attorney who started as
an examiner at the USPTO and served as the
co-chair of the Intellectual Property department
of a major US law firm for many years.

Omer Peled is a co-founder of ISUS Intellectual
Property. He is a very experienced engineer and
business executive who has served as the IP
manager for several global companies.

Virtual Currencies and Tokens —
Buyer Beware, and Issuer Beware
By Jenny Cieplak
Whether they are referred to as “initial coin offerings,”
“virtual currencies” or “token sales,” blockchain-based tokens
are raising eyebrows as well as significant funds. It seems
like the dot-com boom of the 1990s is returning with a new
twist — or perhaps it is the next natural step after the rise
of crowdfunding platforms. However, just as there are many
stories of dot-com failures and kickstarters that turned out to
be nonstarters, investing in virtual tokens involves significant
risk. And for creators of virtual tokens, there is also significant
risk — not only from disgruntled investors in the event a
product does not succeed, but also from regulators who now
have virtual tokens squarely in their sights. While this article
does not attempt to describe all the US regulations that may
apply to the issuance of a virtual token, it highlights some
areas for both investors and issuers to consider.

This article will use the term “virtual tokens” as shorthand for
blockchain-based assets, which are sometimes also known as
virtual currencies, utility tokens and virtual coins. The classic
example of a virtual token is Bitcoin, the value of which has
increased exponentially since it was introduced, together with
its foundational technology blockchain, in 2008. Many types of
virtual tokens followed. Some of these virtual tokens are simply
stores of value, like Bitcoin, and some of them offer additional
functionality such as smart contracts (Ether is an example
of this type of token). Tokens are being created that allow
purchasers to do things such as transact in energy, purchase
and sell online advertising, and even store dental records.
Many companies are looking to virtual tokens as a way of
raising funds outside the scope of the securities laws, the
regulatory structure that typically governs capital raising. The
US is not unique in implementing restrictions on sales of equity
in companies to investors, although the US regulations are
considered by some to be especially complex. And so creators
of virtual tokens are characterizing their tokens as something
other than securities in order to avoid burdensome regulatory
requirements.
This has implications both for investors and issuers of virtual
tokens. For investors, it means that token sellers are providing
much more limited information than they would provide in
an ordinary fundraising which implicates the securities laws.
In spite of this, some token sales have generated prodigious
amounts of funds. However, investors should be wary of
purchasing virtual tokens, particularly in so-called “initial coin
offerings” where the issuer is raising funds in order to build
products and functionality that aren’t yet in existence.
Investments in virtual tokens should be evaluated like any other
investment. The issuer’s business plans should be considered,
as well as any technical information that the issuer has made
available. Many virtual token issuers are creating whitepapers
describing their technology, in addition to releasing their source
code for examination. If no technical information is available,
buyers are taking the risk that the technology will never be
developed and the tokens will not be useful. In addition, many
virtual tokens are not listed on any exchange when they are
first issued, and thus the ability to trade out of a position is
limited. While a reputable management team may help give
investors comfort with respect to these risks, any virtual token
is a speculative investment until it is freely tradeable and its
functionality is in place.
For both investors in and issuers of virtual tokens, there is
another key risk in addition to the business-related risks
described above — the risk that a virtual token sale previously
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thought to be outside regulatory structures will instead be
deemed subject to securities regulation, money transmission
regulation or other regulatory requirements.
The US, in particular, takes a broad view of its regulatory
reach. For example, the US Securities Exchange Commission
(SEC) may take the view that a token should be subject to US
securities regulations if it is sold to US persons, regardless
of whether the token issuer has other operations in the US.
Sales of securities in the US are required to be registered
with the SEC, unless the sale falls within an exemption from
registration, such as the exemption for sales to investors who
meet specified net worth or income requirements and who
are deemed by US regulators to be sophisticated enough
to engage in risker investing activity. The consequences of
offering a security to the public without registration are severe
— purchasers can require the issuer to refund their purchase
price, in addition to any regulatory penalties that may be
assessed. These consequences will be felt most by issuers, but
also by investors — an investor in a virtual token that is subject
to unanticipated regulatory costs is very likely to lose the
entire value of its investment if the issuer has not retained the
resources to offer refunds to all investors.
While some token issuers are choosing to operate from a
jurisdiction with a regulatory framework that is traditionally
considered friendly to businesses, the place of a token
issuer’s operations matters much less in the digital age
where customers can be around the world. Issuers are
taking precautions such as blocking users with IP addresses
in jurisdictions with significant regulatory risk, or asking
users to check a box indicating that they are not located in
the US. However, it is possible to disguise IP addresses and
obviously a purchaser may not be truthful when filling out an
internet survey. No US regulator has addressed whether these
measures, without inquiring further as to whether a client is a
US person, are sufficient.
How, then, is an issuer of virtual tokens to get comfort that its
token is not subject to US securities laws? Unfortunately, there
is no bright-line test and no safe harbor. The SEC considers
the facts and circumstances related to the token offering,

If you have questions or would like additional
information related to the content provided in this
newsletter, please contact the authors or Sam Feigin,
Chair of Crowell & Moring’s Israel Practice.
https://www.crowell.com/Practices/Israel-Practice
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considering whether the token involves an investment of
money in a common enterprise where the investor is led to
expect profit solely or substantially from the issuer of the
virtual token. Thus, tokens that entitle holders to share in
profits made by the token issuer in its business are almost
definitely securities. Tokens that do not provide such an
entitlement, and that have functionality in addition to being
a speculative investment, are less likely to be considered
securities — although the SEC can take a hindsight view if it
believes investors have been harmed by the sale.
Even if a virtual token sale is outside the jurisdiction of the
SEC, token issuers will need to contend with state-by-state
regulation of virtual currency businesses — New York State has
adopted a comprehensive regulatory framework applicable not
only to issuers but also to exchanges and other businesses that
provide services to virtual token holders and issuers, and other
states are considering such frameworks as well. Further, tokens
may be subject to industry-specific regulations — for example,
a token used for storage of medical records will need to be
compliant with HIPPA and related medical privacy rules.
As the head of the SEC’s distributed ledger group recently
pointed out, an issuer still cannot defraud investors even if its
virtual token is not subject to any specific regulatory regime. If
an issuer’s token does not deliver its promised functionality, it
is quite likely that investors will seek other avenues of redress,
such as through the Federal Trade Commission (whose mission
is consumer protection) or the Consumer Financial Protection
Bureau.
In sum, companies wishing to raise funds should not view
virtual tokens as a way to operate outside the law. Regulatory
agencies will take their own view of the substance of a
transaction, regardless of whether a token’s terms of use
state that the token sale should not be viewed as an offering
of securities or similarly regulated transaction. And investors
who are considering committing significant funds to a virtual
token sale should evaluate not only the issuer’s business plans,
but also the regulatory framework to which the issuer and the
token will be subject.

Jenny Cieplak is counsel in Crowell & Moring’s
Corporate Group and lead of the Blockchain
Initiative.

Fastest Five Minutes:
U.S. Government
Contracts Legal and
Regulatory Developments
The Fastest Five Minutes is presented by Crowell & Moring
co-hosts David Robbins and Peter Eyre. The podcast is a
bi-weekly summary of significant government contracts legal
and regulatory developments that no government contracts
lawyer or executive should be without. Subscribe to our biweekly
update on iTunes, Google Play, or listen from our website. This
article is an adapted transcript from the podcasts.

June 2017 Highlights
In the last week of May several agencies including DoD, NASA,
GSA and DOE all issued notices in the Federal Register seeking
request for public input concerning certain regulatory burdens
and whether they might be eliminated.
For those wishing to participate at regulatory reform, these
common periods may be a low effort way to have your voices
heard. The Office of Federal Contract Compliance Programs
(OFCCP) in the Equal Employment Opportunity Commission
(EEOC) are developing plans to merge the organizations by the
end of 2018. Specifically, OFCCP is expected to be merged into
the EEOC. We’ll be watching that carefully.
Continuing the Trump administration’s focus on fraud, waste
and abuse, sometimes called FWA, Veterans Affairs Secretary,
Dr. David Shelton announced a program to consolidate fraud
detection, provision and remediation efforts in VA-administered
programs. The program which of course has to have a fancy
name is called “Seek to Prevent Fraud Waste and Abuse or
Stop FWA” and consolidates fraud prevention and remediation
efforts within VA health benefits and cemetery programs
and is expected to partner with other federal agencies to
leverage best practices in fraud prevention, detection and
enforcement. Information sharing among fraud detection and
remediation programs have accelerated in recent years across
the government and contractors are well served to consider
a holistic approach to investigating and if needed disclosing
misconduct because it’s increasingly likely that multiple
government stakeholders will be interested in the outcome.
On May 23 the White House released its budget for the federal
government for fiscal year 2018. Among other things, the
budget includes increases for DoD and the Department of
Homeland Security with aims to modernize both departments,

information technology systems and aid their missions in
national security and immigration enforcement. The budget also
includes new spending priorities including, but not limited to,
Cyber Security and emphasizes the administration’s focus on the
identification and elimination of unnecessary regulatory burdens
as cost savings.
On June 21st, the Department of Veterans Affairs, Office of
Inspector General released its annual audit report on the
agency’s compliance with the Federal Information Security
Modernization Act of 2016 or FISMA. The report noted the VA’s
ongoing efforts to address information security challenges but
nonetheless concluded that the agency is not in compliance with
FISMA requirements.
Specifically, or perhaps notably, the report identified more
than 7,000 outstanding security risks that the VA has failed to
remediate detailing weaknesses in access controls, continuous
monitoring controls, and service continuity practices designed to
safeguard mission critical systems from unauthorized access and
malicious activity.
The report lists 33 recommendations which include the
implementation of comprehensive measures to mitigate security
vulnerabilities affecting the VA’s mission critical systems.
In other news, the Office of the Director of National Intelligence
released an updated Security Executive Agency Directive
#3 which sets forth additional reporting requirements for
executive branch employees and contractors with access to any
classified information or who holds sensitive positions. Covered
individuals must now report, beforehand, all non-work related
foreign travel to their local security office and any unexpected
crossings into Mexico or Canada must be reported within five (5)
days of returning to the U.S.
Additionally the Director requires that all individuals with access
to classified information report any continuing association
with foreign nationals with whom they share “affection,
personal obligation, or intimate contact” as well as any contact
with foreign nationals that result in the sharing of personal
information.
Security managers of contractors beware, this will be a challenge
to train on, implement, and comply with.
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July 2017 Highlights
On June 30, the Commerce Secretary and OMB Director issued
guidance to agencies to help the federal government maximize,
consistent with law, the policy and the statutory mandate to
buy domestically manufactured products in its contracts and
grants, and minimize use of exceptions and waivers pursuant to
the White House’s Executive Order 1378. Agencies are to: (1)
evaluate and report on the oversight of the Buy American Act
and other Buy American laws, including the Barry Amendment;
(2) review the enforcement of the Buy American laws and the
use of exemptions or waivers as defined in the Executive Order;
and (3) develop and propose policies for their agencies to
ensure that federal procurements maximize the use of materials
produced in the United States, again, consistent with law. Such
reports are due to Commerce and OMB by September 15, 2017.
On June 28, Representative Thornberry, who is the Chairman of
the House Armed Services Committee (“HASC”) introduced his
proposal for the National Defense Authorization Act for fiscal
year 2018. On June 29, 2017, the HASC authorized $696.5 billion
in defense spending. The proposal contemplates a number
of defense policy changes, including a continued acquisition
overhaul. On June 29, the Senate Armed Services Committee
also passed its draft of the annual authorization measure.
With a different top line, in a different set of priorities, it would
have to be reconciled in the coming months. In OIG news, on
July 7, 2017, the DOD Office of Inspector General issued its
report on the defense logistics agencies compliance with Barry
Amendment and Buy America Act. The OIG audit reviewed
32 contracts requiring Barry Amendment compliance. In 56
contracts, requiring compliance with the BAA, the OIG report
found that DLA personnel failed to meet BAA requirements on a
quarter of the relevant contracts, and failed to comply with the
Barry Amendment for two-thirds of the relevant contracts. The
OIG noted that during the course of the audit some contracting
personnel corrected deficiencies as they were identified by
modifying contracts and conducting training on both domestic
sourcing restrictions. As OIG reports may be signals of ways to
come in terms of oversight and compliance, this may be worth
watching.
On July 5, GAO denied a protest where the protestor, AT
Solutions, otherwise known as ATS, argued that the Navy
unreasonably declined to reopen discussions to allow it to
replace unavailable key personnel. ATS protested the Navy’s
elimination of its proposal from consideration for a task order
for operation and training support services after ATS notified
the Navy that one of its key employees under the incumbent
contract had resigned. Because the same employee had been
proposed as key in ATS’ proposal, the Navy determined that ATS
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was no longer considered technically acceptable. ATS argued
that the Navy unreasonably declined to reopen discussions to
afford it an opportunity to substitute another key personnel
in the open position. GAO rejected ATS’ argument noting that
the Navy had already engaged in two rounds of discussions and
that it was within the Navy’s discretion to decline to reopen
discussions with ATS for purposes of proposal revisions.
It’s a really interesting decision because the longer these things
stretch, the longer awards take to issue, the more likely it is that
employees and key personnel might resign, and it just presents
a compliance and proposal risk for everybody in this area. It’s
definitely worth watching.
In National Defense Authorization Act news, it’s been very busy.
Both on the Senate Arms Services Committee side and in the
House. We’ll give you the updates on each side, but please keep
in mind (and frankly, this is something that I had to look up
for a refresher just from basic Civics) that even though there’s
a lot going on, all of this will eventually go into some sort of
conference or reconciliation.
We don’t know what the final bill will look like, but we will be
watching very closely.
The Senate Armed Services Committee (“SASC”) accepted
amendments to its version of the National Defense
Authorization Act or (“NDAA”) for fiscal year 2018. Among
notable developments, SASC included an amendment to
Sections 830 and 831 echoing get ready for it, the Obama
era fair pay and safe work places executive order. This time,
should this pass, DOD contracting officers would be required to
consider workplace safety and health violations when evaluating
the responsibility of a perspective DOD contractor or awarding
or renewing a contract valued at a million dollars or more.
SASC also included Section 938 which requires the Secretary
of Defense to authorize the Director of the Defense Security
Service to promptly increase personnel to manage the growing
security clearance backlog and better manage the transition of
clearance administration from OPM to DOD.
SASC also included Sections 821 and 822 in that reforming GAO
open protests under DOD contracts, such reforms include again,
if this passes, the final version requiring large contractors with
revenues in excess of a hundred million dollars to pay DOD and
GAO for the costs incurred for processing the protest at GAO in
the event that their bid protests are denied and decreasing the
time period from 100 to 65 days for GAO to decide protests,
except in complex cases and to provide information and
debriefings held after awards are made. In addition, Section
821 would require the withholding of profits of a company

that wins a bridge contractor extension after protesting the
re-competition of work where it is the incumbent. Company
would receive those profits if the solicitation is cancelled and no
follow up solicitation is issued or if any part of the incumbent’s
protests is upheld, but otherwise, the payments exceeding the
incurred costs would be released to the company that won the
contract prior to the protest.
That would be a rather dramatic change and there’s a lot there
to be wary of and we certainly will be watching it very closely.
Alright, so that was it for the SASC side. On the Amendment to
the House side, it was active too. House Members introducing
amendments to the House version of the NDAA for fiscal year
2018 which among other things called for reports on cyber
capability and readiness shortfalls. Calling on the Army within
180 days of the bill’s enactment to provide a report to Congress
that outlines the Army’s combat training centers, current
resident cyber capabilities and related training programs.
Basically, giddy up, we’re serious, let’s focus on this was the
strong message.
The House changes would update DOD’s cyber security strategy
with regard to use of offensive cyber capabilities and require the
President to develop a strategy for the offensive use of cyber
capabilities to provide technical assistance to North Atlantic
Treaty Organization members.
And the House also adopted an amendment to keep the
following three provisions of the Federal IT Acquisition Reform
Act or (“FITARA”) from expiring:
1. Data Center Consolidation;
2. Transparency and Risk Management for Major IT
Systems Using an IT Dashboard; and
3. IT Portfolio, Program and Research Reviews Using
Portfolio Stat.
Again, we’ll be watching these developments closely in the
coming weeks trying to determine what will survive into a final
version of the legislation and then issuing advisories, guidance
and alerts to help you through digesting the new material when
it hits.
While we’re on the topic of budgets, OMB published a memo
providing fiscal year 2019 budget guidance emphasizing the
need for Executive Branch reorganization. Specifically, the memo
requests agencies to include in the reorg plans, proposals and
new programs in the following four categories:

1. Eliminate Activities;
2. Restructure Emerge;
3. Improve Organizational Efficiency and Effectiveness;
and
4. Workforce Management.
Those are the categories they want to hear a lot about. However,
agencies are forbidden from using across the board cuts, cost
shifts to other parts of the budget and reclassifying discretionary
spending to mandatory. The emphasis on commodity, we really
want you to focus on reducing the size and scope of what you
are doing and all of this would be, unless otherwise directed,
between now and by OMB.
DOD’s Office of Inspector General also released a compendium
of open IG recommendations to the DOD noting that if the
combined 58 recommendations were accepted, the IG believes
that $33.6 billion dollars could be saved.
Obviously, the report is too long to summarize here, it’s available
on the IG’s website.
And notable recommendations included: increasing cyber
security and cyber capabilities and developing full spectrum
total force capabilities that include a focus on acquisition and
contract management.
Bringing us home, GSA and the VA announced a memorandum
of understanding on the effort to make it easier for Federal
agencies to find Veteran owner vendors on Federal supplied
schedules.
The effort will include a special icon designating membership in
a verified vendor database. The purpose, in addition to assisting
Veterans, is also to help federal agencies better meet the rule
of two and keep competition reserved for veteran owned
businesses.

August 2017 Highlights
The Government Accountability Office has been busy reviewing
federal agency cyber security efforts. On August 1, 2017, GAO
reported on DoD’s management of its Cyber Security Enterprise.
GAO reported that DoD’s progress in implementing key cyber
security guidance is buried and that DoD will fall short of desired
timelines for putting that guidance into place. DoD has taken
a number of steps to defend against cyber security guidance
threats, including establishing the U.S. Cyber Command,
integrating the National Security Agency in DoD’s Central
Security Service and working to implement the DoD Quad
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Computing Strategy, DoD Cyber Strategy and DoD Cyber Security
Campaign. The GAO concluded that DoD must improve in
monitoring the status of and holding organizations accountable
for implementing that guidance.
During this period DoD issued two memoranda. The first called
for a refocus of acquisition workforce training to include not just
best practices, but also an ability to think critically in acquisition.
It will take not just training, but approval, to implement changes
in the acquisition workforce processes.
The second memorandum was to remind military command
personnel of the U.S. Military responsibilities to the taxpayer as
well as its soldiers. The memorandum emphasizes that when
contracting for good and services, military personnel must do
necessary diligence to determine that it is paying a fair and
reasonable price. The memorandum further notes that when
a premium is paid there must be a reason for that premium.
An attachment to the report noted that a complacent mode of
thinking was no longer acceptable.
On July 27, 2017, the SEC announced that Halliburton will pay
approximately $30 million in fines and penalties in order to
settle allegations that it had violated the FCPA when contracting
with an Angolan firm as part of efforts to win contracts
in the country. A formal vice president of Halliburton also
agreed to pay a penalty for causing the company’s violations,
circumventing internal accounting controls, and falsifying books
and records. According to the SEC, a vice president violated
the internal accounting controls by selecting a supplier and
then backing into a list of contract services, rather than first
determining the services and then selecting an appropriate
supplier. The former executive also reportedly failed to conduct
competitive bidding and violated internal accounting controls
that required a special committee to approve contracts in high
risk countries.
On July 27, U.S. House Representatives passed a $788 billion
spending bill that complies with President Trump’s demands to
start funding a U.S. Mexico border wall, boost the military and
cut clean energy programs. The bill would fund the Departments
of Defense, Energy and Veterans Affairs, the Legislative Branch
and the Army Corps of Engineers for fiscal year of 2018. A
lengthy interaction with the Senate is expected before this bill
can proceed to the president’s desk for signature.
On July 28, the Court of Federal Claims denied a motion for
a temporary restraining order in the preliminary injunction
filed by A Squared Joint Venture (A2JV). A2JV was an offeror in
connection with a solicitation issued by NASA. The solicitation
was for a follow-on contract to a contract currently being
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performed by a member of A2JV called Al-Razaq. NASA
eliminated A2JV from competition upon learning that Al-Razaq’s
current and former project managers on the ongoing contract
had worked on A2JV’s proposal for the follow-on, contrary to
the terms of the existing incumbent contract in Al-Razaq’s OCI
plan. Al-Razaq claimed it had previously notified NASA of the
employees’ involvement, but that the NASA contracting officer
never asked Al-Razaq to set up a firewall. NASA claimed that it
never received a former request for guidance. A2JV lost because
Al-Razaq knew or should have known that the involvement of
its present and former program managers in preparing A2JV’s
proposal without express written permission from NASA would
raise OCI concerns. Additionally, the program managers were
not under any NASA approved plan and were not to access
sensitive information, increasing the risk of OCIs.
The National Institute of Standards and Technology (NIST)
published its Special Publication 800-53, Rev. 5, in response
to the Defense Science Board’s Task Force on Cyber Defense
Report which outlined the current vulnerabilities in U.S. critical
infrastructure and information systems supporting both the
public and private sectors and called for a proactive and systemic
approach to develop a comprehensive set of safeguarding
measures, all types of computing platforms.
Revision 5 is a one year effort to develop the next general
security and privacy controls to accomplish the objectives of
the Defense Science Board’s report, including proposing the
following changes to NIS Special Publication 800-53:
1.

Making the security and privacy controls more
outcome based by changing the structure of the
controls.

2.

Fully integrating the privacy controls into the security
control catalog creating a consolidated and unified set
of controls for information systems and organizations
while providing summary and mapping tables for
privacy related controls.

3.

Separating the control selection process from the
actual controls thus allowing the controls to be used
by different communities of interests including systems
engineers, software developers, enterprise architects,
and missioner business owners.

4.

Promoting integration with different risk management
cybersecurity approaches and lexicons, including the
cybersecurity framework.

5.

Clarifying the relationship between security and privacy
to improve the selection of controls necessary to address
the full scope of security and privacy tasks.

6.

Incorporating new state of the practice controls based
on threat intelligence and imperial attack data including
controls to strengthen cybersecurity and privacy
governments and accountability.

September 2017 Highlights
On August 15, 2017, President Trump issued a memorandum to
the Secretary of Defense directing that the U.S. Cyber Command,
currently a division of National Security Agency, be elevated to
the status of a unified Combatant command. In the directive the
President assigned to the Cyber Command:
1.

All the general responsibilities of a unified combatant
command;

2.

The cyberspace related responsibilities previously
assigned to the Commander of the U.S. Strategic
Command; and

3.

The responsibilities of a Joint Force provider and Joint
Force Trainer among other duties.

The Treasury Inspector General (IG) for Tax Administration
released an audit report announcing that federal employees
and contractors on the Internal Revenue Service’s Cyber Instant
Response team lacked the required federal Information Security
Management Act or ISMA training. In audits, the Inspector
General evaluated the IRS’ Computer Security Instant Response
Center’s effectiveness at preventing, detecting, reporting and
responding to security instances targeting IRS computers and
data. The IG found that the majority of staff and contractors for
fiscal years 15 and 16 did not meet the eight hour specialized
training requirement under ISMA. As it concerned contractors,
the IG could not find training records for 11 contractors of
2015 but did find that 14 of the 15 contractors failed to meet
ISMA training requirements. The IG also found in its audit that
not all cybersecurity incidents were properly reported and
recommended that reporting inconsistency be corrected going
forward.
On September 13, 2017, Acting Secretary of Homeland Security
Elaine Duke issued a binding Operational Directive directing
federal executive branch departments and agencies to take
actions relating to the use or presence of information security
products, solutions and services supplied directly or indirectly
by Kapersky Lab or related entities. The DOD has requested
departments and agencies to identify any use or presence of

these products on their systems in the next thirty days or
develop detailed plans to remove and discontinue present and
future use of such products in the next sixty days. At ninety days
from the date of this directive, unless otherwise directed by
DHS based on new information, departments and agencies are
to begin to implement plans to discontinue use and remove the
products from information systems.
In the matter of Synchrogenix Information Systems, GAO
ruled that the Food and Drug Administration is not required
to cancel a small business set aside solicitation when one of
two bidders changes its size status despite the rule of two
requirement for set asides no longer being met. In the matter
of Addix Corporation, GAO denied a protest challenging the
agency’s evaluation of corporate experience where the agency
reasonably treated the members of a joint venture as one entity
for the purpose of the evaluation and properly did not consider
the experience of the protestor’s subcontractors. The protest
arguing the agency should not have used its own knowledge to
supply information missing from the awardee’s staffing proposal
is denied where the agency may properly use information that is
close at hand.
The semiannual regulatory agenda was recently posted in
the Federal Register by DoD, NASA and GSA. There are a few
items of interest among the summaries of regulations being
developed, discussions of proposed rules that reached final
stages and updates on long term actions.
First, contracting officers must make a determination of fair and
reasonable pricing when using GSA’s federal supply schedules.
Second, is to establish a centralized repository for classified
contract security requirements and supporting data as well as
automate the DD-254 processes and workflows. In particular,
DoD, GSA and NASA will propose to amend the FAR to require
the use of wide area workflow for the submission of the 254.
The rule would also clarify unique cage codes that are required
for each location of performance listed on a 254, but that same
registration is only required for the business location listed on
the contract. Third, to revise the FAR decree and implement
appropriate contract clauses and regulatory coverage to
address contractor requirements for breach responses that are
consistent with those requirements. Forth, to revise the FAR
to update the definition of information technology as directed
in OMB Memo M-1514 “Management Oversight of Federal
Information Technology”. Specifically this rule would broaden
the definition of information technology to include services
such as cloud computing and to remove an exemption for IT
imbedded in other systems.
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Summary of the PRC
Cybersecurity Law
The People’s Republic of China is preparing to implement
the first comprehensive data protection framework in its
history, the PRC Cybersecurity Law. The working draft of
implementing regulations was most recently revised on May
19, 2017, and is scheduled to become effective on June 1,
2017, despite concerns from businesses around the world
about the law’s stringency and scope. The law will carry
with it the authority to impose fines up to approximately
$145,000.00 per violation in addition to various
administrative and criminal penalties. While the law’s impact
will not be fully known until additional guidance is issued,
the PRC Cybersecurity Law will likely impact companies of all
sizes that do business in China, including those that do not
have a physical presence there.
The PRC Cybersecurity Law will require the implementation of
administrative and technical security safeguards, restrict the
cross-border transfer of personal information and “important
data” collected through operations in China, and mandate
the protection of personal information.
The PRC Cybersecurity Law marks a major change in China’s
data protection environment. Given the law’s broad scope,
companies should carefully review their practices to
determine how the new requirements — particularly those
relating to data localization and the PRC’s potential access to
that data — impact their operations in China.
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I. Network Operators, Critical Information
Infrastructure Operators, and Providers of Network
Products and Services
The PRC Cybersecurity Law generally imposes obligations on
three types of entities: (1) network operators; (2) “critical
information infrastructure” operators; and (3) providers of
network products and services.
NETWORK OPERATORS
The PRC Cybersecurity Law imposes a range of cybersecurity
obligations on “network operators,” which are defined as owners
and administrators of networks and network service providers.
A “network” is defined as any system comprising computers
or other information terminals and related equipment for
collection, storage, transmission, exchange, and processing
of information. On its face, the term network operator could
broadly be interpreted to encompass any company that uses a
network to do business in China despite not having a physical
presence in China.
Generally, network operators must:
•

Develop internal security management systems and
procedures, appoint personnel responsible for network
security, and implement network security protection
responsibility.

•

Adopt measures to prevent viruses, network attacks,
network intrusions, and other threats to network security.

•

Monitor and record network activity and security
incidents, and store network logs for at least six
months.

•

Implement measures to classify, back up, and encrypt data.¹

Network operators must also provide “technical support and
assistance” to law enforcement authorities to safeguard national
security and investigate crimes. The term “technical support”
is not formally defined, and it remains to be seen whether
this includes providing backdoor and decryption assistance for
encrypted data. To the extent it does, it will permit government
access to data stored [and potentially to data transferred (such
as data in motion) in the PRC.
CRITICAL INFORMATION INFRASTRUCTURE OPERATORS
Critical information infrastructure (CII) operators are defined as
entities providing services that, if lost or destroyed, would endanger
China’s national security, economy, or public interest. The PRC
Cybersecurity Law lists public communication and information
services, energy, finance, transportation, water conservation, public
services, and e-government as examples of CII.2

CII operators are subject to the same cybersecurity requirements
applicable to network operators as outlined above. CII operators
must also sign security and confidentiality agreements with
their suppliers of network products and services, and evaluate
cybersecurity and other potential risks at least once a year.
PROVIDERS OF NETWORK PRODUCTS AND SERVICES
Providers of network products and services must comply with
relevant national and industry standards and ensure the security
of their products. Products determined to be “Critical Network
Equipment and Network Security Products” are required to go
through testing by accredited evaluation centers prior to being
marketed in China.

II. Cross-Border Transfers
One of the most significant and controversial provisions of the
PRC Cybersecurity Law restricts the cross-border transfer of
personal information and important data collected or generated
through operations in China (collectively, Local Data). Specifically,
a network operator may transfer Local Data outside of China only
if it has a business need to do so and passes a security assessment
as outlined below.
On May 19, 2017, the Cyberspace Administration of China met to
discuss revisions to implementing measures entitled Measures
for the Security Assessment of Outbound Transmission of
Personal Information and Critical Data (the Measures).3 While the
cross-border transfer requirements originally only applied to CII
operators, the Measures extended the requirement to apply to
network operators. As discussed above, the definition of network
operator appears to be very broad and could include virtually any
enterprise that does business in China.
THE SCOPE OF LOCAL DATA
Local Data subject to the cross-border transfer requirements
consists of “personal information” and “important data.” Notably,
the definition of “personal information” is not explicitly limited to
information pertaining to Chinese citizens. While prior drafts of
the PRC Cybersecurity Law expressly defined personal information
as belonging to Chinese citizens, both the final version of the law
and the Measures define personal information as information
that can, taken alone or in combination with other information,
identify a natural person.4
While the PRC Cybersecurity Law itself did not define “important
data,” the Measures clarify that the term refers to data that is very
closely related to national security, economic development, and
societal and public interests. The specific scope of important data
will be based on relevant national standards and guidelines on
important data identification.

SECURITY ASSESSMENTS FOR CROSS-BORDER TRANSFERS
If a network operator wishes to transfer Local Data outside of
China, it must undergo a security assessment. Self-assessments
generally suffice for this requirement and must consider, among
other factors:
•

The legality, legitimacy, and necessity of the crossborder transfer.

•

The amount, scope, type, and sensitivity of the data.

•

If the transfer involves personal information, whether
data subjects have consented to the transfer.

•

The data recipient’s security capability, measures, and
environment.

•

The risks associated with the data being leaked,
damaged, tampered with, or misused after the data
transfer or subsequent re-transfer.

•

The risks to national security, societal and public
interests, and the individual lawful rights and interests
after the cross-border transfer.

Transfers of a large amount of data and transfers involving
highly sensitive information (e.g., information related to
nuclear facilities or national defense) require a governmentadministered security assessment. Generally, these will be
conducted by the agency with regulatory or supervisory
authority over the transferor’s industry sector.
PROHIBITED CROSS-BORDER TRANSFERS
Cross-border transfers of Local Data are prohibited in the
following circumstances:
•

The transfer does not comply with state laws,
administrative regulations, or departmental rules.

•

Data subjects do not consent to a transfer involving
personal information.

•

The transfer poses risks to China’s national security or
public interests.

•

The transfer could endanger China’s security of national
politics, territory, military, economy, culture, society,
technology, information, ecological environment,
resources, and nuclear facilities.

•

Other circumstances where the Chinese government
determines that the data involved in the transfer is
prohibited from being transferred offshore.
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CONSENT
If a network operator wishes to conduct a cross-border transfer
that includes personal information, it must explain to the data
subjects the cross-border transfer’s purpose, scope, type, and
country or region in which the recipient is located. The network
operator must also obtain data subjects’ consent except in
emergencies (i.e., when the life or property of a data subject is
in danger). The Measures provide that consent can be inferred
in certain scenarios, including where the data subject makes
international phone calls related to the network operator,
sends emails or instant messages to individuals or organizations
overseas, and conducts cross-border e-commerce transactions,
as well as other activities initiated by data subjects.
DATA LOCALIZATION REQUIREMENT
Article 37 of the PRC Cybersecurity Law requires that CII
operators store Local Data within China. While the April 11
draft of the Measures expressly reiterated this data localization
requirement and expanded it to network operators, the May
19 revision of the Measures removed this reference to the data
localization requirement. Instead, the current Measures focus on
security assessments in connection with cross-border transfers
of data. It is not clear whether future implementing regulations
will mandate data localization. Again, if there is a localization
requirement there is no guarantee that such data will be
protected from government access.

III. Protection of Personal Information
In addition to the cybersecurity and cross-border transfer
requirements discussed above, the PRC Cybersecurity Law
provides for various protections of personal information.
Network operators may not disclose, tamper with, or destroy
personal information that they have gathered. Individuals have
the right to request that network operators delete unlawfully
collected personal information and amend any incorrect
personal information. Network operators must also obtain
informed consent prior to providing personal information to
others. These requirements do not apply to information that has
been irreversibly de-identified. The PRC Cybersecurity Law also
imposes breach notification obligations in the event of a breach
of personal information.

that attack any CII in China are subject to specific penalties such
as sanctions and freezing of assets.

V. Effective Date
The PRC Cybersecurity Law is set to take effect on June 1, 2017.
The May 19 revision of the Measures includes a grace period
for the cross-border transfer requirements. If, as expected,
the current version of the Measures is implemented, network
operators will have until December 31, 2018 to comply with the
cross-border transfer provisions.

VI. Implications
Businesses operating in China should evaluate how the PRC
Cybersecurity Law might impact their operations and amend
their policies and procedures as necessary. Companies should
pay close attention to their data transfer practices to meet
the new restrictions on cross-border transfers. Companies
should also understand the implications of data localization
requirements and the ability of the government to access private
and proprietary data stored and transferred in China. China is
still in the process of developing implementing regulations, so
companies should closely monitor developments and provide
input to regulators as appropriate.
FOOTNOTES:
In April 2017, China’s State Cryptography Administration
released for public comment a draft Encryption Law addressing
encryption in more detail.
2
Ultimately, the State Council will define the scope of CII.
3
A draft of the Measures was originally issued for public
comment on April 11, 2017. The Measures have an intended
effective date of June 1, 2017, and the May 19 revision is likely
to be the final form.
4
The Measures extend this definition to include information that
can, independently or in combination with other information,
reflect the activity of a natural person. Examples provided in the
Measures include a natural person’s name, date of birth, identity
certificate numbers, correspondence and communication
contact information, personal biological identification
information, address, account number and password, status of
property, location, and activity information.
1

IV. Penalties
Both organizations and individuals face penalties from various
regulatory departments for violations of the PRC Cybersecurity
Law, including warnings, suspensions, license revocations, and
fines of up to RMB 1,000,000 (approximately $145,000), which
have prescribed ranges based on the nature of the violation.
Violators may also face criminal penalties. Foreign businesses
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Crowell & Moring Speaks:
Recent Events

Evan D. Wolff is a partner in Crowell &
Moring’s Privacy and Cybersecurity Groups.
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Innovation Panel: Investing in
Cyber Security: Crowell & Moring
partner Evan Wolff participated on
a panel during the main session
discussing technology and bringing
his perspective on legal challenges
in investing in cyber security.

Selling Cybertech in the U.S.:
Crowell & Moring hosted a panel
discussion and reception the evening before the main conference.

Crowell & Moring Announces
Regulatory Forecast 2017 and
Trump First Year Series
On May 9, Crowell & Moring launched its third annual Regulatory
Forecast, subtitled “What Trump Means for Business.” It provides
in-depth analysis on how the new administration, Congress, and
the federal courts are changing the regulatory landscape and what
it means for business in the months ahead. The forecast coincides
with the launch of our new Trump: The First Year series about the
regulatory changes emerging from the White House under the
new administration.

Regulatory forecast summary
Crowell & Moring’s third annual regulatory outlook, “Regulatory
Forecast 2017: What Trump Means for Business,” provides in-depth
analysis on how the new administration, Congress, and the federal
courts are changing the regulatory landscape and what it means for
business in the months ahead. The special report provides in-house
counsel and business leaders with forward-looking insight on the
issues most affecting U.S. and international businesses, including
government contracts, antitrust, health care, energy, environment,
international trade, cybersecurity, consumer protection, tax, and
labor and employment. An infographic highlights the complex path
for achieving regulatory reform in Washington.
https://www.crowell.com/NewsEvents/Regulatory-Forecast

The panel featured Christopher Steed, Managing Partner, Paladin
Capital Group, Trevor H. Rudolph, Chief Operating Officer, as well as
Crowell & Moring attorneys Evan Wolff, David Robbins,
and Mark Kass. Israel Practice chair Sam Feigin moderated the discussion on cybersecurity issues companies may
face when entering or growing business in the U.S.

Cybertech Fairfax
June 13, 2017
The Crowell & Moring Israel and Cybersecurity practices
were pleased to sponsor and participate in Cybertech
Fairfax, a major Washington, DC area conference and
exhibition on global cyber threats, solutions, innovations
and technologies highlighting the Israeli cybertech industry.

Upcoming
December 12, 2017
Crowell & Moring will be holding an antitrust program in Tel
Aviv with the Association of Corporate Council and leaders
of the Israel Antitrust Authority.
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About Crowell & Moring’s Israel Practice
Our Israel Practice provides one-stop strategic and legal
advice to Israeli companies doing business in the U.S. and
multinationals partnering with Israeli companies. We handle the
complete array of issues that Israel-related businesses tend to
experience, from intellectual property advice on the first idea, to
corporate and employment representation in the establishment
and financing of the entity, to securities work on the public
offering, through M&A representation in conjunction with the
sale of the company.

• Mergers & Acquisitions

We understand the fast-paced, cutting-edge needs of Israeli
companies, investors, executives and entrepreneurs. We
anticipate issues and opportunities and operate proactively,
quickly, and creatively. We are deeply ensconced in the most
relevant sectors including:

• Labor & Employment

• Intellectual Property
• Formation of U.S. Entities & Tax Planning
• Financing, including venture capital and debt financings
• Public Offerings
• Government Contracts
• International Litigation & Dispute Resolution
• Advertising & Product Risk Management
• International Trade and Customs
• Joint Ventures and Franchising
• Licensing and Strategic Collaborations

• High Tech
• Technology, Media & Telecommunications
• Internet
• Cybersecurity
• Aerospace & Defense
• Pharmaceuticals & Life Sciences
• Energy/Clean Tech
• Retail & Consumer Products
We handle virtually every type of legal work needed by Israeli
companies doing business in the U.S. and around the world.
Areas of focus include:

We facilitate business opportunities for our clients by early
identification of market openings, private and government RFPs,
technology trends, investor desires, compelling technology
and the like, and by making introductions to potential business
partners. Our extensive relationships with Fortune 500
companies, category killers, private equity leaders, and venture
capital funds enable us to introduce Israeli emerging companies
to the most sought after investors and strategic partners. And
our vast network in the Israeli business community allows
us to introduce our industry-leading multinational clients to
compelling Israeli technologies and products, and those who
create them.

Israel Practice Chair
Samuel E. Feigin
Partner
sfeigin@crowell.com
202.624.2594

Sam Feigin is chair of C&M’s Israel practice, chair of the Emerging Companies/
Venture Practice, and a member of the Corporate Group and Life Science Steering
Committees. He is a Chambers-ranked M&A/Corporate attorney who was recently
featured as an M&A Trailblazer by the National Law Journal, as well as a leading
Employment attorney with more than 20 years of experience, representing Israeli
companies establishing presences and doing business and transactions in the US
and globally.

If you have questions or would like additional information related to the content provided in this
newsletter, please contact the authors or Sam Feigin, Chair of Crowell & Moring’s Israel Practice.
https://www.crowell.com/Practices/Israel-Practice
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