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Overview
• What is MOSA, and why do I care?
• Proposed changes to the BayhDole regulations
• Government intellectual property
considerations in M&A diligence
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Modular Open System Approach
• DOD’s 5 MOSA Principles
– Establish an enabling environment
– Employ modular design
– Designate key interfaces
– Use open standards; and
– Certify conformance
DoD Open System Architecture Contract Guidebook for
Program Managers, v. 1.1 (June 2013)
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MOSA-Related Changes to Data
Rights Rules
• Relevant history
– FY 2012 NDAA changes
– Implementing regulations

• FY 2017 NDAA changes
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Data Rights – Relevant History
• FY 2012 NDAA attempted to
implement MOSA principles in data
rights rules
• Implemented via a proposed rule
in June 2016
• Many uncertainties, many
concerns
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Relevant History – FY 2012 NDAA
• Vague undefined term
– Segregation/Reintegration Data
• Expansive deferred ordering requirements
• Broadly provides for the required delivery of and
disclosure of segregation/reintegration data
• Extends the right for the Government to
challenge use or release restriction from 3 years
to 6 years
• Risk – Undermines the protection to contractor
trade secret data and software under the
current DFARS – What is not S/R data subject to
disclosure
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Relevant History: Implementing
Regulations for FY 2012 NDAA
•

June 2016 – Proposed Rule
- Extends the application of the FY 2012 NDAA Changes
o Applied to software & commercial Items
o Creates new form, fit and function exception for
software
- Provides little clarity to the definition of
segregation/reintegration data
o More than form, fit and function data
o May include detailed manufacturing and process
data
o Segregation/Reintegration at the “lowest
practicable segregable level”
- New “unlimited term” Deferred Ordering clause
required to be included in all but FAR 12 procurements
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Recent Changes - FY 2017 NDAA
• Defines MOSA
• Defines key MOSA terms
- Major System Platform
- Major System Component
- Major System Interface

• Codifies requirement to use MOSA
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FY 2017 NDAA – Defines MOSA
an integrated business and technical strategy that—
(A) employs a modular design that uses major

system
interfaces between a major system platform and a
major system component, between major system
components, or between major system platforms;
(B) is subjected to verification to ensure major system
interfaces comply with, if available and suitable, widely supported and
consensus-based standards;
(C) uses a system architecture that

allows severable major

system components at the appropriate level to be
incrementally added, removed, or replaced
throughout the life cycle of a major system platform to afford
opportunities for enhanced competition and innovation . . . .
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Definition – Major System
Platform
means the highest level structure of
a major weapon system that is not
physically mounted or installed onto
a higher level structure and on which
a major system component can be
physically mounted or installed.
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Definition - Major System
Component
(A) means a high level subsystem or assembly,
including hardware, software, or an integrated
assembly of both, that can be mounted or installed
on a major system platform through well-defined
major system interfaces; and
(B) includes a subsystem or assembly that is likely to
have additional capability requirements, is likely to
change because of evolving technology or threat, is
needed for interoperability, facilitates incremental
deployment of capabilities, or is expected to be
replaced by another major system component.
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Definition – Major System
Interface
(A) means a shared boundary between a major
system platform and a major system component,
between major system components, or between
major system platforms, defined by various physical,
logical, and functional characteristics, such as
electrical, mechanical, fluidic, optical, radio
frequency, data, networking, or software elements;
and
(B) is characterized clearly in terms of form, function,
and the content that flows across the interface in
order to enable technological innovation, incremental
improvements, integration, and interoperability.
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FY 2017 NDAA – Requires MOSA
• Compels the use of MOSA “to the
maximum extent practicable” for
– Major defense acquisition program
that
o receives Milestone A or Milestone B
approval after January 1, 2019,

– to enable incremental development
and enhance competition, innovation,
and interoperability
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Data Rights – FY 2017 NDAA
• Walked back and/or revised elements
of the FY 2012 NDAA revisions
– Narrows focus of segregation and
reintegration data with the qualifier
“data pertaining to an interface”
– Adopts focused definitions for the terms
“major system component,” “major
system interface,” and “modular open
system approach” to provide further
clarity
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FY 2017 NDAA - Release/
Disclosure of Technical Data
Items, components, processes developed exclusively at
private expense:
May release or disclose technical data to persons outside the
Government, or permit the use of technical data by such
persons, if—
(i) such release, disclosure, or use—
* * *
(II) is a release , disclosure or use of technical data
pertaining to an interface between an item or process and
other items or processes necessary for the segregation of
an item or process from, or the reintegration of that item or
process (or a physically or functionally equivalent item or
process) with, other items or processes

(ii) Such release, disclosure or use is made subject to
prohibition that the person to whom the data is released or
disclosed may not further release, disclose, or use such data
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FY 2017 NDAA - Rights to
Interface Data
• Interfaces developed with mixed
funding:
– Government purpose rights in data
“pertaining to” the interface
– Except if SecDef “determines, on the
basis of criteria established in the
regulations, that negotiation of different
rights in such technical data would be in
the best interest of the United States.”
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FY 2017 NDAA - Rights to
Interface Data
• Major system interfaces developed at
private expense or with mixed
funding:
– Government purpose rights in data
“pertaining to” the major system
interface
– Except if SecDef “determines that
negotiation of different rights in such
technical data would be in the best
interest of the United States.”
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FY 2017 NDAA - Rights to
Interface Data
• Major system interfaces “shall be identified
in the contract solicitation and the contract.”
• “For technical data pertaining to a major
system interface developed exclusively at
private expense for which the United States
asserts government purpose rights, the
Secretary of Defense shall negotiate with the
contractor the appropriate and reasonable
compensation for such technical data.”
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Data Rights – FY 2017 NDAA
• Rights in technical data pertaining to
item or process developed with mixed
funding
– shall be established as early in the acquisition
process as practicable (preferably during
contract negotiations)
– shall be based on negotiations between the
United States and the contractor
– except in any case in which the Secretary of
Defense determines, on the basis of criteria
established in the regulations, that
negotiations would not be practicable.
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Data Rights – FY 2017 NDAA
• Deferred ordering
– Reimposes a time cap
o until the date occurring six years after
acceptance of the last item (other than
technical data) under a contract or the
date of contract termination,
whichever is later

– Does not include data “utilized in the
performance of a contacts” – only
“generated”
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Data Rights – FY 2017 NDAA
• Section § 809(f) extends the charter of
the Section 813 panel created under
the FY 2016 NDAA
– Extends the term to February 1, 2017
• In fact, the panel has continues to meet and
expects to issue its recommendations in
June 2017

– Seeks recommended changes to the
DoD data rights statutes and regulations
– Ensure that those rules are adequate for
MOSA
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Proposed Changes to BayhDole Rules
• 81 Fed. Reg. 78090-78097 (Nov. 7,
2016)
• Revised 37 CFR §§ 401, 404
relating to Rights to Federally
Funded Inventions and Licensing of
Government Owned Inventions
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Proposed Changes to BayhDole Rules
• Mostly clarify existing practices
– e.g., Bayh-Dole rules apply to large businesses

• However, there are some important changes
– Agencies may shorten the 2-year period for contractor
to provide notice of election to retain title.
– Removes the 60-day limitation on the agency after
receipt of late filed notice and/or election to retain
title “to improve due diligence and enhance the ability
of agencies to work with contractors.”
– Requires contractors to obtain assignments of rights
to inventions from employees.
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Potential Impact on Contractors
• Contractors must plan for MOSA and
data rights strategy at RFI and RFP stages
• Increased focus on process
– Defining interface data subject to broader
release
– Negotiating rights with agencies
– Negotiating “appropriate and reasonable
compensation”
– Assuring timely disclosure of inventions and
election to retain title
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Government IP Issues in
Corporate Transactions
• Sale of Government Contractors
involve unique IP issues
– IP Rights of Contractor
• Impairment of those rights

– USG rights
– Other risks

• Due diligence by buyer
• Preparation by seller
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Government IP Issues in Corporate
Transactions – Patents
• Conceived or first reduced to
practice in the performance of a
USG Contract
• Disclosure and election to retain
title/agency waiver
• Compliance with reporting req’ts
• Preference for US Industry
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Government IP Issues in Corporate
Transactions – Tech Data/Software
•
•
•
•
•

Development involving USG Dollars
Tracking of US Gov’t Expense
Compliance with marking req’ts
Delivery to USG
Open Source Software
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Government IP Issues in Corporate
Transactions – Due Diligence
•
•

•

•

•
•

What were the contracting agencies?
Unique IP provisions
– Government ownership/restrictions on use
Patents
– Key patents
– Processes in place?
– Processes followed?
Tech Data/Computer Software
– Key tech data/computer software
– Processes in place?
– Processes followed?
Seller reps
Determine impact of issues on value
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Government IP Issues in Corporate
Transactions – Seller Side
• IP Audit
– Identify assets
– Identify issues

•
•
•
•

Assemble/Update records
Correct problems
Maximize value
Risks going forward
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