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Introduction

Introduction
“A computer lets you make more mistakes faster than any invention in human
history, with the possible exceptions of handguns and tequila.” – Mitch Ratcliffe
“Mistakes are the portals of discovery.” –

James Joyce

•

Computers can be powerful tools for managing data
effectively and efficiently.

•

But, without the proper protocols, computers can give
rise to devastating consequences.
•

Examples: spoliation (conversely, unnecessary preservation
of damning evidence), adverse inferences, costs / fines,
burden shifting, striking of affirmative defenses, etc.

Introduction
“To err is human, but to really foul things up requires a computer.”
– Anonymous

“Buying the right computer and getting it to work properly is no more
complicated than building a nuclear reactor from wristwatch parts in
a darkened room using only your teeth.” – Dave Barry

•

Because of the complexity of computer systems, the
volume of data managed, and the uncertainty in
evolving e-discovery rules, mistakes occur often.

•

Mistakes in e-discovery have proven extremely costly to
litigants.
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Morgan Stanley - $1.45 billion adverse verdict
•

E-Discovery Failures: (i) failed to preserve e-mail in violation of SEC
regulations; (ii) failed to disclose discovery of additional backup tapes; and
(iii) failed to identify responsive email attachments.

•

Sanctions:

•

•

Burden of proof on certain claims / elements shifted to Morgan Stanley.

•

Certain facts in complaint deemed established and read to jury.

•

Jury instructed it may consider Morgan Stanley’s “misconduct” during
discovery for assessing punitive damages.

•

Pro Hac Vice of lead litigation counsel revoked.

Punitive Damages Awarded: $850 million
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UBS - $29 million adverse verdict
•

E-Discovery Failures: (i) key personnel deleted relevant emails from active
servers; (ii) key personnel produced responsive documents very late; and (iii)
litigation hold not communicated to relevant personnel.

•

Sanctions:

•

•

Costs of re-depositions.

•

Costs of restoring certain backup tapes.

•

Costs of sanctions motion.

•

Jury instructed that it could “conclude that the missing evidence was
unfavorable to UBS.”

Punitive Damages Awarded: $20 million
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Philip Morris - $2.75 million fine
•

E-Discovery Failure: eleven top managers failed to save
printouts of their e-mails as company policy dictated.

•

Sanction:
•

“[P]recluded from calling as fact or expert witness at trial
any individual who has failed to comply with Philip Morris’
own internal document retention program....”

•

Philip Morris fined $2.75 million.
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KPMG - $30,000 fine
•

E-Discovery Failure: failed to produce “many responsive documents” stored
on CDs in a KPMG library.

•

Sanctions:
•

Plaintiff allowed to present evidence at trial of KPMG’s recklessness
when performing audits and seek punitive damages, even though not
alleged or sought in the complaint.

•

Jury instructed that KPMG failed to produce requested documents and
“misled [plaintiff] about the existence and nature of those documents”
and that the jury could consider KPMG’s conduct when reaching its
verdict.

•

KPMG fined $30,000 for “abuse of the discovery process.”
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Dynamic Databases – What are they?
“Database: the information you lose when your memory crashes.”

– Dave Barry

•

Database is a collection of data arranged for ease and speed of
search and retrieval.

•

A dynamic database contains "value-based" relationships where
typically the relationship is specified at retrieval time and the
locations of related records are discovered during retrieval. The
opposite is a static database.

Dynamic Databases – What are they?

Ok – so what are they really?
•

Any database that is constantly changing in both structure and
content in sync with activity.

Dynamic Databases – What are they?

DATABASE TERMINOLOGY
•

Facts: the individual data elements stored within each
record.

•

Database Management System (DBMS): the computer
program used to manage and query a database.
•

Many database administrators and programmers use
the term “database” to cover both meanings.

Dynamic Databases – What are they?
“The structure will automatically provide the pattern for the action
which follows.” – Donald Curtis

•

Schema: the structural description of the facts stored in the database
and the relationships among them.

•

Database Models: the method by which a database is structured, i.e.
how the schema is organized.
•
•

Flat
Hierarchical

•
•

Network
Relational – most common today
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•

Fields: the categories of information stored within each record in a
database (some fields contain “subfields”).

•

Codes (Keys): pre-set identifiers used to input data elements (or facts)
into corresponding fields (typically available in a dropdown menu).

•

•

SQL (structured query language): a semi-standardized query
language.

•

4GLs (4th generation language): sophisticated languages for
managing database systems.

Text / Narrative Fields: some fields do not contain “codes,” and instead
record any “text” or “narrative” entered at the discretion of the user.

Document
DBMS
motion to compel discovery

Text /
Narrative
Field

FIELD

CODES
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•

Data Dictionary: describes in detail how the database was designed and
all its key characteristics, which enables programmers and users to
access and understand the tables, fields, procedures, processes and
other information in the system.
Data Dictionary may include:

•
•

•

data element definitions (tables,
fields, codes, relationships, etc.)
program elements (stored
procedures, scripts etc) used by
the database to move data about
or to manipulate it in some way
records (numbers of – not the
actual records themselves)

•
•
•
•
•
•

system parameters and
information
files and other system components
user information
entity relationship diagrams
database schema
database security model

Dynamic Databases – What are they?
•

Data elements are the most important components of a data dictionary
for discovery purposes.
Data Elements may include:
•

field names

•

related elements (which data elements are related to
which other data elements)

•

data type (character, numeric, etc) and size

•

data element description (type of data recorded in each
field, including codes for each field and what each code
represents)

•

data sources (where the data comes from)

Data
Dictionary

FIELDS

CODES
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•

Query: the form of requests for information from a database.
•

Example: SELECT ALL WHERE NAME = "SMITH" AND AGE > 35
•

•

•

requests all records in which the NAME field is SMITH and the
AGE field is greater than 35.

Query Language: the set of rules for constructing queries.
•

SQL (structured query language): a semi-standardized query
language.

•

4GLs: sophisticated languages for managing database systems.

Report Writer: program that enables user to output data in the form of a
report; may be electronic or hardcopy (many DBMS’s also can output
information in the form of graphs and charts).

Query
Screen
Search by:

Description

Document
Number

Client

Date Created
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DATABASE APPLICATIONS
Examples:
•

Document management systems

•

Computerized library systems

•

Automated teller machines

•

Flight reservation systems

•

Computerized inventory systems

•

Personnel data systems
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In the beginning…
•

Electronically stored information (ESI) was a reflection of
business process at a point in time
•

Generally mirrored or tracked physical processes,
documents and events.

•

Computer systems stored data in defined structures.

•

Computer systems typically functioned as silos.
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And it was not so good.
•

Things got out of sync quickly – GIGO.

•

Limited ability to answer big picture questions.

•

High Cost to maintain.
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Static Structures
01 TIME-WORK-AREA.
03 TW-BEG-HHMMSSTH
PIC 9(08)
VALUE 0.
03 TW-BEG-HHMMSSTH-R
REDEFINES TW-BEG-HHMMSSTH.
05 TW-BEG-HH
PIC 9(02).
05 TW-BEG-MM
PIC 9(02).
05 TW-BEG-SS
PIC 9(02).
05 TW-BEG-TH
PIC 9(02).
03 TW-BEG-TIME
PIC 9(08)
VALUE 0.
*
03 TW-END-HHMMSSTH
PIC 9(08)
VALUE 0.
03 TW-END-HHMMSSTH-R
REDEFINES TW-END-HHMMSSTH.
05 TW-END-HH
PIC 9(02).
05 TW-END-MM
PIC 9(02).
05 TW-END-SS
PIC 9(02).
05 TW-END-TH
PIC 9(02).
03 TW-END-TIME
PIC 9(08)
VALUE 0.
*
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Now…
•

Dynamic databases:
• Facilitate business processes through time.
• Supplant physical processes and documents.
•

•
•

Workflow, ESI

Capture data once, usually at the source.
Transactions are Electronic Stored Information.
•

Financial Reports, Manufacturing Process, Human
Resource
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•

Enterprises are defined by their systems
•

Provide Competitive advantage.

•

Designed for speed and flexibility.

•

Vast, Integrated, and Robust real time view of entity.

Dynamic Databases – What are they?
One
Process
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How do they do it?
•
•
•

•

At the bottom level is the hardware, operating systems and
networks that support the database.
Dynamic databases are the middle level that manage the ESI.
•
Examples: IBM DB2, Oracle 10g, Microsoft SQLserver
On top of the database is the application that does the work
(DBMS).
•
Companies either build or buy.
•
Examples: Oracle eBusiness Suite/Peoplesoft/JD Edwards, SAP
and now Microsoft Greatplains.
Know that other layers exist
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Client Server Architecture Diagram
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Dynamic Databases – Discovery Pitfalls
“If it’s there and you can see it — it’s real.
If it’s not there and you can see it — it’s virtual.
If it’s there and you can’t see it — it’s transparent.
If it’s not there and you can’t see it — you erased it!”
– Anonymous

DYNAMIC DATA
•

Electronic information, unlike words on paper, is dynamic
– i.e., ever-changing.

Dynamic Databases – Discovery Pitfalls

•

Computer systems automatically discard or overwrite data
as a part of their routine operations.

•

Computers often automatically create information without
the operator's direction or awareness, a feature with no
direct counterpart in hard-copy materials.

•

Electronically stored information may be “deleted” yet
continue to exist, but in forms difficult to locate, retrieve,
or search.
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•

Electronic data, unlike paper, may be incomprehensible
when separated from the system that created it.

•

The ordinary operation of computers – including the simple
act of turning a computer on or off or accessing a
particular file – can alter or destroy electronically stored
information.

•

Most databases are an integral part of a company’s dayto-day operations.

•

Many employees access and use databases throughout the
day – creating, altering, or deleting data from moment to
moment.
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Dynamic databases are:
•

•

•

Ever changing and vast.
•
15,000+ tables
•
650,000+ columns
•
1000s of user modifiable fields and workflows
Too big to restore.
•
Incremental backup, default 7 day rotation
•
Duplication onerous
Enormously complex.
•
Mult-Org
•
Multi-Function
•
Capable of having duplicate instances and virtual tables.
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•

Unstoppable without stopping the activity.
•
Database directly controls the physical storage making
imaging difficult.

•

Often highly customized.
•
Vendors restrict documentation.

•
•

Not always in one physical place.
Integrated (i.e., Interdependent and Interrelated)

•

•
Difficult to maintain ESI change of custody.
Secure to a point determined by the business requirements.
•

Layers are vulnerable.
•

Typical DBA can reach under the Application covers and touch
the ESI.
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•
•

•

Designed to support business process and work flows.
•
Finding the approvers, learning the business.
Designed to support flexibility and ease of use.
•
Optimized for Transactions; may cause inadvertent spoliation.
•
Key Structures can be changed quickly (ie Approval levels,
Account structures, etc).
Corporate reporting may happen using Business Intelligence or data
warehouse.
•
ESI is summarized and may lose detail.
•
Manual adjustments happen outside applications compliance
umbrella.
•
Relaxed control structures; beware the spreadsheet and the
back-in.
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Situation
•
•
•
•
•

No silver bullets.
May require structured analytics and project management.
Typical ERP cost $5 to $45 M and took three years to implement –
plan for the effort.
No one person will understand the enterprise.
Hardware and Software Vendors are beginning to address
Compliance Issues – don’t expect it soon.
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So the big question is:

How is discovery produced
from a database where:
(i)
(ii)

the database is an essential part of operations;
the data is almost constantly changing;

(iii)
(iv)

the data is incomprehensible apart from the DBMS;
the data is the equivalent of billions of typewritten pages;
and
the data includes privileged and/or confidential material?

(v)

Dynamic Databases – Discovery Pitfalls
ANSWER:

Through the following careful, deliberate steps:
(i)

Discuss databases with IT personnel;

(ii)
(iii)

Identify sources of potentially relevant data and key personnel;
Implement and distribute litigation hold immediately;

(iv)

Discuss databases with opposing side;

(v)
(vi)

Determine appropriate format for production;
Determine parameters for gathering responsive data;

(vii)

Estimate cost; and

(viii) Enter into a court-ordered clawback agreement.
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Discussion with IT personnel

•

Commonly overlooked step – especially important with dynamic
databases because of the constantly changing nature of the data.

•

Those overseeing the litigation rarely have any in-depth
knowledge or understanding of the company’s electronic systems
and storage.

•

Need IT personnel to understand databases and to implement
litigation protocols.

Dynamic Databases – Discovery Pitfalls

•

Cannot effectively identify – much less preserve – all potentially
relevant data without first understanding (i) where the data
might reside and (ii) what protocols or practices might be in
place for routine alteration or deletion of data.

•

Determine (i) accessibility of relevant databases, (ii) how
efficiently data can and cannot be manipulated and produced,
and (iii) protocols needed to preserve and produce data.

•

IT personnel must be supervised by counsel.
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Considerations for IT Discussion
•

Learn environment and infrastructure – get the cloud picture.

•

Actual v. theoretical implementation of policies.

•

“Wharfian hypothesis”

•

Speak to key players.

•

SOX is a good place to start.

•

At a minimum understand how information is stored.

•

CFO, COO, Front-Line Operations.
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Keir v. Unumprovident Corp.
•

•

Court found:
•

Those tasked with preservation had insufficient expertise to effect
preservation and failed to obtain informed advice;

•

Insufficient supervision of preservation efforts;

•

In-house “enterprise security architect” responsible for deciding
defendant was legally obligated to preserve;

•

Preservation decisions based on inaccurate information.

Court deferred ruling on prejudice to plaintiff until after recovery efforts
completed.

Dynamic Databases – Discovery Pitfalls
Identify Sources and Personnel

•

No longer simple matter of looking in file drawers – relevant information
could reside in numerous places.
•

•

Examples: active and inactive (i.e., legacy) databases, personal
hard drives, CDs, back-up tapes (including disaster recovery), flash
drives, PDAs, stored floppy disks and hard drives, off-site storage.

Essential to identify all personnel who may have possession of or access
to relevant material.
•

All database users – not just IT personnel and supervisors – must
be identified.

Dynamic Databases – Discovery Pitfalls

Estimate Volume of Data
•

1.44 megabytes (floppy disk) = 720 typewritten pages.

•

650 megabytes (CD-ROM) = 325,000 typewritten pages.

•

1 gigabyte = 500,000 typewritten pages.

•

1 terabyte = 500 billion typewritten pages.
•

•

Large corporate computer networks create backup data
measured in terabytes.

Conversion to boxes: 1 box = 3,000 typewritten pages.
Manual for Complex Litigation, Fourth § 11.446
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Litigation Hold – Preservation
•

Zubulake v. UBS:
•

issue a litigation hold as soon as litigation is reasonably anticipated;

•

communicate directly with key witnesses about their preservation
obligations;

•

periodically re-issue the litigation hold;

•

instruct employees to produce their existing documents;

•

insure that all required back-up media is identified and stored in a
safe place; and

•

monitor on-going compliance.
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Preserving “dynamic data”
•

Suspend routine purge / destruction protocols applicable to
relevant data – may require some reprogramming of DBMS.

•

Save routine backup tapes and extend retention period if
necessary – may be cost prohibitive depending on volume.

•

Consider creating copies of relevant data files – may be cost
prohibitive depending on volume (cheaper and easier than
copying entire database).

Dynamic Databases – Discovery Pitfalls

•

Consider creating a snapshot (text-based) of each database and
store on CD or DVD.

•

Consider creating new fields and/or codes to enable continued
input of data into DBMS without altering or deleting existing data
– may be cost prohibitive depending on programming required.

•

Run regular reports from the DBMS to document data prior to
necessary, routine alterations or deletions, and save reports –
regularity of reports will depend upon frequency and significance
of alterations or deletions as well as volume of data.

Dynamic Databases – Discovery Pitfalls
•

Database Reports:
•

Every report must be preserved, especially if printed for
business purposes (e.g., report to officers or directors).

•

It is not sufficient to rely on the data in the database
because
(i) Each report provides a snapshot of the data at the
time of each report; and
(ii) Each report indicates what data was shown to those
receiving the reports.

•

Do not preserve only data in database – preserve any
reports, too.
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•

Hopson v. Baltimore:
•

Defendants informed only department heads and command
staff of litigation hold.

•

Litigation hold conveyed by only a short email that did not
identify the specific issues in the litigation or the types of
information to be preserved.

•

Department printed bi-weekly reports from dynamic
database re disciplinary statistics for meetings with
command staff.

•

Database administrator admitted he was never told to
preserve data or reports for litigation.
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•

Routine practice reportedly was to shred each report when a
new one was produced.

•

Shredding continued more than a year after lawsuit was
filed.

•

Defendants argued reports need not be preserved because
the underlying data is in the database – but database
administrator admitted the data had changed and the
reports highlighted only certain fields/data for review by
command staff.

•

Court entered preservation order upon plaintiffs’ motion,
and plaintiffs reserved right to seek sanctions later.
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Discussion with Opposing Side / Form of Production
•

Proposed changes to FRCP (take effect Dec. 1, 2006)
•

Rule 26(a)(1): initial disclosures must provide copy or
description of electronically stored information.

•

Rule 26(f): directs the parties to discuss discovery of
electronically stored information during initial conference.
•

•

Discuss the form(s) of production of electronically
stored information.

Rule 34(b): requesting party may specify form(s) of
production of electronically stored information.
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•

Rule 34(b): requesting party may specify form(s) of production
of electronically stored information.

•

The producing party may object to the form, but must produce in
“form or forms in which it is ordinarily maintained or in a form or
forms that are reasonably usable.”

•

IMPACT: This should end disputes over whether it is acceptable
to produce electronic information in hard copy or in image
formats that are not searchable.

Dynamic Databases – Discovery Pitfalls
FORMS OF DATABASE PRODUCTION
•

Because many data files are unreadable apart from the corresponding
DBMS, form of production is key for dynamic databases.

•

Sample database file types (by file extension):

ACCDB - Microsoft Access Database Format
DB - Paradox
DBF - DBase, DBase III/IV/V, Microsoft
FoxPro
EAP - Enterprise Architect Project
FDB - Firebird Databases
FP? - Filemaker
FRM - MySQL table definition
GDB - Borland Interbase Databases

MDB - Microsoft Database (Access)
MYD - MySQL MyISAM table data
MYI - MySQL MyISAM table index
NSF - Lotus Notes database
NTF - Lotus Notes database design template
ODB - OpenDocument database
SQL - bundled SQL queries
WDB - Microsoft Works Database

Dynamic Databases – Discovery Pitfalls
•

Four options for electronic production from dynamic databases:
(i)

Producing Party produces responsive data files in native file
format.
•

Requesting Party must have the corresponding DBMS’s to
access the data files.

(ii) Producing Party exports data into standard files;
•

Examples:
•
ASC (ASCII)
•
RTF (Rich Text Format)
•

•

TXT (ASCII or Unicode raw text file)

Can access the data with standard word processing
applications, such as Excel, Word, Wordperfect, etc.
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(iii) Producing Party creates forensic image of entire database
(all applications and data); Requesting Party uploads image
to own server; or
•

This may violate copyrights because it requires a copy
of the DBMS, which is typically copyrighted software.

(iv) Producing Party produces back-up of data and initialization
file to restore back-up; Requesting Party purchases
software license for DBMS and restores back-up to own
system.
•

This option can be problematic where the Producing
Party owns the copyrights to the DBMS.

Dynamic Databases – Discovery Pitfalls
•

Three options for hardcopy production from dynamic databases:
(i)

Producing Party outputs data through report writer into hardcopy
reports;
•

Confirm that the reports contain all responsive fields and
codes and complete data for each.
(ii) Producing Party produces hardcopy images of the database by way
of screen shots.
(iii) Producing Party exports data into standard files, but prints the files
and produces in hardcopy rather than in electronic form.
•

Hardcopy production from electronic databases is strongly discouraged
because it renders the data extremely difficult to review or use, and the
production is often incomplete.
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QUICK NOTE ON METADATA:
•

Most databases contain large amounts of metadata.
•

Metadata includes the information embedded in a routine
computer file reflecting, for example, the file creation date,
when it was last accessed or edited, by whom, and previous
versions or editorial changes. This information is not
apparent on a screen or in a normal printout of the file, and
it is often generated and maintained without the knowledge
of the file user.
Manual for Complex Litigation, Fourth § 11.446
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•

When producing data in electronic form, need to determine what
metadata exists in each database and what, if any, will be
produced with the data files.

•

Software applications can be used to “scrub” metadata from the
data files and/or DBMS that should not be produced.

•

Note: The changes to the FRCP do not deal with the issue of
whether metadata is required to be produced, and we will see a
new line of cases interpreting the requirements of the new rules
in the context of disputes over the appropriate format of
production of electronically stored information.
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OTHER ISSUES TO DISCUSS AT 26(f) CONFERENCE:
(a) Identification of the types of material to be preserved, the
subject matter, time frame, the authors and addressees, and key
words to be used in identifying responsive data;
(b) Whether preservation will require suspending or modifying any
routine business processes or procedures, with special attention
to document-management programs and the recycling of
computer data storage media; and
(c) The methods to preserve any volatile but potentially discoverable
material, such as active data in databases or electronic
messages.
Manual for Complex Litigation, Fourth § 40.25
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Parameters for Gathering Responsive Data
•

Typically most contentious issue and hardest to resolve.

•

Usually, only certain fields and/or codes will be relevant so narrow
production accordingly – difficult to agree on which fields and codes.

•

First step: Requesting Party should demand a data dictionary for every
database that may contain responsive information.

•

Second Step: Requesting Party should always demand representative
samples from databases before agreeing to parameters of production.

•

Third Step: Determining protocols (automatic or manual) for collecting
responsive fields and codes.
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DATA DICTIONARY
•

Fields and codes are often not self-explanatory and labels can be
misleading – need data dictionary to determine what fields and/or codes
to produce.

•

If Producing Party claims no data dictionary exists, demand that they
create one.
•

•

Alternative is that their IT personnel must explain every aspect of
each database to be produced.

A Data Dictionary can be produced (i) automatically using a software tool
to interrogate the database and map its structure; (ii) manually by
combing through the fields and codes to determine the structure; or
(iii) by a combination of automatic and manual processes.
•
Combination approach is most effective.

Dynamic Databases – Discovery Pitfalls
SAMPLES
•

Fields and codes often are not indicative of the information actually
stored there – do not rely solely on labels.

•

Demand electronic samples (not just hardcopy) so you can see what the
database records actually look like.
•

•

If you don’t have the DMBS need to view the samples, demand to
view them on Producing Party’s computer (can do this on standalone computer or laptop).

Demand sufficient number of samples from each database to assess (i)
what fields and/or codes are actually used; and (ii) the accuracy of the
labels for the fields and/or codes as compared against the information
actually recorded.

Dynamic Databases – Discovery Pitfalls
PROTOCOLS
•

Once the fields and codes to be produced have been determined by the
parties and/or the court, must determine how production of only those
fields and codes will be effected – manually, automatically, or some
combination thereof.

•

The process is complicated where some fields contain:

•

•

confidential information;

•

privileged information; or

•

both responsive and non-responsive information.

Fields and/or codes often can be withheld from production automatically
by suppressing them during extraction of the data or replacing them with
other data; some manual review will typically be needed.

Dynamic Databases – Discovery Pitfalls
•

Hopson v. Baltimore:
•

Five different disciplinary databases to be produced and
tens of thousands of records.

•

Some databases contained dozens of fields and codes.

•

Some fields contained confidential and/or privileged
information.

•

Defendants produced data dictionaries for each database
(including creating some data dictionaries that did not yet
exist).

Dynamic Databases – Discovery Pitfalls
•

When parties could not agree on fields and codes to be
produced, Court ordered samples to be produced from each
database.
•

Parties agreed to 25 samples for smaller databases and
50 samples for the larger databases.

•

Defendants informally demonstrated the databases to the
Court in chambers using some of the samples on a laptop.

•

Plaintiffs reviewed samples with statisticians and ediscovery consultants (DOAR Litigation Consulting).

Dynamic Databases – Discovery Pitfalls
•

Samples enabled plaintiffs and the Court to understand the
databases and information contained therein – parties and
the Court relied upon samples to determine the fields and
codes to be produced.

•

Difficulties:
•

Confidentiality of officers’ identities; and
•

•

Examples: names, badge numbers, dates, etc.

Confidential and/or privileged information.
•

Examples: informants, safehouses, juveniles, etc.

Dynamic Databases – Discovery Pitfalls
•

Parties engaged months of repeated meet and confers with
counsel, consultants and IT personnel on both sides as well
as Court intervention.

•

End result:
•

Joint plan for discovery from all five databases which
provided for a two-phased production using unique
identifiers for some fields, “masking” (withholding)
certain fields and codes, and producing certain fields
only to plaintiffs’ consultants and others to plaintiffs’
counsel.

Dynamic Databases – Discovery Pitfalls
E-DISCOVERY MASTER
•

If the parties cannot agree on the parameters for e-discovery
and the issues are especially technical, consider joint
engagement of an e-discovery master to mediate the dispute.
•

E-Discovery Master: there are many experts in the field of
e-discovery today who deal with complex databases and
other systems to devise solutions that meet both the
technical and legal needs of the parties.

•

Leaving the decision to the Court is risky because the Court
may have little to no familiarity with the particular issues
(or any technical knowledge, for that matter).

Dynamic Databases – Discovery Pitfalls
•

Hopson v. Baltimore:
•

Court appointed a special e-discovery master to mediate disputes
and advise the Court on possible solutions

•

Decision ultimately up to the Court but would be well informed (and
fortunate to have magistrate with much e-discovery expertise).

•

Effect: because the parties would have to bear the expense of the
e-discovery master, there was a financial incentive to resolve the
disputes themselves.
•

Defendants opposed appointment of the e-discovery master
because of the expected cost;

•

But, plaintiffs supported the appointment because of the
incentive it would create to reach resolution.

Dynamic Databases

Summary
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Strategies for E-Discovery, E-Preservation and E-Production
•
•
•
•
•
•
•
•
•

Identify and Profile
Environment and Architecture
Business Context
Make, Model and Version – must be specific
HW/OS/Network – must be specific
Level of Customization
Documents for SOX, Retention, Security, Backup/Disaster
Recovery, Design, Internal Audit
Security and Record Keeping
Develop Plan

•
•
•
•
•
•
•
•
•
•

Measure Compliance with Policies
Sample and Audit to test veracity
Adjust Retention Policies
Reduce Access Privileges
Increase Tracking
Request and Verify Reports
Extract Data – Build Model
Replicate – Software and Hardware
DUMP and Restore
Freeze

Pain Level

Dynamic Databases – Summary
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Final Thought:
“One of the advantages of being disorderly is that one is constantly making
exciting discoveries.” – A.A. Milne (creator of Winnie-the-Pooh)
•

Do not want to be on the producing end of this proverb.

•

As soon as litigation is anticipated, take steps to understand your
electronic systems and put in place the necessary protocols and practices
to avoid the sort of adverse outcomes others have suffered.

•

Even in the absence of the hint of litigation:
•

In-house counsel should acquire a basic, up-to-date understanding
of the systems and identify the relevant personnel;

•

And the IT personnel should be prepared to act immediately as
soon as litigation is anticipated.
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