Your Next Cybersecurity Breach Will Be
Your 401(k) . . . Soon

David McFarlane and Alice Hall-Partyka, Crowell & Moring LLP

Imagine you arrive home
from work and your house is
gone—literally vanished. No
fire. No earthquake. One of
your major assets gone. Poof.
You had locked the doors. The
Neighborhood Watch seemed
vigilant. How could this hap-
pen? Who is responsible?

Now, imagine the same thing
happens to your 401(k) ac-
count, IRA or pension. One of
your major assets gone. Poof.
You had locked your account.
Your employer seemed
vigilant. How could this hap-
pen? Who is responsible? The
answer in THIS situation, how-
ever, is clear. Your plan’s fidu-
ciaries are responsible—and

personally.

With large-scale cyberat-
tacks on the rise and cyber-
crime expected to cost $6 tril-
lion annually by 2021,
employers need to consider

how employee data and corpo-
rate assets can be better pro-
tected from increasingly varied
and adept cyber threats. Re-
tirement plans are certainly no
exception—and in fact are ar-
guably more vulnerable. With
over $28 trillion? (yes trillion) in
U.S. retirement assets—all
linked to sensitive personal in-
formation—retirement plans
are a prime target for cyber
threat actors. Increasingly they
are seeing that pot of gold. In
April 2018, the banking and
retirement industries’ cyberse-
curity groups formed a joint
panel to better develop ways

to defend against
cyberattacks.®
Ironically these cyber

breaches risk not only the per-
sonal information of plan par-
ticipants and plan’s assets, but
also the personal assets of
board members, those in the
C-Suite and other “fiduciaries”

of the retirement plan. And if
you think these individual fidu-
ciaries can be indemnified,
think again. ERISA* prohibits
it.

What about D&O coverage?
Please. Check your policy. I'm
sure you'll be in for a surprise

CYBERSECURITY
LANDSCAPE

Cybercrime is becoming in-
creasingly sophisticated. Cy-
berattacks are caused by
threat actors with differing
agendas, whether these are
foreign governments, “hacktiv-
ists,” insiders, or opportunistic
criminals. And the attack meth-
ods they use also vary—the
continuously growing list of
ways a company or retirement
plan can be hacked is hard to
keep up with.

As with other sites, ac-

*Based in Los Angeles, DAVID MCFARLANE is a partner in the Crowell & Moring’s Corporate, Health Care, Tax, and

Labor & Employment groups. He has more than 20 years of experience in the U.S. and Canada advising on pensions, em-
ployee benefits, executive compensation, national and international corporate transactions, bankruptcy reorganizations, secu-
rities laws, corporate governance, deferred compensation, and structured finance matters related to the Employee Retirement
Income Security Act (ERISA), the Internal Revenue Code, and the Affordable Care Act (ACA).

ALICE HALL-PARTYKA is an associate in the firm’s Corporate and Health Caregroups. Her practice focuses on assist-
ing health care payors and providers on regulatory, compliance, and transactional matters. Alice also advises clients on em-
ployee benefit matters related to the Employee Retirement Income Security Act (ERISA) and the Internal Revenue Code.

Journal of Compensation and Benefits e July/August 2018
© 2018 Tho3rp7son Reuters




Journal of Compensation and Benefits

counts, and files containing
large amounts of sensitive in-
formation, retirement plans
need to ensure under ERISA
that they 1) have robust protec-
tions in place to secure against
cybersecurity breaches and 2)
keep their plan documents,
third-party contracts, and re-
lated systems up to date in or-
der to defend against an ever
evolving cyber threat
landscape. Plan sponsors also
need to consistently monitor
these systems and protec-
tions—a key fiduciary concept
under ERISA.

Retirement plans are espe-
cially susceptible to cyber
threats because of their use of
third party vendors, such as
plan administrators, advisors,
custodians, transfer agents,
and trustees (collectively,
“TPAs”) that have access to
plan assets and underlying
confidential information. TPAs
are often overlooked in cyber-
security planning. Plan spon-
sors must ensure that TPAs
have comprehensive protec-
tions and response plans in
place. Often we find that retire-
ment plan and TPA contractual
policies, procedures and in-
demnifications are outdated or
non-existent when it comes to
cybersecurity. Many significant
cybersecurity breaches have
occurred under the watch of
TPAs and not the plan spon-
sors or employers. In a recent
survey by the Ponemon Insti-

tute,® fifty-six percent of sur-
veyed companies experienced
a data breach caused by a
third party, but only seventeen
percent felt that third party risk
was effectively managed.

Plan sponsors must ensure
they have appropriate proce-
dures and protections in place
to secure plan assets and in-
formation from cyberattacks,
both within their own system
and in the systems of the third
parties with which they
contract. Similarly, breaches
can occur when plan partici-
pants are “phished” for pass-
words and other personal
information. But ERISA fiducia-
ries shouldn’t think they are off
the hook from any fiduciary li-
ability in these situations.
Proper multi-step security pro-
tections and plan participant
education are also part of a
plan fiduciary’s responsibility.

LITIGATION AND
ENFORCEMENT

Unfortunately, a data breach
is only the first hit for hacked
employers. Following revela-
tion of a cyber breach, employ-
ers and their officers and direc-
tors are often sued by a range
of parties—attorney general of-
fices, the Federal Trade Com-
mission, consumers, share-
holders, employees, and
financial institutions. And the
related financial penalties can
be high.

In March 2018, Yahoo Inc.
proposed an $80 million settle-
ment to resolve a class action
suit brought by Yahoo Inc. in-
vestors against the company
and its officials in relation to
2013 and 2014 breaches of us-
ers’ personal information.® A
month later, the SEC imposed
a $35 million fine on the com-
pany as a penalty for how it
handled the attack, the first
instance of a public company
being penalized for its handling
of a cybersecurity breach.” The
company is still facing a lawsuit
from data breach victims. The
plaintiffs argue such breach af-
fected all 3 billion users of the
company.®

The various avenues for liti-
gation and enforcement in re-
sponse to the Yahoo breach
emphasize the risks and penal-
ties for a company that has
suffered a cyber breach. BUT,
where the attack is on a retire-
ment plan, there is an addi-
tional litigation basis for an ag-
grieved class of plan
participants and beneficia-
ries—breach of ERISA’s strict
fiduciary duties.

ERISA FIDUCIARY
DUTIES

Under ERISA, directors, of-
ficers, and other employees
who exercise discretionary au-
thority or control over plan
management, administration,
or disposition of plan assets
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are considered fiduciaries and
as such owe particular fidu-
ciary duties to the plan’s par-
ticipants and beneficiaries.’
Whether a director, officer, or
employee is considered a fidu-
ciary is a fact-based test—in
other words it depends on the
plan management, control, or
duties he or she performs. It
has nothing to do with an indi-
vidual’s title vis-a-vis the retire-
ment plan.

What are the fiduciary’s
duties? To start, each fiduciary
has the duty to act solely in the
interests of plan participants
and the duty to act with “care,
skill, prudence, and
diligence.”® In the cybersecu-
rity context, fiduciaries may not
be acting with that “prudence”
and “diligence” if they are not
considering, implementing, and
monitoring robust procedures
and protections to secure plan
assets and data. Even if a fi-
duciary is not involved in cyber-
security management, he or
she could still be liable under
ERISA as a “co-fiduciary” for
knowingly participating in a
breach, concealing a breach,
or even simply not acting to
correct a breach.”

What's at risk for these em-
ployees, officers, and direc-
tors? A lot. Under ERISA, a fi-
duciary is personally liable for
any breaches of fiduciary
duties.” Yup, his or her per-
sonal assets are at risk for

what may happen under the
company’s 401(k) or other re-
tirement, health, or welfare
plan. And it gets worse. Plan
sponsors/employers and retire-
ment plans are prohibited from
indemnifying them against the
risk.™

So what about directors and
officers (D&O) liability insur-
ance? It's permitted under
ERISA but often—if it even ex-
ists—It’s insufficient in amount
or there’s an ERISA “carve-
out” from the policy. Compa-
nies typically maintain D&O in-
surance to cover directors and
officers for claims made
against them while serving on
a board of directors or as an
officer. However, D&O insur-
ance can be outdated and may
insufficiently cover potential
risk for fiduciary duty breaches
relating to cyber breaches and
in particular anything related to
employee benefit plans that
are subject to ERISA. While
carriers are increasingly offer-
ing stand-alone cyber insur-
ance policies, these policies
usually do not provide any
protection against ERISA fidu-
ciary duty breaches.

APPROPRIATE
CYBERSECURITY
PROCEDURES AND
PROTECTIONS

Retirement (and health) plan
sponsors should immediately
ensure that their employee
benefit plans have appropriate

written procedures, protec-
tions, action plans, and other
safeguards to secure plan as-
sets and plan participant data.
To do otherwise may risk the
personal assets and property
of the members of the board of
directors, the CEO, CFO, Chief
Human Resources Officer,
committee members, and cer-
tain employees who have
some discretion, control, or
management authority over the
employee benefit plan.

Whether or not their duty of
prudence under ERISA has
been breached will largely de-
pend on whether the fiduciary
can show that he or she en-
gaged in procedural due dili-
gence before taking the ques-
tioned action. In other words, it
is not just the decision that
matters—it is the process. Em-
ployees, officers, and directors
should be able to show that
they adequately considered
and assessed cybersecurity
procedures and ensured that
other providers were meeting
these requirements.

Fiduciaries also need to en-
sure that TPAs who receive
data and assets from the em-
ployer or employee benefit
plan are appropriately protect-
ing these assets (and plan
data is considered an “asset”).
The duty of prudence requires
that plan fiduciaries: 1) select
plan service providers care-
fully, 2) ensure they have ap-
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propriate cybersecurity plans
in place, 3) check that con-
tracts contain current and ap-
propriate language, and 3)
regularly oversee and monitor
such providers.

Since breaches also arise
from “phishing” of plan partici-
pants for passwords and other
personal information, proper
multi-step security protections
and plan participant education
are an additional part of a plan
fiduciary’s responsibility. Even
where plan participants took in-
adequate precautions with their
own information, fiduciaries will
likely be blamed after the
breach for providing inade-
quate training or having an in-
adequate cybersecurity
system.

Unfortunately there are few
statutory guidelines on the ap-
propriate cybersecurity proce-
dures for employee benefit
plans. The Department of La-
bor prescribed certain mea-
sures that employee benefit
plan administrators must take
when electronically distributing
documents, but not much
more. Under federal regula-
tions, the plan administrator
must “take[] appropriate and
necessary measures reason-
ably calculated” to ensure that
documents are sent in a way
that ensures receipt by the ap-
propriate sender and protects
the confidentiality of personal
information." Even though the

statutory guidance is limited,
the increase in cybersecurity
risks and attacks has led vari-
ous stakeholders to consider
what companies should be do-
ing to protect their data.

CYBERSECURITY BEST
PRACTICES

Government and industry
stakeholders have developed
various best practices and
guidelines that, while not bind-
ing on retirement and health-
care plans, are useful.

In 2002, the Support Anti-
Terrorism by Fostering Effec-
tive Technologies (SAFETY
Act) was enacted to encourage
the use of anti-terrorism prod-
ucts and technologies in civil-
ian settings.” The SAFETY Act
limits liability for companies us-
ing technologies certified by
the Department of Homeland
Security. Incorporating these
certified technologies could
provide plans additional protec-
tion against cyber threats.

In response to the Obama
Administration Executive Order
on “Improving Critical Infra-
structure Cybersecurity,”® gov-
ernment and private sector
stakeholders collaborated to
release in 2014 voluntary cy-
bersecurity management stan-
dards for companies owning or
operating critical
infrastructure.’” Organizations
were encouraged to adapt the
three-part framework to their

own business drivers, threats,
resources, and risk tolerance.

In a 2016 report to the Sec-
retary of Labor, the Advisory
Council on Employee Welfare
and Pension Benefit Plans em-
phasized the particular risks for
retirement plans and encour-
aged plans to develop custom-
ized cybersecurity frameworks
and strategies.' Notably, the
report advised plans contract-
ing with service providers to
use service providers with vet-
ted policies and SAFETY Act
designations and to include in
the contracts clearly defined
security and data access obli-
gations, consistent monitoring
and audit obligations, and
regulatory compliance
stipulations.

In 2017, the American Insti-
tute for CPAs (AICPA) released
a cybersecurity risk manage-
ment reporting framework to
enable organizations to proac-
tively consider cybersecurity
risk management and to com-
municate these activities with
stakeholders.™

CREATING YOUR OWN
CYBERSECURITY RISK
MANAGEMENT
PROCEDURES

401(k) and other pension
and health plan fiduciaries
should take the following ac-
tions, and soon:

e Undertake a legal review
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and modify benefit plan
documents where neces-
sary in order to ensure
there are cybersecurity
provisions and mecha-
nisms to best protect the
interests, privacy, and as-
sets of plan participants
and benéeficiaries;

e Review third-party provid-
ers contacts and negoti-
ate revisions where nec-
essary to best protect the
plan and plan sponsor in
situations of cyber
breaches arising from
TPAs, including timely no-
tification and robust in-
demnification provisions;

e Review D&O insurance
contracts to ensure
proper ERISA coverage
with no restrictive “condi-
tions”;

e Develop a cybersecurity
plan that contains proce-
dures for timely notifica-
tion to plan participants
and regulatory authorities
where required;

e Ensure board of directors
and pension committee
minutes reflect action
taken including monitor-

ing;
e Train plan fiduciaries an-
nually on their ERISA

duties, including those re-
lating to cybersecurity;
and

e Implement advanced
safeguards and training
for plan participants.

ERISA plan fiduciaries, don’t
wait until your house is gone—
literally.
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