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The SolarWinds supply chain attack is a significant cy-
bersecurity attack with widespread domestic and interna-
tional effects. Perhaps the most significant aspect of the 
attack is the breadth of its effects, impacting both govern-
ment and commercial organizations and creating historic 
impacts that will likely define future obligations and ex-
pectations for a broad array of contractors of all sizes and 
sectors. For that reason, it is important for government 
contractors to understand the nature of the incident and 
its impact. The following sections discuss (1) what we 
know currently about the attack, (2) guidelines for the 
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incident investigation and response phase, (3) a use case 
of potential notification obligations triggered by an inci-
dent, (4) a framework for supply chain risk assessment and 
risk mitigation, and (5) information-sharing opportuni-
ties. Following these sections, we have included a check-
list that may help guide contractors through each step of 
incident response and remediation for addressing the po-
tential impact of the SolarWinds attack.

Background
The Attack
The malicious software (malware) used in the Solar-
Winds supply chain attack is known as SUNBURST.1 
SUNBURST can lay dormant and hidden when inac-
tive, but when activated can create “backdoors” that 
allow third parties to enter a software ecosystem without 
permission. This is significant because once a backdoor 
is created, the threat actors who initially planted the 
malware can use it to establish additional persistent ac-
cess to the infected system and, from that, work to move 
elsewhere in the network, establish additional persis-
tence, and conduct other malicious activities—in many 
cases even if the malware itself is removed.

SUNBURST was injected into SolarWinds Orion IT 
management software. At present, the earliest evidence 
of unauthorized access to the SolarWinds code is Septem-
ber 2019.2 Once embedded in the Orion software, the mal-
ware was pushed into enterprise ecosystems as a part of 
otherwise legitimate SolarWinds software updates. These 
updates were not detected in part because the malware 
was so effectively hidden, and also because the updates 
bore digital indicia that usually evidence reliability (i.e., 
they were pushed through the legitimate SolarWinds soft-
ware update process). The earliest-known corrupted up-
date was pushed over 12 months ago, in March 2020.3

While the SolarWinds supply chain has been the 
most publicly visible component of this attack, contrac-
tors that do not use SolarWinds Orion have also been 
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impacted by these attackers. For example, it appears that 
some contractors may have been impacted through third 
parties with access to their network—cybersecurity ven-
dor CrowdStrike has publicly stated that it does not use 
SolarWinds tools and its network was attacked through a 
Microsoft reseller.4 Malwarebytes, which produces antivi-
rus and other cybersecurity tools, has also publicly stated 
that it was a victim of these attackers but that it also does 
not use SolarWinds tools.5

The threat actors behind these attacks are highly so-
phisticated, both in terms of their attack planning and 
coordination and also in terms of their deep knowledge 
of key components of the environments they are target-
ing. Not only were they able to successfully compromise 
the SolarWinds supply chain with malicious updates; 
they have also been documented as having performed a 
substantial number of well-orchestrated activities once 
inside a victim environment, including moving laterally 
within that ecosystem, creating new access points into a 
system, compromising or establishing system accounts, 
overcoming authentication mechanisms, and changing 
application permissions. Industry experts commenting 
on the attacks have emphasized their complexity, and 
likely the significant financial investment of each victim 
attack, as well as how each intrusion is highly bespoke to 
the particular target (which is highly unusual because of 
the time and resources that requires).6

The tactics, techniques, and procedures (TTPs) of 
these threat actors further demonstrate their sophisti-
cation and how well-resourced these attacks have been. 
As an example, the threat actors’ manipulation and use 
of unauthorized Security Assertion Markup Language 
(SAML) tokens is notable. Their use of SAML tokens 
has been observed as allowing them to move freely with-
in even mature, well-instrumented environments with-
out immediately raising red flags, including email ser-
vices, business intelligence applications, travel systems, 
timecard systems, and file storage services.7 This is one of 
many aspects of these attacks that highlights the sophis-
tication and deep knowledge behind the threat actors’ 
ability to deftly penetrate and maneuver through victim 
environments without raising alarms.

The Office of the Director of National Intelligence, 
the FBI, the U.S. Department of Homeland Security 
(DHS), and the National Security Agency (NSA) have 
issued a joint statement formally declaring that Russia 
was most likely the origin of the attack.8 Russia has de-
nied involvement.9

The Impact
SolarWinds stated in SEC filings that up to 18,000 of its 
customers may have been infected through software up-
dates.10 While that may be the upper limit known at this 
time, other public information seems to indicate that 
the threat actors likely focused on a relatively small per-
centage of those potentially vulnerable environments. 
And the impacted systems do not appear to have been 

chosen at random. Rather, the threat actors appear to 
have been seeking sensitive information, particularly 
from the U.S. federal government, and targeted victims 
and systems likely positioned to directly or indirectly 
make such information accessible.11 If we assume that 
this was the attack’s objective, then the attack was argu-
ably a success in several respects.

For example, as a consequence of the SolarWinds sup-
ply chain attack, email systems within the Treasury De-
partment were reportedly compromised, and software 
at the Los Alamos National Laboratory, which makes 
and designs nuclear weapons for the federal government, 
were targeted as well.12 Moreover, many of the private 
contractors that have publicly acknowledged being im-
pacted—such as Microsoft, Cisco, Malwarebytes, Mime-
cast, FireEye, and CrowdStrike—are technology product 
and service providers that serve the U.S. government.13 
Though the precise information that may have been 
compromised by the threat actors is not publicly known, 
the mere fact that unauthorized actors plausibly had ac-
cess to highly sensitive governmental information raises 
substantial risk, never mind the other less-sensitive infor-
mation that may have also been exposed.

There are also significant details about the attack that re-
main unknown. Most notably, the extent of access that the 
threat actors were able to gain in impacted systems has not 
been disclosed in most cases, and the full extent of informa-
tion that the attackers may have gained access to is also not 
clear at this time. In fact, even the total number and identi-
ties of the attackers’ victims are not yet publicly known. In 
the short term, the U.S. Cybersecurity and Infrastructure 
Security Agency (CISA) has taken steps to monitor the sit-
uation and provide mitigation recommendations, as have 
key vendors including Microsoft, SolarWinds, FireEye, and 
others. While the long-term impact of the attack is not yet 
clear, it seems safe to say that we will be seeing the ripple ef-
fect of this attack for many years to come.

Investigation and Risk Mitigation
While the SolarWinds supply chain attack has certain-
ly presented new challenges to contractors potentially 
impacted, directly or through their own supply chain, 
contractors should remember that the core tenets for in-
vestigating a potential cybersecurity incident still hold. 
First and most importantly, even though the SolarWinds 
supply chain attack is high profile, contractors should 
still follow their existing internal policies and proce-
dures, to the extent those are in place. And whether 
through their policies or in the absence of them, con-
tractors are well advised to adhere to industry best prac-
tices for incident investigations, for example, through 
well-established frameworks like the Computer Secu-
rity Incident Handling Guide published by the National 
Institute of Standards and Technology.14 Additionally, 
guidance from government and industry specific to this 
attack and threat actor should be incorporated into inci-
dent response efforts.
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key component of incident response, especially for mat-
ters as high profile as SolarWinds. Where information is 
rapidly evolving, contractors’ external communications 
need to stay accurate and consistent, though the level 
of detail may vary and evolve based on circumstances 
and the audience. Contractors should also be thought-
ful about who will be tasked with communicating on be-
half of the company and the channel to be used—ide-
ally addressed as part of the company’s incident response 
plan and related internal policies. Centralizing decisions 
about communications and messaging during the inves-
tigation phase is a good practice for any incident, but it 
is necessary when dealing with high-profile attacks like 
this. Responsible teams need to have clear guidance on 
how to handle incoming inquiries and how responses 
will be handled.

In addition to their own internal investigation, contrac-
tors should also review their supply chains for risk posed by 
this attack. While a handful of victim contractors have al-
ready been publicly identified, there are definitely more to 
come—e.g., Microsoft has indicated that it notified more 
than 40 of its customers that they were targeted or compro-
mised.21 Additional pointers for reviewing supply chain risk 
are provided further in the discussion below.

Looking forward, impacted contractors should be con-
sidering a number of legal issues in addition to those dis-
cussed in this section. Impacted contractors should be as-
sessing their potential litigation risk related to this attack 
and should update assessments as additional informa-
tion becomes known. Because of the nature of the attack 
and its potentially significant impacts, contractors should 
also consult with their counsel about whether to insti-
tute a blackout on stock sales for company insiders—in-
cluding those involved in incident response.

Notification Obligations
A primary purpose of conducting a privileged investi-
gation is to allow a contractor to identify the relevant 
facts, which can, in turn, inform how to interpret the 
contractor’s legal obligations vis-à-vis those facts. Key 
among a contractor’s legal decisions during incident re-
sponse will be whether, when, and how to notify rele-
vant stakeholders regarding the incident. For contrac-
tors, the precise terms of customer contracts will be 
critical in answering those questions.

Most customer contracts include some kind of re-
porting notification, but far fewer include standard-
ized reporting requirements. The result is often a web 
of notification requirements that must be assessed on a 
contract-by-contract basis. The Department of Defense 
(DoD), however, presents a helpful—and common—use 
case for our purposes here. DFARS 252.204-7012, Safe-
guarding Covered Defense Information and Cyber Incident 
Reporting (the Clause), is a contract provision generally 
incorporated into all DoD contracts that includes specif-
ic notification requirements.

Its purpose is to ensure that contractors adequately 

In terms of initial actions specific to the SolarWinds 
attack, if a company has not already done so, it should 
promptly determine whether SolarWinds Orion software 
is run anywhere within its enterprise. SolarWinds and 
government agencies, including CISA, have published 
guidance to help contractors determine whether a vulner-
able version of the software is or was previously in use.15 
However, that check alone may not be sufficient because 
information released since this attack was first publicly 
identified indicates that the threat actor may have also uti-
lized other entry vectors,16 and, as noted above, some vic-
tims have indicated that they are not SolarWinds users.17 
In any case, if a contractor believes that there is an indi-
cation of a potential cybersecurity incident, it should con-
sider initiating a privileged investigation led by legal coun-
sel to ensure that appropriate protections are in place from 
the outset. This privileged investigation may include en-
gagement of experienced technical consultants, who are 
often especially helpful to legal counsel when dealing with 
APT threat actors. This value is reflected in SolarWinds’ 
attack-related guidance, especially for contractors that do 
not have such expertise in house.18

Once an investigation is initiated, the key technical 
path will typically be to hunt for indicators of compromise 
(IOCs) associated with this attack, as well as other evi-
dence consistent with the threat actor’s TTPs, and agen-
cies like CISA and companies such as Microsoft and Fire-
Eye have published information to support contractors’ 
efforts.19 Contractors should also be ensuring that their se-
curity tools are up-to-date, properly configured, and run-
ning in order to detect known threats and to incorporate 
updates as they become available from vendors.

In coordination with the privileged technical investi-
gation, contractors should also be working as appropriate 
to contain immediate threats, typically based on emerg-
ing findings from the investigation and also government 
and industry guidance.20

As the privileged investigation progresses, contractors 
will need to determine their potential risk exposure from 
the attack, generally taking into account factors such as 
the type and number of systems involved, the type and 
volume of data at risk, and impacts to their business.

Additionally, contractors should consider what get-
ting to “safe” looks like for them, which can be a chal-
lenging exercise, to which experienced technical consul-
tants may add value, when dealing with APT actors or 
other complex attacks.

Throughout the technical investigation and response, 
it will be important for contractors to follow appropri-
ate guidelines and procedures for the collection and doc-
umentation of forensic evidence (typically directed by 
counsel in privileged investigations). It will also be im-
portant for them to take steps to preserve evidence and 
avoid loss (by, e.g., not powering assets if information in 
memory needs to be captured and ensuring that system 
logs are not lost during rollover).

In addition to technical steps, communications are a 
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protect sensitive DoD information handled in perfor-
mance of a contract. Although it appears in most defense 
contracts, the Clause applies only when the performance 
of the contract implicates “covered defense information” 
(CDI).22 The Clause defines CDI as any information that 
meets all of the following criteria:23

• The information is described in the Controlled 
Unclassified Information (CUI) Registry, which 
includes but is not limited to controlled technical 
information and export-controlled information;24

• The information is marked, or otherwise identified 
in the contract, task order, or delivery order; and

• The information is either provided to the contractor 
by or on behalf of the DoD in support of performance 
of the contract or collected, developed, received, 
transmitted, used, or stored by or on behalf of the 
contractor in support of performance of the contract.

If a contractor is handling CDI under a contract, the 
Clause imposes extensive safeguarding requirements. 
Specifically, if a contractor processes, stores, or trans-
mits CDI on its information system, it must implement 
“adequate security” on that system to protect the CDI.25 
When these security measures are nevertheless thwart-
ed, the Clause also requires that a contractor report cer-
tain events to the DoD that could compromise the con-
fidentiality of CDI. Specifically, a contractor must report 
“cyber incidents” that “affect” CDI or any information 
system on which CDI resides.26

The Clause broadly defines a “cyber incident” as any ac-
tion “taken through the use of computer networks that re-
sults in a compromise or an actual or potentially adverse 
effect on an information system and/or the information 
residing therein.”27 A “compromise” is defined as a “disclo-
sure of information to unauthorized persons, or a viola-
tion of the security policy of a system, in which unauthor-
ized intentional or unintentional disclosure, modification, 
destruction, or loss of an object, or the copying of infor-
mation to unauthorized media may have occurred.”28 Im-
portantly, the Clause does not formally define what consti-
tutes a cyber incident that “affects” CDI.

The potentially broad reach of the Clause’s report-
ing triggers adds to the array of decisions that must be 
made in response to incidents like the SolarWinds sup-
ply chain attack. And such decisions must often be made 
quickly. A contractor (or subcontractor) must report such 
incidents to the DoD through the DIBNet portal29 with-
in 72 hours of discovery.30 Adding to the timeline is that 
use of the portal requires a DoD-approved medium-assur-
ance certificate.31

Required information for an incident report typically 
includes:32

• company contact information;
• a Data Universal Numbering System (DUNS) 

number;

• contract numbers (or other type of agreement) po-
tentially affected;

• contracting officer and government program man-
ager contact information;

• contract and facility clearance level;
• facility CAGE code;
• impact to CDI and/or ability to provide operation-

ally critical support;
• date incident discovered;
• locations (including CAGE code) of compromise;
• DoD programs, platforms, or systems involved;
• type of compromise;
• description of technique or method used;
• incident outcome;
• incident narrative.

Upon submission of a report, the DoD provides the 
contractor with an “Incident Collection Form” number, 
and the contracting officers identified in the report are 
notified.33 Where an incident implicates multiple con-
tracts, as is likely to be the case under the SolarWinds 
supply chain attack, the DoD designates a single con-
tracting officer to coordinate with the contractor.34 Im-
portantly, a contractor who is unable to provide all of the 
required information within the 72-hour timeline must 
supplement the initial report as soon as the outstanding 
information becomes available.35 If a contractor can iso-
late malicious software related to the incident, it may be 
asked to separately submit a sample of the malware to the 
DoD Cyber Crime Center.36

The obligations do not stop there. The contractor 
must also preserve and protect images of all information 
systems known to be affected, as well as all relevant mon-
itoring/packet capture data, for 90 days from the date on 
which the report was submitted.37 Based on the report, 
the DoD may elect to conduct a damage assessment, in 
which case it may request this preserved data. If request-
ed, the contractor must provide the DoD with access to 
any other information or equipment that is necessary 
for the DoD to conduct a forensic analysis as part of the 
damage assessment process. Additionally, the DoD may 
request an assessment of the contractor’s compliance 
with the Clause’s “adequate security” requirements.38 No-
tably though, the fact that the contractor has reported a 
cyber incident does not, by itself, automatically establish 
that the contractor has failed to meet its security obliga-
tions under the Clause.39

These provisions of the Clause allow access to a po-
tentially extensive scope of contractor information. To 
mitigate the resultant risks, the Clause requires the DoD 
to protect a contractor’s attributional and proprietary in-
formation from unauthorized use or release.40 Notably 
though, the Clause does not specify what these protec-
tions are. It does, however, include a long list of circum-
stances in which the DoD may release a contractor’s at-
tributional or proprietary information. Many of these 
circumstances could be relevant in the context of the 
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SolarWinds supply chain attack, such as those in which 
the information is released:

• to entities with missions that the information may 
affect;

• to entities assisting in the diagnosis, detection, 
and/or mitigation of cyber incidents, including 
those supporting the DoD’s assessment of the spe-
cific cyber incident at issue;

• to government entities that conduct counterintel-
ligence or law enforcement investigations; or

• for national security purposes, including cyber situ-
ational awareness and defense purposes.41

Although the precise terms of customer contracts will 
vary, they are likely to reflect at least some of the issues 
necessary to consider in the context of the Clause here.

Incoming Information Sharing/Directives
During incidents, contractors should not focus solely on 
identifying what is happening internally. Rather, they 
should also be equipped to receive and gather informa-
tion security updates from external sources, which can 
provide timely information regarding security patch-
es and related guidance. Such sources typically include 
government agencies (e.g., CISA), as well as the broader 
information technology commercial sector. Moreover, 
all information shared should not be received with equal 
credence. Government directives should generally re-
ceive greater attention and adherence, while industry 
guidance should be treated as industry best practices.

The response to the SolarWinds supply chain attack 
represents one of the best examples of effective informa-
tion sharing between the U.S. government and industry, 
as well as data exchange between industry peers. Follow-
ing the identification of this attack, CISA, a DHS com-
ponent agency focused on managing cybersecurity risks 
within the nation’s critical infrastructure, led through 
successive release of Emergency Directives regarding the 
incident.42 The initial Directive instructed federal civil-
ian agencies to “review their networks for indicators of 
compromise” regarding SolarWinds Orion products.43 
An indicator is considered a “sign that an incident may 
have occurred or may be currently occurring,”44 while a 
compromise is an “unauthorized disclosure, modification, 
substitution, or use of sensitive information.”45

CISA provided supplemental guidance where it di-
rected agencies to utilize version 2020.2.1HF2 of the So-
larWinds Orion platform, for which the NSA verified 
that the malicious code had been eliminated.46 Subse-
quent guidance required agencies to (1) conduct foren-
sic analysis, (2) comply with cybersecurity hardening re-
quirements, and (3) report agency status to CISA.47

The Emergency Directives provided by CISA were not 
entirely unique because DHS has taken decisive action 
in the past when threat levels rose to a significant magni-
tude. In 2017, DHS issued a Binding Operational Directive 

(BOD)48 requiring all federal agencies to remove and dis-
continue use of all Kaspersky antivirus software after the 
discovery of potential Russian government threat actors.49 
The Kaspersky BOD and SolarWinds Emergency Directives 
alike should catch the attention of government contractors 
because contractors would arguably be required to imple-
ment such directives when they are operating a federal in-
formation system on behalf of the government.

Supply Chain Risk Management
The SolarWinds supply chain attack demonstrates in stark 
terms the importance for contractors, especially govern-
ment contractors, to manage and take steps to mitigate cy-
bersecurity supply chain risk. Due to the nature of their 
businesses, prime and higher-tier contractors are subject to 
a wide variety of cybersecurity laws, regulations, and stan-
dards, as well as policy and contractual obligations, at all 
levels of government, relating to the protection of sensi-
tive and proprietary government and business informa-
tion. Many of these laws, regulations, and standards focus 
on prime contractors’ supply chains and impose obligations 
through contractual provisions.

Here, too, the previously discussed DFARS Clause 
252.204-7012 provides a helpful use case: Its safeguarding 
and cyber incident reporting obligations must be flowed 
down to subcontractors that are expected to handle CDI.50 
Moreover, a recently published Interim Rule51 further pro-
vides that a prime contractor may not award a subcontract 
unless the subcontractor has a current assessment in the 
Supplier Performance Risk System (SPRS).52 This height-
ened government attention to managing cybersecurity 
supply chain risk is due primarily to the increased risk to 
contractors from cyberattacks and the fact that each level 
of the government contracting chain is a potential point 
of cyber risk for the government customer.

Challenges facing contractors to manage and mitigate 
supply chain risk typically fit within three areas. First, 
contractors often do not have a full and current inven-
tory of which of their subcontractors have access to sen-
sitive data and information and how those data and in-
formation are being protected. Data mapping, especially 
for global contractors, may be a resource-intensive and 
complex task. Second, many contractors do not have an 
established process for assessing risk even once they un-
derstand where sensitive information resides or how it 
is used by subcontractors. Third, contractors may not 
yet have developed a risk-based and cybersecurity supply 
chain risk mitigation and remediation strategy despite 
the potentially significant consequences of failure to act.

Recognizing that it may not be possible to eliminate 
all supply chain risk as cyber threats evolve, the follow-
ing are risk-based activities that contractors may consider 
to mitigate and remediate potential risk to a level accept-
able for your company.

1. Survey the Supply Chain
Generally, a necessary first step in managing supply 
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chain risk is to gather information. Contractors may 
consider surveying subcontractors who have access to 
the company’s technical data and other sensitive and 
proprietary information to determine the baseline secu-
rity posture of those suppliers. Some government con-
tractors use the Exostar Partner Information Manager 
(PIM) tool, a risk management tool that leverages infor-
mation from trusted resources to provide a partner with 
a supplier’s current and potential risk and impact. These 
surveys are often supplemented through conference calls 
with key suppliers and on-site visits.

Other information collection tools used by govern-
ment contractors may include Endpoint Detection and 
Response (EDR) tools and insider threat toolsets that 
work with IT and human resource–based systems to de-
tect potential insider threats from the supply chain.

2. Analyze the Information Gathered
Using the information gathered, a contractor should be 
better equipped to analyze each of its subcontractors’ 
current compliance posture. This analysis will address, 
as appropriate, compliance with applicable regulatory 
requirements, the relevant policies and contractual ob-
ligations, and industry best practices. As part of these 
efforts, the contractor may continue to have and to doc-
ument follow-up discussions with its subcontractors.

3. Implement Risk Mitigation and Remediation Actions
Finally, a contractor, armed with the compliance assess-
ment, may act to remediate any identified cybersecurity 
supply chain risk. Follow-up actions will typically be in-
formed by legal obligations as well as by the criticality of 
the subcontractor. In other words, a contractor may in-
vest resources to critical suppliers that it may not to oth-
ers. Some attributes that may be used as guides in deter-
mining the criticality of a supplier may include whether 
the supplier is a sole/single-source supplier, whether the 
supplier has “crown jewel” information, the volume or 
spend for the supplier relative to the total supplier popu-
lation, whether the supplier supports multiple programs 
or a key program (as determined by the customer), or 
whether this is a high-value strategic partner.

Options offered by contractors to help critical suppli-
ers mitigate cyber risk may include offering cybersecurity 
education and awareness training, appropriate oversight 
and assessment of the subcontractors’ compliance pro-
gram, and improved supplier management. In addition, 
to address potential risk of critical suppliers, a contractor 
may consider work-arounds. For example, in addressing 
DFARS Safeguarding Rule requirements, if it is deter-
mined that a subcontractor needs access to CDI to per-
form its functions but is unable or unwilling to comply 
with the flow-down requirements included in the Clause, 
the contractor may consider offering a hard copy of the 
CDI to the subcontractor in lieu of electronic access or 
offer guest accounts on the contractor’s network for the 
supplier to access the information. If these “alternatives” 

are offered, a contractor may also consider reasonable re-
strictions on the subcontractor’s use of the hard copy or 
read-only access to mitigate potential risk. For example, 
contractual provisions may be considered that require 
the supplier to not download, re-create, or allow CDI on 
its network; protect the information in its possession; 
and either return the information to the contractor or 
destroy it when performance is complete.

In contrast, for noncritical subcontractors, if the sub-
contractor refuses to take the necessary steps to achieve 
compliance, the contractor may consider terminating 
the relationship.

Bringing It All Together: A Checklist
Contractors may consider referencing this checklist as 
an informal guide for cybersecurity incident response as-
sociated with the SolarWinds supply chain attack.

Initial Actions
Check for SolarWinds
Does your company run SolarWinds Orion anywhere in 
the enterprise? Check guidance from SolarWinds, the Cy-
bersecurity and Infrastructure Security Agency (CISA), 
and other government entities to determine if vulnerable 
versions were in place during the attack’s time frame.

But It’s Not Just SolarWinds
Because information about this attack continues to devel-
op, contractors should not assume that no further action is 
needed if SolarWinds is not present. Continue to monitor 
updates to reevaluate whether further action is warranted.

Privileged Investigations
If a vulnerable version of SolarWinds Orion is present or 
other information indicates compromise, consider initi-
ating a privileged investigation led by counsel.

Your Network
Hunt for IOCs and TTPs
Potentially impacted companies should hunt for indica-
tors of compromise (IOCs) as well as for evidence con-
sistent with tactics, techniques, and procedures (TTPs) 
identified as part of this attack. Government entities and 
security vendors have released this information, and fur-
ther updates are expected.

Update Security Tools
Ensure that security tools are up-to-date, properly config-
ured, and running. Security vendors have been releasing 
product updates to improve detection and/or prevention 
as more information on IOCs and TTPs becomes known.

Determine Potential Exposure
While the full nature and impacts of this attack are still 
developing, potentially impacted companies should de-
termine the scope of exposure they may face, including 
systems involved, data at risk, and business impacts.
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Contain the Threat
Consult current guidance for recommended actions. For 
example, CISA Emergency Directive 21-01 called for 
capturing forensic images of systems with vulnerable So-
larWinds versions, then immediately disconnecting or 
powering down.

Logs
Make sure all log sources for the full timeline for the at-
tack are available for analysis. Companies may need to 
collect logs from multiple sources, and some may need to 
be restored or unarchived for coverage back to the initial 
incident time frame.

Preserve Evidence
Prompt action may be necessary to contain threats, but 
failure to preserve forensic evidence in doing so may 
limit subsequent investigation. For example, powering 
down a system before capturing a forensic image may 
lose information in memory.

Getting to Safe
Eradication of APT threats and subsequent recovery typ-
ically require an iterative process and varying levels of 
“safe.” Determining whether systems are “safe” and what 
“safe” means at a given point is often difficult, which is 
why government and security vendors are recommend-
ing that companies work with professionals with APT 
experience.

Forensic Vendors
If companies do not have significant APT experience in 
house, third-party forensic vendors offer this expertise. 
For privileged investigations, current best practice is to 
engage vendors through counsel.

External Communications
Stay Consistent and Aligned
Especially in situations with evolving information, exter-
nal communications need to stay accurate and consistent, 
although level of detail may vary and evolve as circum-
stances warrant. Companies should also be thoughtful 
about the individual or team tasked with communicating 
a given message and the channel to be used.

Centralize Decisions
Because the attack is high profile, companies should ex-
pect inquiries. Accordingly, companies should ensure 
that they have clear internal guidance on how incoming 
inquiries will be handled and how responses will be man-
aged. Without this, the company risks ad hoc responses 
being made by unauthorized individuals and that leader-
ship will not have visibility.

Statutory/Regulatory Obligations
The company also needs to be aware of statutory and 
regulatory obligations. Regulated industries may have 

mandatory reporting obligations for a potential compro-
mise (e.g., healthcare companies under HIPAA), and 
publicly traded companies may need to make SEC dis-
closures for material impacts to their business. This in-
cludes whether impacts to their vendors trigger report-
ing obligations. Notification obligations may also be 
triggered if personal information or other types of regu-
lated data were exposed by the attack (by, e.g., the EU’s 
General Data Protection Regulation (GDPR), the Cali-
fornia Consumer Privacy Act (CCPA), and other U.S. 
state laws).

Contractual Obligations
The company needs to be aware of its contractual obliga-
tions related to a potential compromise, which may in-
clude notifications to impacted customers, vendors, or 
other counterparties. Government contractors should 
pay particular attention to reporting requirements built 
into their standard contractual clauses and statements of 
work. Depending on contracting practices, obligations, 
and their triggers, timing and form may vary.

Incoming Notifications
Companies should have clear internal guidance to ensure 
efficient and timely intake and escalation for notifications 
received that indicate potential impacts from the attack 
(e.g., from vendors, law enforcement/government, etc.).

Engaging with Law Enforcement/Government
Companies may opt to proactively engage with law en-
forcement or other government entities about this at-
tack. Whether in response to a notification or proactive 
contact, all such communications should be coordinated 
with leadership and counsel.

Proactive Transparency
Companies may consider taking a more proactive and 
transparent approach to publicly disclosing cybersecu-
rity incidents, which has been a recent trend and has al-
ready occurred with this attack. Additionally, security 
researchers are working to identify victims with attack 
information, which may create incentives to be proactive 
rather than reactive.

Supply Chain
Inquiries and Rights
Evaluate potential risk from this attack through the 
company supply chain, especially key vendors. The com-
pany should be prepared to undertake assurance efforts 
in an organized fashion to ensure consistency, efficient 
intake, timely response to identified risks, and appropri-
ate documentation. The company should also clearly 
understand its contractual rights.

Risk Prioritization
Recognizing that vendors do not all present equal risk, 
companies should evaluate relative risks posed by each 
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vendor and address highest-priority risks accordingly 
(e.g., based on criticality, degree of network intercon-
nectivity, or sensitivity of access). Such decisions should 
be made in a consistent and programmatic fashion, with 
appropriate involvement of leadership.

Additional Considerations
Internal Processes and Procedures
While this attack is high profile, companies should still 
follow applicable internal processes and procedures, in-
cluding for governance and documentation. Departures 
may create unnecessary legal and business risk.

Intellectual Property Threats
This attack is already known to involve compromising 
SolarWinds code and stealing proprietary tools from Fire-
Eye. Potentially impacted companies should carefully re-
view whether their IP has been impacted or is at risk.

Litigation Risk
Companies need to track their potential litigation risk 
associated with this attack, based on known potential 
impacts and in light of additional information that be-
comes known.

Stock Sale Blackout
Because of the nature of this attack and potential for sig-
nificant impacts, companies should consult with counsel 
about whether to institute a blackout on stock sales for 
company insiders—including those involved in incident 
response.   
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