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The rules governing the preservation, collection,
production and use of electronically-stored infor-
mation (“ESI”) are developing rapidly in the context
of civil litigation, spurred in part by amendment of
the Federal Rules of Civil Procedure in 2006 to
deal with some of the complications presented by
voluminous electronic evidence. But what about
e-discovery in criminal investigations and litiga-
tion? Criminal defense lawyers and prosecutors
are generally far behind their civil counterparts in
grappling with these issues, and have no formal
procedural rules to guide the way. But the world
of criminal e-discovery is evolving every day. This
article examines e-discovery issues in the context
of subpoena compliance, search warrants and
post-indictment discovery, including the extent to
which the new civil rules and case law are influ-
encing criminal practice.

l. SuBPOENA COMPLIANCE

A. The Duty to Preserve Electronically-
Stored Information
In a typical white-collar criminal investigation,
the first e-discovery issue confronted by defense
counsel is usually the need to preserve relevant
ESI. More often than not, this arises because the
client has been served with a grand jury or other
law enforcement subpoena for documents. Civil

litigators also must deal with this issue at the out-
set of a case, but there is an important distinction:
the consequences—both direct and collateral—of
failing to preserve relevant evidence can be far
more severe in criminal cases, up to and includ-
ing obstruction of justice charges where some de-
gree of intent can be shown. Thus, the problems
presented by voluminous, widely dispersed and
constantly changing ESI can be particularly acute
in the criminal context.

The first step is determining when a duty to pre-
serve ESI has been triggered. Service of a subpoe-
na is one obvious trigger, but the duty can arise
prior to that point. A classic example is the pros-
ecution of Arthur Andersen in the Enron case for
destruction of documents at a time when the firm
could reasonably expect a government investiga-
tion, but had not yet received a subpoena (in that
case, from the SEC)." But when, exactly, does the
duty arise?

In civil litigation, the basic rule is fairly well-
developed: “[Wlhenever litigation is reasonably
anticipated, threatened or pending against an or-
ganization, that organization has a duty to pre-
serve relevant information.”? There is scant case
law in the criminal arena on this point, but in
general the same principle applies: The duty to
preserve potentially relevant information arises
when a government investigation is threatened or
pending, or can be reasonably anticipated. The
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obstruction-of-justice provisions in the Sarbanes
Oxley Act of 2002 (“SOX”), which were enacted
in reaction to the conduct at Arthur Andersen de-
scribed above, echo this standard, making it clear
that a government investigation need not have
commenced and a subpoena need not have been
issued for the duty to preserve to arise: “Whoever
knowingly alters, destroys . . . [or] falsifies . . .
any . .. document . . . with the intent to impede,
obstruct, or influence the investigation . . . of any
matter within the jurisdiction of any department
or agency of the United States . . . or in relation
to or contemplation of any such matter or case,
shall be fined . . . [or] imprisoned not more than
20 years, or both.”?

Once the duty to preserve arises, the steps that
must be taken do not vary significantly from civil
litigation. Company counsel must move quickly
to implement a “legal hold” order that tracks the
government’s information request (if available) to
ensure that employees are on notice of the types
of ESI that must be maintained. * And the same
common pitfalls must be avoided. For example, a
system to ensure compliance with the hold order
should be established, regular reminders should
be issued, ESI system “auto-deletes” should be
disabled, “self collection” of ESI by employees
should ordinarily be avoided, ESI maintained by
former and/or departing employees must be cap-
tured, and special ESI repositories such as dynamic
or proprietary databases must be considered. Fur-
ther, it is becoming standard in criminal practice
to have forensic copies of computer hard drives
imaged—especially hard drives of the “key” cus-
todians relevant to the investigation. Finally, a fo-
rensic expert’s involvement can be critical to the
assessment and successful preservation of ESI in
an enterprise environment, whether the company
is large or relatively small.

Unlike civil litigation, special preservation chal-
lenges can arise in the criminal context when a
matter must be kept confidential. In these circum-
stances, company counsel may be limited in the
extent to which they can communicate with cus-
todians of potentially relevant documents, such
as through a broadly-distributed legal hold order

or in the course of imaging computer hard drives.
For example, the government subpoena could
emphasize the need for strict confidentiality. In
that situation, counsel will ordinarily want to con-
fer with the government to reach an agreement on
how to balance the need for secrecy against the
need to preserve relevant information.

A more difficult situation arises when company
counsel is conducting an internal investigation
and the government is not yet in the picture. For
example, counsel may be investigating a whistle-
blower complaint and, like the government, must
be careful not to tip off the potential targets of the
investigation or expose the confidential informant.
A possible approach in this circumstance is to
take only surreptitious steps to preserve ESI, such
as capturing “snapshots” of e-mail accounts from
servers. This approach risks the loss of other data,
such as ESI stored on hard drives that is deleted ei-
ther nefariously or in the ordinary course of busi-
ness. Should a government investigation ensue,
counsel may need to convince the authorities that
the right balance was struck between preserving
evidence and compromising the integrity of the
internal investigation. A solid record of preserva-
tion efforts and the basis for decision-making may
be critical.

As noted above, the consequences of failing to
preserve potentially relevant ESI can be broader
and more severe in criminal cases. For starters,
failing to maintain relevant ESI, or at least build a
record of thorough, good-faith efforts to do so, can
color the views of prosecutors and agents at the
outset of a case. These views can affect judgments
about culpability and cooperation, which can in
turn influence charging decisions and plea nego-
tiations. In addition, a failure to preserve poten-
tially relevant information may adversely impact
Sentencing Guidelines calculations by increasing
the defendant’s culpability score.” And it is not
only the client who may be penalized: preserva-
tion failures can also have personal consequences
for in-house and outside counsel as well.°

Apart from these collateral consequences, pres-
ervation failures can expose the client to an ad-
ditional investigation for obstruction of justice.
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Because many government investigators are skep-
tical by nature and may routinely encounter efforts
to destroy evidence, they may assume bad intent
unless good faith can be demonstrated. A similar
reaction can be expected if the problem becomes
public. Newspaper headlines tend to proclaim
“Company Destroyed Evidence in Criminal Case”
rather than “Company Inadvertently Deleted Po-
tentially Relevant Documents.”

In extreme cases where intent can be shown,
any number of obstruction-of-justice statutes can
be brought to bear. For example, in addition to
§ 1519, which is cited above, SOX contains anoth-
er obstruction provision that is remarkably broad:
“[wlhoever corruptly alters, destroys, mutilates, or
conceals a record, document, or other object . . .
with the intent to impair the object’s integrity or
availability for use in an official proceeding . . .
shall be fined . . . or imprisoned not more than 20
years, or both.”” Prosecutors are keenly aware of
the potential ramifications of failures to preserve
evidence, and the leverage that can result. A re-
cent official DOJ publication observed: “it is cru-
cial to understand that deliberately ignoring pres-
ervation requirements could result in prosecution
for obstruction of justice.”® Because obstruction
is often easier to prove than the underlying crime,
which may involve complicated issues ill-suited
to a jury trial, prosecutors ordinarily will not pass
up an opportunity to deploy their obstruction-of-
justice arsenal.” And, even if a defendant is not
prosecuted, evidence of intentional manipulation
of ESI can hand the prosecutor powerful evidence
of consciousness of guilt.

Finally, it is notable that the mishandling of ESI
by private litigants in civil actions can also lead to
criminal penalties. In United States v. Lundwall,
the district court determined that the defendants
could be prosecuted under 18 U.S.C.§ 1503 for
allegedly withholding and then destroying docu-
ments sought by plaintiff's counsel during dis-
covery in a civil discrimination lawsuit between
private parties.'® More recently, a judge in the
Eastern District of New York referred a case to the
U.S. Attorney for electronic discovery abuses. In
Gutman v. Klein, the court entered a default judg-

ment against the defendants for “the destruction of
evidence . . . of the worst sort: intentional, thor-
oughgoing, and (unsuccessfully) concealed.”"
The court directed the Clerk of the Court “to send
a copy of this Order, together with the Recom-
mendation, to the United States Attorney for the
Eastern District of New York for such action, if any,
as he deems appropriate.”'?

B. International Data Protection Laws

Dealing with ESI overseas presents unique
problems. Some elements of the DOJ, such as the
Antitrust Division, take the view that they have
no authority, as a matter of international comity,
to exercise law enforcement authority overseas
through a subpoena and therefore will not require
production of foreign documents. However, they
will certainly require that relevant ESI (which may
ultimately be obtained via a Mutual Legal Assis-
tance Treaty (“MLAT”) or produced voluntarily)
be preserved. But counsel must tread carefully in
preserving and producing such material.

Foreign data protection laws, particularly in
Europe, impose specific requirements on entities
holding “personal data,” which is defined broadly
to include any data that is identifiable to a person.
Such laws, which place limitations on a company’s
right to “process” personal data, typically extend
to emails created on a company’s system, as those
emails are identifiable to a person and, therefore,
deemed “personal data.” Thus, the data protection
laws of European and other countries may impact
a company’s right to take steps to preserve, much
less collect and produce, potentially relevant ESI
from a foreign office or subsidiary. Further, these
rules may apply to data that is “housed” on servers
in the United States. Thus, counsel could quickly
find themselves in a situation where they have
violated the laws of a foreign country in order
to comply with the U.S. government’s demands.
And violating the foreign country’s data protection
laws may subject a company to fines or criminal
penalties. Accordingly, before “processing” ESI
from a foreign office or subsidiary, it is advisable
to consult with a privacy expert in the jurisdiction
in question.
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C. Conferring with the Government on ESI
Issues

Federal Civil Rule of Procedure 26(f), as amend-
ed in 2006, requires that parties meet and confer
to address and avoid problems with ESI early in the
litigation process. There is no criminal rule ana-
log to Fed. R. Civ. P. 26(f), but the need to identify
and address ESl issues early on is just as (and per-
haps more) important in a criminal matter given
the potentially significant consequences that can
result from spoliation. Coming to agreement in
a criminal case can sometimes be more difficult
because the symmetry of risks and interests be-
tween the two parties common in civil litigation
generally does not exist; the government will be
far less worried about the “boomerang” effect of
imposing unfair burdens on defense counsel. It
is nonetheless essential in most cases to sit down
with government representatives to work through
the problems presented by the collection and pro-
duction of ESI.

Before engaging the government in such a dis-
cussion, it is critical to understand your client’s
electronic systems, where materials are located
and how they can be harvested in a cost-effective
manner. This is essential if your client intends to
make a burdensomeness argument to the govern-
ment in an effort to gain concessions and reach
compromises. It is often advantageous to have a
third party forensic specialist assist with the pres-
ervation and collection of potentially relevant
material so that the details of the problems you
are encountering and proposed solutions can be
substantiated and clearly communicated, includ-
ing to the government’s own IT experts. In many
instances, third party experts can demonstrate for
the government how the most pertinent ESI can
be provided without subjecting a business to an
overly broad and costly collection and production
effort.

After having taken the necessary steps to en-
sure that ESI is being preserved, counsel should
reach out to the government and consider the dis-
cussion similar to a Rule 26(f) conference. Such
discussions can prevent problems down the road;
both the company and government should reach

a common understanding on the scope of the pro-
duction. This can include, for example: the date
ranges of materials to be reviewed and produced,
the specific custodians whose ESI should be ex-
amined, the use of search term filters to cull the
data prior to review and production, and the form
of production to the government.

There are more subtle benefits to this dialogue
as well. First, such discussions may provide de-
fense counsel with their first opportunity to influ-
ence and affect how the government will view the
client, particularly a corporate client potentially
on the hook for the aberrational conduct of one
or more “rogue employees.” Second, discussion
of issues such as which custodians should be con-
sidered “key” and which aspects of the subpoena
are most important to the government may pro-
vide invaluable insight into the government’s case
that the prosecutor would otherwise be hesitant
to reveal.

An additional area of possible discussion with
the government is the scope of preservation. Pros-
ecutors are understandably much more hesitant
to compromise on preservation than production
issues, particularly if they have little experience
dealing with ESI issues. However, where defense
counsel can demonstrate a degree of burden that
is obviously out of proportion with the benefit
to be gained by preservation, a compromise can
often be struck. For example, a prosecutor may
agree that only the oldest and most recent set of
backup tapes need to be preserved, rather than
every single tape in the company’s possession. Or
there may be room for agreement on the extent of
forensic imaging of computer hard drives, limiting
that effort, for example, to key players. The risk is
that you may get an answer you do not like and
your ability to make reasonable judgment calls
may be restricted.

Finally, if company counsel uncovers inten-
tional efforts by employees to delete or otherwise
manipulate relevant ESI in response to an investi-
gation, such incidents must be addressed imme-
diately. By getting to the bottom of such matters,
taking all reasonable steps to rectify the situation
(such as by restoring deleted documents from
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backup tapes or through forensic examination of
hard drives), and, in certain circumstances, report-
ing promptly to the government, a company might
very well earn a complete free pass on obstruction
issues while the government pursues the employ-
ees involved.

D. New Federal Rule of Evidence 502

Federal Rule of Evidence 502, which was en-
acted in September 2008, has the potential to
significantly impact the parties’ treatment of privi-
leged materials in its compliance with a law en-
forcement subpoena.'> The new rule was driven
primarily by concern with the immense costs as-
sociated with thoroughly reviewing huge amounts
of ESI'in an effort to avoid production of privileged
material and waiver of the attorney-client privi-
lege and work product protections. Three aspects
of the rule have potential application in the con-
text of subpoena compliance.

First, FRE 502(b) essentially codifies the major-
ity common law rule on inadvertent production.
Specifically, inadvertent production of privileged
documents will not constitute a waiver as long as
reasonable steps were taken to prevent disclosure,
and the party holding the privilege took prompt
and reasonable steps to rectify the error. In ad-
dition, FRE 502(a) provides that subject-matter
waiver will not apply to inadvertent disclosures of
privileged material.

Second, FRE 502(e) is designed to ensure that
parties that enter into non-waiver agreements re-
ceive the full protection of those agreements. This
would apply for example, to “clawback” agree-
ments—under which the government agrees to
promptly return any inadvertently-produced privi-
leged material—and “quick peek” arrangements—
under which documents are produced wholesale
prior to privilege review and the party receiving
the documents selects which non-privileged ma-
terials it wants to retain. Clawback agreements
in particular are becoming more common in the
context of law enforcement subpoenas in an effort
to speed up and reduce the costs of review and
production. FRE 502(e) gives those non-waiver
agreements extra force.

Third, FRE 502(d) is intended to address a po-
tential problem with the types of party agreements
just described: Those agreements may be binding
in the proceeding at hand, but not necessarily in
other proceedings. This dynamic is especially im-
portant in the criminal context because of the im-
plications for parallel civil litigation. One would
hope that the government would not typically take
unfair advantage of inadvertent disclosures; but
some plaintiffs lawyers are eager to exploit such
slip-ups to gain a tactical advantage and squeeze
out additional settlement dollars. In addition, it
is not at all clear that such agreements would be
binding on other elements of the government—
such as regulatory enforcement agencies like the
SEC—that may conduct subsequent or parallel in-
vestigations. FRE 502(d) provides that a federal
court order limiting waiver, such as a clawback
arrangement in the form of an order, applies with
full force in any other federal or state proceeding,
even as to third parties.

The application of FRE 502(d) in the criminal
context, however, is uncertain. Approaching the
court for an order memorializing an agreement on
waiver is relatively straight-forward in civil litiga-
tion. In the typical criminal case, however, one
or both parties would have to approach the court
responsible for supervision of the grand jury pro-
ceedings out of the blue. In addition, FRE 502(d)
contains a potential ambiguity as it speaks in
terms of orders entered “in the litigation,” rather
than, for example, referring more broadly to a
“proceeding.” It would seem that an applica-
tion to the supervising court by the defense or
the government for a protective order or compul-
sion order—or some sort of joint approach by the
parties—should qualify as “litigation” under the
rule, but this conclusion is not crystal clear. One
can also imagine why a prosecutor amenable to
a clawback agreement would be hesitant to ap-
proach the court for an order, unless there was
a very clear benefit, such as receiving a docu-
ment production in a matter of weeks rather than
months.
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II. SEARCH WARRANTS

The unique challenges presented by the very
nature of ESI create problems in the context of
search warrants as well. In particular, the 21+ cen-
tury phenomenon of vast amounts of intermingled
computer documents has run head-long into the
18" century search-and-seizure strictures of the
Fourth Amendment. On the one hand, computers
can store millions of pages of documents—some
of which can be hidden or disguised to undermine
the government’s search. Therefore, searches pur-
suant to lawful warrants need to be somewhat
invasive. On the other hand, this inevitable in-
vasiveness must be reconciled with the Fourth
Amendment’s prohibition against “general” war-
rants and its requirement for particularity in iden-
tifying “the place to be searched and the . . . things
to be seized.” A vast landscape of contradictory
case law is developing as courts grapple with this
conundrum.

The Fourth Amendment states that “no warrants
shall issue, but upon probable cause, supported
by oath or affirmation, and particularly describ-
ing the place to be searched, and the persons
or things to be seized.”'* If there is no probable
cause for an item included in the search warrant,
the warrant is overbroad.'> By “limiting the autho-
rization to search to the specific areas and things
for which there is probable cause to search, the
[particularity] requirement ensures that the search
will be carefully tailored to its justifications, and
will not take on the character of the wide-ranging
exploratory searches the Framers intended to pro-
hibit.”®

Although a warrant must be sufficiently particu-
lar to withstand scrutiny, courts have been incon-
sistent in applying this “particularity” standard to
warrants for ESI. For example, some courts have
imposed tight ex ante restrictions on the govern-
ment, requiring that warrants for ESI searches fo-
cus specifically on particular files or types of elec-
tronic evidence. Conversely, other courts have
permitted generalized descriptions of computer
equipment to be searched and more or less given
the government free rein to examine data therein

on the theory that all data in a computer is essen-
tially in “plain view.”"

A. Ex Ante Restrictions on ESI Searches

Some courts have given magistrate judges the
authority to control how a search will be conduct-
ed, in advance of the search, to prevent the ran-
dom or general examination of ESI unrelated to the
investigation. In those instances, the government
was required to submit a search protocol outlin-
ing the methods it intended to use to ensure the
proposed search was reasonably tailored to find
ESI related to alleged criminal activity. In other
words, the government was required not only to
identify where it would search and what it would
seize, but how the search would be conducted.

In In re Search of 3817 W. West End, the gov-
ernment challenged whether a magistrate could
“require the government to set forth a search pro-
tocol that attempts to ensure that the search will
not exceed constitutional bounds.”'® The district
court found that the magistrate possessed the au-
thority to require a protocol to ensure that the
search was “reasonably designed” to focus on
the documents related to the alleged criminal ac-
tivity.' The court explained the purpose of the
protocol: “[T]o provide the Court with assurance
that the search of the computer after its seizure
would not consist merely of a random or gener-
al examination of other documents which, on a
home computer, might contain sensitive informa-
tion regarding health or other personal and pri-
vate matters completely unrelated to the alleged
criminal activity.”?° The court made it clear that
the government’s authority to seize the computers
and search them was conditioned on the required
search protocol being provided by the govern-
ment.?!

Other courts have criticized the approach en-
dorsed in 3817 W. West End but have nonetheless
expressed skepticism in response to the govern-
ment’s claim that it must be allowed to rummage
around at will.?* For example, in In the Matter of
1406 N. 2nd Avenue, the court, although allowing
the government to proceed without a search pro-
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tocol, noted that “[tthe Government’s argument
that a search protocol should never be required
appears disingenuous, particularly since the De-
partment of Justice manual, Searching and Seiz-
ing Computers and Obtaining Electronic Evidence
in Criminal Investigations, July 2002, encourages
that search warrant requests include an explana-
tion of the search methodology.”*

Indeed, the DOJ Search and Seizure of Electron-
ic Evidence guide cited in 7406 N. 2nd Avenue
does suggest that incorporation of search proto-
cols in a warrant affidavit is appropriate without,
of course, suggesting the such an approach should
be mandatory. The guide notes that a “successful
computer search warrant” should explain “both
the search strategy and the practical consider-
ations underlying the strategy in the affidavit.”**
Moreover, it addresses intermingled ESI, remark-
ing that the “affidavit should also explain what
techniques the agents expect to use to search
the computer for the specific files that represent
evidence of crime and may be intermingled with
entirely innocuous documents.”*> The guide ex-
plains that both the court and government agents
can refer to the document as a guide when execut-
ing the search and that it helps “counter defense
counsel motions to suppress based on the agents’
alleged ‘flagrant disregard’ of the warrant during
the execution of the search.”?® And, in certain
circumstances, the guide suggests that computer
forensic experts should be consulted to help de-
vise a search to identify particular files that may
be described in the warrant.?”

B. The BALCO Two-Step Approach

The Ninth Circuit’s decision in United States v.
Comprehensive Drug Testing, Inc. (“BALCO deci-
sion”) takes a different approach, and provides a
useful frame of reference for these issues.?® The
BALCO decision stemmed from the highly publi-
cized grand jury investigation of the Bay Area Lab
Collective (“BALCO”), linked to Major League
Baseball home run king Barry Bonds and the
subject of a New York Times best selling book.*
The BALCO decision is controversial because, in

the view of some commentators and a dissenting
judge, the majority’s approach in that case went
a long way towards gutting the principles of the
Fourth Amendment when applied to the virtual
world of ESI.

1. Facts

In connection with its ongoing investigation
of BALCO, government agents developed
probable cause to believe that at least ten
Major League Baseball players had obtained
steroids from BALCO.?® The agents executed
search warrants at an independent medical
testing lab, seeking information about the ten
named baseball players.?' During the search,
the government made duplicate copies of the
lab’s computer directories which included
the intermingled data of more than 100 other
baseball players’ test results, as well as medi-
cal records for participants in thirteen other
sports, businesses and sports competitions.*?
Based on the information in these directories,
the government obtained additional search
warrants relating to approximately 100 other
baseball players who were listed in the data-
base as having tested positive for steroids.>?
The Major League Baseball Players Associa-
tion sought the return of the seized data relat-
ing all players other than the 10 named indi-
viduals in the initial search warrant, pursuant
to Fed. R. Crim. P. 41(g).**

2. BALCO Majority Opinion

The majority opinion addressed two impor-
tant issues: (1) did the government have the
right to seize all of the information in the in-
dependent lab’s test results directory, rather
than segregating and seizing information
within the scope of the warrant; and (2) once
the information in the directory had been
seized, did the government have the right to
review all of it without any judicial supervi-
sion?

With regard to the seizure, the majority first
rejected the notion that “government officials
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should limit their computer searches to key
words suggested by a searched party.”*> The
court saw no duty for the government to rely
on the independent medical testing lab’s em-
ployees to highlight the particular files that
would be “seizable” under the warrant be-
cause like most searched parties, they “had
an incentive to avoid giving over documents
the government might not know to miss.”?°
The court also concluded that the govern-
ment had “no reason to assume” that the
relevant materials in the test results directory
would be listed under the name of the spe-
cific baseball players listed in the warrant.?”
Based on these findings, the court concluded
that the government “properly considered
and respected the privacy interests, intrusive-
ness, and law enforcement needs posed by
the searches in question” by removing only
a copy of directory and taking only “limited”
amounts of other relevant media.*®

After finding that the government had proper-
ly seized the entire directory, the court ruled
that “while the government may seize inter-
mingled data for off-site review to minimize
intrusiveness of a computer search, it may
not retain or use the evidence after proper
objections are raised, unless a magistrate
subsequently reviews and filters the evidence
off-site.”*? Notably, under this approach the
discovery of intermingled documents in a
database would not automatically prompt
a neutral magistrate’s review; instead, such
a review would occur only upon a “proper
post-seizure motion by the aggrieved par-
ties.”** This “post-seizure motion” would, in
the view of the majority, “afford[] the nec-
essary protection[s] against unreasonable
retention of property after a seizure of inter-
mingled computer data.”*'

. The Dissent

“What happened to the fourth amendment?
Was it repealed somehow?”** This rhetorical
question set the tone for Judge Sidney Thom-

as’s strongly-worded dissent. Judge Thomas’s
“most profound disagreement” with the ma-
jority opinion was the conclusion that the
government could legally seize all of the data
simply because it was intermingled with data
responsive to the warrant.* To Judge Thom-
as, the “wholesale seizure for later detailed
examination of records not described in a
warrant . . . has been characterized as ‘the
kind of investigatory dragnet that the fourth
amendment was designed to prevent’” and
courts have “eschewed” the haphazard search
and seizure of materials non-responsive to a
valid search warrant for years.** Most impor-
tantly, Judge Thomas stressed that the govern-
ment’s entitlement to seize all records in the
file because they were intermingled “puts
Americans’ most basic privacy interests in
jeopardy.”*> He noted that the implications
of “approving such behavior are staggering .
... [ulnder the majority’s holding, no labora-
tory or hospital or health care facility could
guarantee the confidentiality of records.”*®

Moreover, the dissent suggested that the key
advantages of electronic data storage—“the
ease of searching and examining data”—
were being ignored.*” The agents could have
utilized software programs to segregate non-
relevant information from the database at
issue; “for example, a simple search would
have yielded the information responsive to
the search warrant.”*® The dissent questioned
why the majority would not use “the power
of a relational database to protect legitimate
privacy interests” rather than “discouraging—
if not precluding—such a use.” And, since
intermingled data is an intrinsic part of “elec-
tronic databases, this restriction renders the
Fourth Amendment a nullity in the electronic
context.”*?

Judge Thomas also parted ways with the ma-
jority on the second key issue in the case: the
extent to which the government was free to
examine all the seized data. Judge Thomas



“E-Discovery” in the Criminal Context: Emerging Issues and Trends 9

proposed that a neutral magistrate be re-
quired to examine the intermingled data,
even if “proper” objections were not raised,
to ensure that the private information the
government is not entitled to seize remains
private.’® Under his proposal, Government
agents who seize intermingled data would
have to seek guidance from a magistrate on
how to proceed. Judge Thomas was quick
to add that his procedure would not impose
impractical burdens on the government: the
data is secure “and may be reviewed in an
‘informed and deliberate’ manner by a ‘neu-
tral and detached’ magistrate, rather than be-
ing secreted for indiscriminate examination
by government officials.”*"

4. The Upshot of BALCO

Computers have an extraordinary capac-
ity to retain data and information that was
simply not possible 20 years ago, and which
will only expand exponentially in the future.
Couple this storage capacity with the ten-
dency of most individuals to maintain copies
of personal and work related documents for
lengthy periods of time—all “intermingled”
on their computers or various systems—
and the implications of the BALCO decision
become clear: such personal data can be
seized by the government not because there
is any probable cause to believe it is related
to a crime, but simply because the informa-
tion happens to share space on a computer or
system with other information that is speci-
fied on a valid warrant.

The BALCO decision is particularly alarming
because of the implications for third parties.
Any person’s private information (such as the
medical testing records at issue in BALCO),
even if it is clearly outside the scope of the
search warrant, can be seized by government
agents without notice, either before or after
the fact. And if that information is seized, a
party would have to “object” to gain the in-
tervention of a neutral magistrate. This would

be a meaningless remedy in situations where
a third party is unaware that his or her inter-
mingled data had been seized. With govern-
ment agents able to seize private ESI housed
on databases or directories without a search
warrant as along as there is other information
on the same database or directory that is re-
sponsive to the search warrant, it would seem
we are coming perilously close to exactly the
kind of “general warrant” the founders had in
mind when enacting the Fourth Amendment.

C. Other Courts Applying the Two-Step
Approach

Other courts have taken an approach similar to
that advocated in the BALCO dissent. In United
States v. Carey, the government seized two com-
puters from the defendant while conducting a
search for information related to drug distribution
and possession.”* The government obtained an-
other warrant allowing it to search the computers
and during that search, one of the agents opened
a .jpeg file that contained what he believed was
child pornography.”®  The agent downloaded
244 other image files and reviewed a sampling
of them; when this was complete, “he returned
to the computers to pursue his original task of
looking for evidence of drug transactions.”>* The
agent acknowledged that when he opened each
of the subsequent .jpeg files, he was looking for
evidence of child pornography, not for evidence
of drug transactions.”

Rejecting the government’s “plain view” argu-
ment, the Tenth Circuit determined that the agent’s
search for all but the first image file he opened
had exceeded the scope of the search warrant and
that the “unconstitutional general search” required
suppression of the child pornography evidence.”®
The court rejected the government’s argument that
“this situation is similar to an officer having a war-
rant to search a file cabinet containing many draw-
ers. Although each drawer is labeled, [the agent]
had to open a drawer to find out whether the label
was misleading and the drawer contained the ob-
jects of the search.”” Instead, the court noted this
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was not a case where files were ambiguously la-
beled or where each “drawer” had to be opened
to determine its contents.”® “Relying on analo-
gies to closed containers or file cabinets may lead
courts to “oversimplify a complex area of Fourth
Amendment doctrines and ignore the realities of
massive modern computer storage.”*’

Acknowledging that the “storage capacity of
computers requires a special approach,” the court
concluded that a two-step process should be uti-
lized.®® “Where officers come across relevant
documents so intermingled with irrelevant docu-
ments that they cannot feasibly be sorted at the
site, the officers may seal or hold the documents
pending approval by a magistrate of the condi-
tions and limitations on a further search through
the documents.”®" The magistrate approval should
also require the government to specify in the war-
rant the types of files that are being sought.®?

Other courts have, like the BALCO dissent,
been hesitant to accept generalized government
assertions that wholesale seizer of ESI was neces-
sary. In United States v. Tamura, the court noted
that “large-scale removal of material” can be jus-
tified “where on-site sorting is infeasible and no
other practical alternative exists,” but that it was
“highly doubtful whether the wholesale seizure
by the Government of documents not mentioned
in the warrant comported with the requirements
of the fourth amendment.”®*  Importantly, the
Ninth Circuit concluded that the “essential safe-
guard required is that wholesale removal must be
monitored by the judgment of a neutral, detached
magistrate.”%

D. Wide Latitude for the Government

However, most courts have been reluctant to
endorse the ex ante or two-step special approach-
es. For example, in United States v. Tylman, the
Central District of lllinois criticized the ruling in
3817 W. West End, asserting: “that case is not
binding on this Court, is without merit, and has
been ignored by other courts addressing the same
issue. . . . How a search warrant is to be executed
is normally left to the discretion of the agents, and

the exercise of that discretion remains subject to a
subsequent review for reasonableness.”®

Distancing themselves from the “special ap-
proach” discussed in Carey, other courts have in-
voked the “plain view” doctrine and focused on
the “reasonableness” of the government’s actions
noted in Tylman. In United States v. Gray, the
court upheld a seizure of child pornographic im-
ages under a warrant permitting the examination
and seizure of materials relating to the unauthor-
ized access of a government computer because a
search of all the files on the computer was permis-
sible to determine whether or not they fell within
the scope of the warrant.®® In addition, despite tes-
timony that search programs could have been used
to determine the contents of a file without open-
ing it, the court concluded that it was not reason-
able to compel the government to always use the
most sophisticated search methods. Courts also
have argued that warrants failing to limit searches
to specific emails or ESI files are reasonable be-
cause file names can be modified, disguised or
changed and that the government should not be
bound by the “self-labeling” selected by the tar-
gets of a search when executing a warrant.®”

I1I. Post-INDICTMENT DISCOVERY

After indictment, the power imbalance be-
tween the government and the defendant in terms
of demands for the production of evidence shifts
back towards the defense. It is at this point that
the government’s duty to preserve and produce
ESI comes into play.®® Although the Federal Rules
of Criminal Procedure do not specifically address
e-discovery, the influence of the Federal Rules of
Civil Procedure on criminal practice in this area
is already apparent. Reliance on civil procedure
discovery rules in criminal cases represents new
thinking about the duties of the government to
make responsive and material information in its
possession available to a criminal defendant.

In United States v. O’Keefe, the court held that
a document production by the government must
adhere to standards similar to those set forth in
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Rule 34 of the Federal Rules of Civil Procedure.®
In O’Keefe, the defendants argued that the gov-
ernment had produced documents in a manner
that made it impossible to identify the source or
custodian of the document.”® The court noted
that there was no rule in criminal cases to guide
judges in determining whether a production of
materials by the government has been tendered
in an appropriate form or format.”! Recognizing
that the “big paper case” would be the exception
rather than the rule in criminal cases, the court
stated that Rule 34 of the Federal Rules of Civil
Procedure speaks directly to form of production.”?
The court observed: “The Federal Rules of Civil
Procedure in their present form are the product of
nearly 70 years of use and have been consistently
amended by advisory committees consisting of
judges, practitioners, and distinguished academ-
ics to meet perceived deficiencies. It is foolish
to disregard them merely because this is a crimi-
nal case, particularly where . . . it is far better to
use these rules than to reinvent the wheel when
the production of documents in criminal and civil
cases raises the same problems.””?

O’Keefe’s importation of the civil rules into a
criminal case has already been advanced by other
criminal defendants. Forexample, in United States
v. Theodore Stevens, the defense objected that the
government had produced thousands of pages of
documents in an unusable format that “appeared
to be an undifferentiated mass, with no discern-
ible beginning or end of any given document.””*
Citing O’Keefe and highlighting the unnecessary
and increased burden to Senator Stevens, the de-
fense argued that “even civil litigants must either
produce documents as they are kept in the course
of business or label the documents in response to
requested subject areas. Where the government
produces documents in ‘an undifferentiated mass
in a large box without file folders or labels, then
these documents have not been produced in the
manner in which they were ordinarily maintained
as [Fed. R. Civ. P. 34] requires’ and thus the gov-
ernment has equally failed to meet its obligations
under Fed. R. Crim. P. 16.””> The defense also re-

quested metadata and logs relevant to evaluating
the validity of the government’s forensic photog-
raphy, arguing that the text of Fed. R. Crim. P. 16
expressly permits a defendant to inspect and to
copy data, among other items and that “metadata
is of course data.””® The defense added “[t]here is
nothing remarkable about asking the government
to produce metadata. Courts routinely permit the
discovery of metadata in the civil context . . . and
there is no principled reason why it ought not be
produced in a criminal case.”””

The incorporation of the civil rules into a crimi-
nal case has also been acknowledged by the
Department of Justice. A recent U.S. Attorney’s
Bulletin cited O’Keefe and cautioned that “[p]ros-
ecutors should be aware that federal judges may
hold them to certain standards common to civil
litigation.””®

While Rule 34 of the Federal Rules of Civil
Procedure offers a logical application to crimi-
nal proceedings, there are other civil e-discovery
rules that may have future applications in criminal
law as well. For example, Rule 37(e) of the Fed-
eral Rules of Civil Procedure, the so-called “safe
harbor” provision, addresses failures to preserve
ESI. The rule provides that: “Absent exceptional
circumstances, a court may not impose sanctions
under these rules on a party for failing to provide
electronically stored information lost as a result
of the routine, good-faith operation of an elec-
tronic information system.”” In addition, as the
Commentary to Rule 37(f) indicates, the Rule only
applies to information lost “due to the ‘routine
operation of an electronic information system—
the ways in which such systems are generally de-
signed, programmed, and implemented to meet
the party’s technical and business needs.”®’

Rule 37(e) could potentially provide a “safe
harbor” for the government in its post-indictment
discovery obligations, an aspect of the new civil
rules also noted by the O’Keefe court as having
possible application in criminal cases.?' In gener-
al, if the ESI deletion resulted from routine opera-
tion of the government’s computer systems, it may
be protected from sanctions. This “pass” received
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by the government may constitute a double stan-
dard: defendants face severe sanctions (includ-
ing potential criminal prosecution) for failure to
preserve ESI, especially if that ESI was deleted in
the ordinary course of business after a defendant’s
duty to preserve had arisen. Conversely, the gov-
ernment in some instances may be protected for
similar conduct if the principles of Rule 37(e) were
applied in the criminal context.??

However, some post-indictment discovery vio-
lations have resulted in significant sanctions for
the government. In United States v. Graham, the
government turned over vast amounts of discov-
ery to defendants in a criminal tax case—approx-
imately 1.5 million documents, numerous video-
tapes, recorded conversations and other media.??
The government was slow to produce discovery
and the defendants had great difficulty in coping
with the large volume.?* During this time, the
court continued to schedule status hearings with-
out setting a new trial date and without making
findings that a continuance was in the interests of
justice.®

The court dismissed the indictment for speedy
trial act violations, but acknowledged that discov-
ery was at the heart of the matter: “In this case,
the problem . . . is and has been discovery. . . .
One, the volume of discovery in this case quite
simply has been unmanageable for defense coun-
sel. Two, like a restless volcano, the government
periodically spews forth new discovery, which
adds to defense counsels’ already monumental
due diligence responsibilities. Three, the discov-
ery itself has often been tainted or incomplete.”5
In dismissing the case, the court noted that al-
though the government did not act in bad faith,
“discovery could have and should have been han-
dled differently.”®”

IV. CoNCLUSION

E-discovery issues cut across various phases of
white collar criminal cases, and the law in this area
is evolving rapidly as ESI becomes the dominant
form of evidence. Defense counsel and prosecu-

tors would be wise to keep up with these devel-
opments lest they learn the hard way what most
sophisticated civil litigators have already come to
appreciate: Ignoring ESI issues because they are
“too technical” or seem the province of junior at-
torneys can lead to critical mistakes affecting the
outcome of your case.
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