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In recent years, whistleblowers have increasingly alleged
misconduct by companies across every industry. In 2020, more

than 40 percent of employees in America reported witnessing
misconduct in the workplace.! Thirty percent of American employees
reported having felt pressure to “compromise standards” in 2020,
almost twice what that figure was in 2017.2

Reports of alleged retaliation skyrocketed too.*> The U.S.
government thus continues to protect whistleblowers and
incentivize reporting, in part because whistleblower reports are
often essential to government investigations into complex fraud and
other cases of noncompliance.

For the first time in the history
of the Navex annual global “Incident
Management Benchmark” survey,
the median number of internal
whistleblower reports per 100 employees
actually fell between 2019 and 2020.

Not surprisingly, the United States has awarded some of its largest
awards ever in the SEC whistleblower program in just the last
18 months.*

This increase in whistleblower activity, however, is not just an
American phenomenon. Whistleblower activity worldwide is
becoming more common — everywhere from the Asia-PAC to EMEA
to South America — and the conditions are ripe to see that trend
grow.

The 2021 Global Business Ethics Survey by the Ethics and
Compliance Institute reflects that employees in several large
countries (China, India, Mexico and Spain) reported experiencing
more pressure in 2020 to compromise standards than ever before.

They also reported facing retaliation at significantly higher rates
than they experienced in years past. Only a small number indicated
that they believed their workplaces had a strong ethical culture.
And the number of countries with whistleblower programs — both
those that offer bounties, and those that simply provide strong
antiretaliation protections — is on the rise.”

Given this increased whistleblower activity and related
environmental concerns, one might assume that the number of
internal workplace whistleblower complaints has increased too. For
many employers, however, that has not been the case.

For the first time in the history of the Navex annual global “Incident
Management Benchmark” survey, the median number of internal
whistleblower reports per 100 employees actually fell between 2019
and 2020.° This trend leaves employers without an opportunity to
correct misconduct, noncompliance or other workplace problems
as they are happening, instead only learning about them from an
external source weeks, months or even years after they occur.”

This phenomenon, which has many potential root causes, creates
significant challenges for employers as they seek to enhance their
culture of compliance and minimize legal risk. This presents an
important question: how can employers meet and address this
challenge?

Many employers have met this challenge head-on. We recently
spoke with one in-house leader, Dan Christmas, Director, Corporate
Compliance at Corning Incorporated, about the steps Corning has
taken to succeed. We cover a few key aspects of Corning’s program
below.

1. Create employee trust by creating a speak-up culture

Creating a speak up culture has multiple components to it, and

it takes work. Culture is not created or changed overnight. An
organization must embed a commitment to compliance in its
purpose and values, and leadership must speak and act in support
of that commitment to compliance.
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As the DOJ said in its June 2020 updated guidance on the
Evaluation of Corporate Compliance Programs, “[t]he employer’s
top leaders — the board of directors and executives — set the tone
for the rest of the employer.”® To do this, leaders must define the
ethical standards of the employer, clearly communicate them to the
organization, and lead by example.’

Beyond top leadership, however, what is also particularly important
is a clear and visible commitment by middle management to the
culture of compliance, since often it is middle management that
interacts directly with employees who witness alleged misconduct.

DOJ's guidance states that prosecutors should “examine how
middle management, in turn, have reinforced” the standards set by
leadership and “encouraged employees to abide by them.™

A robust speak up culture can give
a company a better reputation,
higher employee morale, a lower
likelihood of damaging external reporting,
and a competitive advantage.

Critical to the success of a speak-up culture is creating an
environment where employees do not fear retaliation or other
negative consequences for speaking up. Effective compliance
programs must include “proactive measures to create a workplace
atmosphere without fear of retaliation, appropriate processes

for the submission of complaints, and processes to protect
whistleblowers.""

A robust speak up culture can give a company a better reputation,
higher employee morale, a lower likelihood of damaging external
reporting, and a competitive advantage.

For example, a speak up culture can lead to improved board and
shareholder relations, and the opposite can be true, as evidenced
by a number of recent examples. The goal is to create a culture
that ensures misconduct is not only reported, but that it is also fully
investigated, stopped, and remediated.

Aspects of a speak up culture are also frequently covered by the
increasing environmental, social, and governance disclosures (ESG)
made by companies.

For example, the SEC is now considering mandatory ESG
disclosures, where whistleblowers would be able to send actionable
tips to the SEC."? Other non-governmental organizations actively
and publicly report on the ESG practices of companies, such as

the Corporate Human Rights Benchmark™ and the KnowTheChain
Benchmark."

Dan Christmas explained how Corning is handling this latter set of
issues:

"At Corning, we have worked to improve and enhance our
sustainability efforts, releasing our first-ever corporate

sustainability report in 2021.% As part of this report, as

well as other requests for ESG disclosures from NGO's and
customers, we have had to report on our internal whistleblower
mechanisms, including how we ensure mechanisms for
reporting concerns through our supply chain.”®

A speak-up culture is also important for the retention of employees
and customers. Being recognized for a culture of compliance

can be a key market differentiator and provide companies with a
competitive advantage.

For example, for more than 15 years, Ethisphere has annually
selected a list of the “World's Most Ethical Companies.”” According
to Ethisphere, “[t]he World’s Most Ethical Companies historically
outperform their peers and competitors financially, demonstrating
a tangible ROI for doing the right thing. The connection between
good ethical practices and financial performance, called the Ethics
Premium, has been tracked for years."®

Companies selected to this list actively share this information
with the public and market themselves with “World's Most Ethical
Companies” branding, demonstrating their belief that such a
designation is a competitive advantage.”

On the opposite side of this scale, the failure to establish a speak
up culture may lead to the loss of employees, claims made by those
leaving, and negative commercial impacts in the marketplace.
Companies dealing with these sorts of negative issues have

an opportunity for internal process improvement, providing a
significant incentive to revisit outdated or incomplete internal
policies and procedures and to not only bring them in line with the
law, but with the company’s goals and culture.

As Christmas states,

"At Corning, we have worked to create and maintain a speak up
culture through various means. We have found that ensuring
leadership and middle management speak openly and often
about compliance is important for setting the right tone.
Employees need to be reminded that what they do is just as
important as how they do it. A formal whistleblower policy®®

is necessary, but so are frequent employee communications
about the importance of reporting concerns of misconduct. We
conduct anonymous surveys of our employees to ask whether
they can report without fear of retaliation and target our
training and communications to those areas of the company
where scores deviate from the norm. We also have worked to
make our anonymous reporting mechanisms as ‘user-friendly’
as possible, allowing employees to report via phone, the

web, or even using a QR-code wherever they are in the world.
All of this effort is directed toward creating a culture where
employees feel not only comfortable but also committed
toward reporting concerns internally, giving us the opportunity
to investigate and address misconduct.”

2. Enhance whistleblower policies consistent with your
employer’s risk profile

Itis equally important to adopt a robust and thorough
whistleblower policy that clearly outlines reporting and
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investigating procedures. While policies must comply with
requirements under the law, there is not a single policy that will
work for every employer in every industry.

Instead, companies should create policies that meet their specific
needs, considering the unique features of their markets, industries,
culture, and plans for expansion; their own history related to prior
whistleblower complaints and claims; and, other messaging from
employees through risk assessments, culture surveys and exit
interviews.

A transparent process with clear
mechanisms for reporting incentivizes
potential whistleblowers to share
their concerns internally, before going
to an external bodly.

Nonetheless, there are certain core components that should be a
part of every whistleblowing policy, including:

* astatement fully describing the employer’s support for
reporting and commitment to anti-retaliation;

* adescription of the employer’s internal reporting channels;

* ahigh-level description of its process for investigating
whistleblower claims;

*  therequirement that complaints be made in good faith;
*  aprocess for anonymous reporting; and
* adescription of the employer’s whistleblower training protocol.

We explain more below.

A. Statement of support for reporting and commitment
to anti-retaliation

An employer’s policy or code of conduct should expressly support
reporting misconduct and confirm a commitment to anti-retaliation
for any who do speak up. Not only do these statements hammer
home the importance of a “speak up” culture, but they are critical
for setting the tone for how investigations will be handled. Such
statements help an employer to “incorporate the culture of
compliance into its day-to-day operations,” a factor considered

by U.S. Department of Justice ("DOJ") prosecutors in evaluating
corporate compliance programs.?!

Christmas explains,

"The more an employer can reinforce these commitments

to reporting and prohibiting retaliation, the better it is for
establishing a culture of compliance. At Corning, we expressly
state these commitments in our Whistleblower Policy,?® our Code
of Conduct,® our Sustainability Report,?* and in our internal
training and communications about the Code of Conduct.”

Whistleblowers often cite fears of retaliation as the largest
impediment to their reporting, or even why they may feel inclined to

report externally. In addition, many jurisdictions worldwide enforce
civil and criminal penalties on companies or managers who retaliate
against a whistleblower. Any whistleblowing policy should make it
clear that retaliation is against the law and will not be tolerated.

Employers and employees alike should know that the penalties
for retaliation can be very strict and can potentially be more than
just steep fines. Under the EU Directive, for example, companies
managers, or coworkers that attempt to interfere with the
reporting process, retaliate against whistleblowers, or reveal the
whistleblower’s identity can face legal penalties.?®

Similarly, individuals or companies who violate Australia’s Treasury
Laws Amendment (Enhancing Whistleblower Protections) Act

of 2019 and the Corporations Act by revealing the identity of a
whistleblower or failing to have a compliant whistleblowing policy
can be subject to criminal and civil penalties.?®

In the United States, under the Sarbanes-Oxley Act, those who
retaliate against a whistleblower could face a serious fine or up to
ten years in prison.?’

B. Description of internal reporting channels and investigation
process

The focus in describing internal reporting and investigations
processes should be transparency and clarity. It should be clear
to those who wish to report misconduct exactly how they can do
that, what types of misconduct they should report, and how their
concerns will be investigated.

A transparent process with clear mechanisms for reporting
incentivizes potential whistleblowers to share their concerns
internally, before going to an external body. Without clear
expectations, employees may lose faith that the employer can be
trusted to adequately investigate their concerns.

Clear expectations will also increase accountability for the
investigators: management or human resources can easily
determine if the investigation is progressing in a timely manner and
following the proper procedures.

According to Christmas,

"Corning’s Whistleblower Policy clearly lays out the multiple
ways that individuals can report concerns; how those reports
will be reviewed and investigated; and how the company will
remediate substantiated reports. We strive to complete all
investigations within a set, reasonable time period, and to
inform reporters about the outcome of each case. Making these
commitments, and just as importantly, sticking to them, gives
employees confidence in Corning'’s internal reporting process.”

C. Good faith complaints

Not only should a policy delineate what types of misconduct to
report, but it should stress that all complaints be made in good
faith. The employer will benefit from a decreased likelihood of
the misuse of its investigations process, while emphasizing the
seriousness with which it treats all complaints, its investigations,
and its whistleblowing policy.
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D. Anonymous reporting

Without anonymous reporting, employees who fear retaliation

by management or identification by their peers may not report
internally. They may, however, feel comfortable reporting externally,
given the protections that come with reporting to the government.
An anonymous reporting mechanism contributes to a speak-up
culture. It shows that, no matter the source of the complaint,

the employer truly wants to learn about, investigate, and resolve
concerns.

Anonymous concerns often require more work to get the information
needed to conduct a complete investigation. Ongoing communication
with the complainant is vital in this regard, and advances in
technology are helpful, allowing anonymity to be maintained through
the use of designated e-mail accounts and reporting platforms that
can be accessed through scannable QR codes.

"At Corning”, Christmas says, “we welcome and support anonymous
reporting through our third-party Code of Conduct Line, as many
employees only feel comfortable making a report if done so
anonymously. Our portal allows us to post messages to and receive
messages from the anonymous reporter, protecting their anonymity
while allowing us to gather more information in support of our
investigation.”

E. Description of the employer’s training protocol

Whenever whistleblowing policies are updated, employees should
be notified and trained on the changes. Such protocol should be
clearly outlined in the policy.

The training programs are just as relevant as the policies to ensure
that “the compliance program is well-integrated into the employer’s
operations and workforce” — another focus of the DOJ in evaluating
compliance programs.® A policy is not “truly effective” unless
accompanied by proper training.?

3. Prepare for the significant impact of the EU
Whistleblower Directive

Whistleblower activity in the EU is likely to increase significantly in
the short term, once the sweeping European Union Whistleblower
Directive ("EU Directive”) takes root. The Directive requires EU
member states to meet or exceed by December 17, 2021, certain
minimum standards for investigating whistleblower complaints and
protecting whistleblowers from retaliation.

Under those standards, employers will have a choice of how
they want to implement secure channels and internal reporting
procedures, but they must be included in the employer’s
whistleblower policy.*°

Internal reporting channels must include a designated, impartial
person or department to conduct investigations and take measures
to ensure only those designated investigators are privy to the
identity of the whistleblower and details of the investigation.®' The
Directive lays out detailed requirements for member states’ external
reporting channels, t00.*

The purpose of the Directive is to provide greater protection across
EU countries for those seeking to expose breaches of EU law. While

it has expressly declined to require Members States to enact any
laws that provide a financial incentive for reporting, the protection
system in other ways exceeds the standards for protection of
whistleblowers in the U.S. Given the effort behind enacting the
Directive and transposing it into national law, renewed attention on
compliance and enforcement is likely.

To comply with the Directive, employers first need to identify

where in the EU they do business and understand the specific
requirements of those places. The Directive provides Member States
with the flexibility to exceed the Directive’s minimum standards (for
example, how to define “workers”),>* and it also leaves other critical
questions up to them (for example, Member States may extend the
standards to entities outside the scope of the EU Directive).*

After identifying the relevant legal requirements, companies should
assess their existing whistleblower policies and procedures, keeping
in mind not only the need to comply with the Directive and laws of
the Member States, but also to navigate potential conflicts in other
laws, such as the General Data Protection Regulation ("GDPR") and
its data privacy requirements. Companies should then act swiftly to
update their policies and procedures to comply with the Directive,
national law, and the goals and culture of business.

Whistleblower activity in the EU s likely
to increase significantly in the short term,
once the sweeping European Union
Whistleblower Directive takes root.

"At Corning we have worked with our EMEA legal team to
understand the requirements of the directive, and to what extent
our existing program meets those requirements. Where necessary,
we are updating our policies and procedures to address any gaps
identified and to ensure compliance with not only the EU Directive
but also other overlapping legal obligations, such as the GDPR,”
Christmas explains.

4. Improve whistleblower complaint and investigations
training and education

An effective whistleblowing policy is only as good as the training
and education provided to managers, supervisors, employees and
other stakeholders involved in, or potentially impacted by, the
investigation process.

Training should be more than a static tool used to reiterate policies
and procedures. Regular, dynamic training programs — particularly
when policies change or when other workplace trends develop —
provide yet another opportunity to promote a “speak up” culture
and educate employees about the employer’s values.

At @ minimum, training should include:

(1) education for employees on the reporting procedure and
associated policies;
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(2) an explanation of what occurs during the investigation process
after a report is made; and

(3) training for supervisors, Management, Human Resources,
and others who will be directly or indirectly involved in the

investigation process.

Beyond that, training should include concrete, real-word
hypotheticals and case studies that help facilitate discussion among
participants and increase awareness around effective strategies for
bringing, investigating and resolving workplace concerns.

Further, training should include a mechanism for employees and
stakeholders to share their experiences, real-life concerns, and best
practices related to the employer’'s complaint and investigation
process. The goals of training should always be transparency and
thoroughness and should be viewed as another opportunity for the
employer to learn about any gaps and opportunities for enhancing
the process.

Mitigating legal risk is imperative,
but employers have so much more
to gain from creating and promoting
a better workplace culture.

While education should begin with training, it should not end

there. Given the evolving and dynamic environment related to
whistleblowers, employers should be constantly thinking about
additional ways to not only regularly communicate that they take
complaints seriously, but also to emphasize that they make changes
and implement corrective actions in response to complaints
whenever such action is warranted.

Finding the right balance between protecting confidential personnel
actions and demonstrating that the employer promptly and
decisively addresses misconduct in the workplace can be one of

the most important educational tools that an employer has at its
disposal. Such actions can help decrease external whistleblower
complaints and demonstrate that the employer is committed to a
culture of compliance.

Dan Christmas reflects,

"We definitely have found this to be true at Corning — letting
employees know that the company does investigate and take
action against wrongdoers is critically important for ensuring
employees trust the process and will report concerns internally.
From time-to-time, we publish internal communications
describing key cases investigated and actions taken, being
careful to ensure we protect the privacy of those involved.

We also include statistics about our cases and outcomes

in our internal reporting and training materials, reinforcing
that we appropriately investigate every report we receive.

We have also recently begun to publish some basic case
information externally,® in conjunction with our sustainability

reporting, providing new transparency into our investigation
management.”

Conclusion

The reasons for employers to create, enhance, and administer

a comprehensive whistleblowing policy are many, not the least

of which are changes in the current legal framework and clear
indicators that global whistleblower bounty and protection laws will
only continue to proliferate. Mitigating legal risk is imperative, but
employers have so much more to gain from creating and promoting
a better workplace culture. It could be the competitive advantage
that makes all the difference.
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