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Show Me Your Secrets: How the
Use of Trade Secrets Relates to
the Demand for Transparent
Artificial Intelligence—Part 11

Sander Vogt*

As the undeniable rise of artificial intelligence (“AI”) in modern society
continues at an astounding pace, the calls for its trustworthy development
and implementation grow ever louder. In particular, society’s widespread
demands for transparent and understandable Al decision making can hardly
be ignored. Parallel to these developments, the use of trade secrets is becoming
an increasingly popular and attractive form of intellectual property protec-
tion within the Al industry.

If one were to jump to conclusions, then few terms seem as opposing as
“secrecy” and “transparency.” Yet, this article posits that society’s demands for
trustworthy and understandable Al and industry’s desire to comprehensively
and effectively protect its Al-related assets are not set on a collision course.
Rather, a flexible approach to regulation may accommodate the plethora of
interests, technical realities, complexities, and limits inherent to this debate.
With the European Commission’s Draft Artificial Intelligence Act breaking
new ground in April 2021 as the first-ever proposal for a broad, horizon-
tal regulation of Al the question of reconciling the emergent principle of
transparency and the use of trade secrets becomes increasingly relevant to
regulators. This article provides an analysis of the relevant movements, poli-
cies, legal frameworks, and other considerations that shape this discussion
in the United States, European Union, and the People’s Republic of China.

This second part of a two-part article discusses the rise of trade secrets
and trade secrecy and transparent Al The first part of the article, which
appeared in the July- August 2022 issue of The Journal of Robotics, Artificial
Intelligence & Law, discussed the rise of AL

The Prominence of Trade Secrets in the Realm of
Artificial Intelligence

Developers of new technologies have generally always under-
stood the need for intellectual property protection. Indeed, there
are those who suggest that a corporation’s “intellectual capital” is
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its most valuable asset, regardless of which business it is in.”” In
the software industry, intellectual property law has given software
developers an incentive to invest in emerging technologies by
providing a legal mechanism through which some of the value of
software can be encapsulated and translated into wealth.”® Taking
into account the staggering economic power of the rising artificial
intelligence ("AI”) industry, it comes as no surprise that intellectual
property-related questions are of significant importance.

It has been stated that the software industry and its relation-
ship to intellectual property can be described not only through its
three preferred forms of protection, namely copyright, patents, and
trade secrets, but also by different phases of preference (although
these should not be seen as strict intervals).”” The first phase, char-
acterized by a strong vertical structure in the industry and heavy
integration with physical hardware, saw software developers rely
primarily on trade secrets supplemented by contract law.'® The
second phase was that of copyright, as a direct result of the U.S.
Congress” push for greater propertization of copyright.'* During
this second phase, the IT industry morphed into a more horizon-
tal structure with software becoming increasingly detached from
mere code-based interactions with hardware. In a third phase, the
software industry looked favorably upon patent protection, as the
limits of copyright protection caused software developers to look
elsewhere.'”” However, the limits of patent protection have fueled
a fourth phase characterized by a “robust reliance on the backdrop
of trade secrecy at the cost of more disclosure-oriented regimes like
copyright and patent law.”'*’

Even though the secretive nature of trade secrets limits empirical
analysis to broad surveys and those cases that reach final rulings,'*
it is known that the use of trade secrets is booming and common in
many industries.'” Following this trend, the AI industry has wit-
nessed a strong shift toward the use of trade secrets as well.'” For
example, trade secret theft and litigation have been gaining signifi-
cant traction in the past few years in the fields of new technologies
such as robotics, virtual reality, and autonomous vehicles.'"’

Definitions and Legal Frameworks for Trade Secrets:
A Comparative Analysis

In terms of regulation, trade secrets have long been considered
a somewhat neglected form of intellectual property. As will be
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shown below, the leading jurisdictions in AI development have
only recently revamped legal frameworks for the protection of
trade secrets. This article will discuss definitions of trade secrets
and aspects of their protection mechanisms in the United States,
the European Union, and China. The choice for these jurisdictions
is based on empirical analysis.

A global study conducted in 2018 by Asgard and Roland Berger,
an Al-focused German venture capital firm and a global consul-
tancy firm, provided useful insights into the global distribution of
Al-related innovation. The United States leads the AI ecosystem
with 40 percent of the total number of Al startups worldwide, with
China following at 11 percent.'®® While no single European coun-
try achieves critical mass, the contribution of EU Member States
as a whole amounts to around 14 to 15 percent of the global total
and around 22 percent if one includes the United Kingdom in a
European regional perspective.'®”

Below, this article will discuss certain national and regional
systems, after first looking into the WTO Agreement on Trade-
Related Aspects of Intellectual Property Rights.

TRIPS

The WTO Agreement on Trade-Related Aspects of Intellectual
Property Rights''? (“TRIPS”) is the most comprehensive multilat-
eral treaty on intellectual property and worthy of brief discussion.
Membership of the World Trade Organization is contingent upon
acceding to TRIPS. The goal of TRIPS is to ensure that Member
States harmonize and provide minimum standards for intellectual
property protection and enforcement.'!!

Without specifically mentioning trade secrets, TRIPS does
address “undisclosed information.” Under Article 39, such infor-
mation is worthy of protection if “(a) it is secret in the sense that
it is not, as a body or in the precise configuration and assembly
of its components, generally known among or readily accessible
to persons within the circles that normally deal with the kind of
information in question; (b) has commercial value because it is
secret; and (c) has been subject to reasonable steps under the cir-
cumstances, by the person lawfully in control of the information,
to keep it secret” Member States should ensure that natural and
legal persons have the possibility of preventing such information
lawfully within their control from being disclosed to, acquired by,
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or used by others without their consent in a manner contrary to
honest commercial practices.''?

The United States

In the United States, the law of trade secrets is more the product
of evolution under the common law than the product of statutes
as is the case with copyright or patents.'”” The common law of the
States governed trade secret law, with the 1939 Restatement of Torts
providing some guidance. In 1979, the National Conference of
Commissioners on Uniform State Laws sought to harmonize certain
aspects of trade secret law throughout the United States and drafted
the Uniform Trade Secrets Act (“UTSA”). It was enacted by 47 states
(and the District of Columbia) and was approved by the American
Bar Association.'"* In recent years, trade secret law has received
renewed attention in the United States. Of significant importance
is the recently adopted Defend Trade Secrets Act (“DTSA”) of
2016. The DTSA substantially revamps enforcement possibilities
for trade secret owners, by providing a private civil cause of action
for victims of trade secret espionage or theft where a trade secret
has been misappropriated, and requires that the misappropriated
trade secret is related to a product or service used in, or intended
for use in, interstate commerce.''® The DTSA thus aimed to supple-
ment the UTSA by providing original federal jurisdiction, as the
latter instrument only covered state law claims."'¢ In the absence
of diversity jurisdiction or a violation of federal law, many plain-
tiffs were previously left with overburdened state courts, leading
to delayed and generally unattractive trade secret litigation under
the UTSA.'"" In addition, the DTSA controversially provides for a
formidable ex parte seizure provision, according to which a federal
court may in extraordinary circumstances issue an order providing
for the seizure of property necessary to prevent the propagation
or dissemination of the trade secret in question, based on an affi-
davit or verified complaint.!"® Unsurprisingly, the DTSA has been
called the “most significant expansion of federal involvement in
intellectual property law in the past thirty years,”'"” and was one
of the rare displays of confident bipartisanship on Capitol Hill in
a polarized political environment.'?

There are three definitions of a “trade secret” that are most
frequently cited by courts in the United States. The first generally
accepted definition can be found in § 747 comment b of the 1939
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Restatement of Torts. Accordingly, a trade secret may consist of
“any formula, pattern, device or compilation of information which
is used in one’s business, and which gives him an opportunity to
obtain an advantage over competitors who do not know or use
it”!?! The UTSA defines trade secrets as “information, including a
formula, pattern, compilation, program, device, method, technique,
or process, that (i) derives independent economic value, actual or
potential, from not being generally known to, and not being readily
ascertainable by proper means, by other persons who can obtain
economic value from its disclosure or use, and (ii) is the subject
of efforts that are reasonable under the circumstances to maintain
its secrecy”'?* A third definition originates from the Restatement
(third) of Unfair Competition § 39 (1995), according to which a
trade secret is “any information that can be used in the operation
of a business or other enterprise and that is sufficiently valuable
and secret to afford an actual or potential economic advantage
over others”'* Interestingly, despite the widespread adoption of
the UTSA, most courts still refer to the 1939 Restatements defini-
tion.'** The DTSA has largely adopted the UTSA's definition of trade
secrets, thus causing courts to also rely on the 1939 Restatements
definition in connection with DTSA.'* In doing so, courts routinely
apply a six-factor test to determine whether matter qualifies as a
trade secret by examining: (1) the extent to which information is
known outside a trade secret claimant’s business including (2) by
employees and others involved in the business, (3) secrecy mea-
sures, (4) the value of the information to the claimant and his com-
petitors, (5) the effort or investment to develop the information,
and (6) the ease or difficulty with which the information could be
properly acquired or duplicated by others.'*

Trade secret law in the United Sates sets virtually no limit on the
class or type of matter that is eligible for trade secret protection, in
contrast to copyright or patent protection.'”” This is of particular
importance in the realm of AI, where an array of different valu-
able components merit protection. As will be discussed further
on, algorithms, data, and designs can thus also be protected by
trade secrets.

The European Union

The legal framework for trade secrets in the European Union
is Directive (EU) 2016/943 of June 8, 2016, on the protection of
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undisclosed know-how and business information (trade secrets)
against their unlawful acquisition, use, and disclosure (“TSD”).
The TSD was adopted to harmonize the disparate national trade
secrets regimes of the Member States. Following the usual two-year
transposition deadline, EU Member States had until June 9, 2018,
to transpose the TSD into national law. The TSD harmonizes the
definition of trade secrets throughout EU Member States. Accord-
ingly, a trade secret is defined as “information which meets all of
the following requirements: (a) it is secret in the sense that it is not,
as a body or in the precise configuration and assembly of its com-
ponents, generally known among or readily accessible to persons
within the circles that normally deal with the kind of information
in question; (b) it has commercial value because it is secret and
(c) it has been subject to reasonable steps under the circumstances,
by the person lawfully in control of the information, to keep it
secret.”'?® Because the definition under the TSD is so broad, any
data (including customer or user personal data and newly created
data) can be protected by trade secrets.'®

In addition, the TSD defines the relevant forms of misap-
propriation, as well as clarifies the need for guaranteeing reverse
engineering and parallel innovation. Much like the DTSA, the TSD
also harmonizes civil means through which victims of trade secret
misappropriation may seek redress and emphasizes the need for
avoiding unreasonable time limits and unwarranted delays."** The
TSD also requires Member States to provide for injunctive and
corrective measures where a judicial decision identifies an unlaw-
tul acquisition, use, or disclosure of a trade secret, including the
prevention of the unlawful use and further disclosure of misappro-
priated trade secrets, removing goods that have been manufactured
on the basis of a misappropriated trade secret from the market and
the right to compensation for damages caused by the unlawful use
or disclosure of the misappropriated trade secret.'

However, this harmonized approach should be somewhat
nuanced.

First, the TSD only provides for so-called “minimum harmoni-
zation.” This means that the 27 Member States are free to implement
or maintain higher standards than those set by the TSD.

Second, because the TSD does not consider trade secrets a
form of intellectual property,'* trade secret holders may not rely
on Directive 2004/48/EC of April 29, 2004, on the enforcement of
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intellectual property rights or on Regulation (EU) 608/2013 on June
12,2013, concerning customs enforcement of intellectual property
rights. As a result, certain specific measures regarding evidence
collection (such as counterfeit search and seizure proceedings)
and border measures do not as such apply to trade secrets as they
do to patents, copyright, and trademarks. Lastly, the TSD does
not cover criminal sanctions, leaving this to the discretion of the
Member States as well.

The People’s Republic of China

Renewed attention toward trade secrets has not been limited
to the West. The Chinese Anti-Unfair Competition Law (“AUCL”)
was recently amended in 2019 and significantly addressed trade
secrets. Accordingly, a trade secret is defined as “technical, opera-
tional or other commercial information unknown to the public
and is of commercial value for which the right holder has taken
corresponding confidentiality measures.”*”* This new definition
disposed of the earlier requirement of a trade secret needing to be
“capable of bringing economic benefits to the owner of rights” and
covers any commercial information, rather than being limited to
just technical and operation information.'**

The AUCL has introduced certain major changes to trade secret
protection in China by enlarging the scope of protection through
the introduction of new forms of infringement, reducing the bur-
den of proof for plaintiffs in trade secret litigation and enhancing
liability and punishment for misappropriation.'* For example, the
compensation due for infringement can be up to five times the dam-
ages caused and the cap for such compensation has been raised to
5,000,000.00 RMB (approximately US$764,000.00 or €639,000.00).
Trade secret misappropriation is also a crime, punishable by up to
seven years imprisonment."** Although some have stated that China
has one of the most advanced trade secret protection systems in
the modern world,"’ it might be more accurate to state that recent
amendments offer a promising view of future trade secret protec-
tion in China. It is no secret that seriously inadequate trade secret
protection in China has been at the center of trade and intellectual
property-related tensions with the West, as was most recently
confirmed in a U.S. Trade Representative Report on China’s WTO
Compliance.'?®
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Why Trade Secret Protection Is Attractive in the Realm of
Artificial Intelligence

Intellectual property protection of Al requires creativity and
flexibility, as there is no singular approach to protecting Al-related
assets.’”” A dynamic approach is necessary, incorporating patents,
copyright, and trade secrets interchangeably, where appropriate.
However, because patents may not always be compatible with
intellectual property strategies of AI developers, and copyright
protection has its own limitations and uncertainties, it comes as
no surprise that trade secrets are a desirable tool. This observation
is in alignment with recent initiatives to revamp trade secret law
in the United States, the European Union, and China. Below, this
article discusses different reasons for the attractiveness of trade
secrets for protecting Al-related assets.

Artificial Intelligence Is Not as Susceptible to Reverse
Engineering and Independent Discovery

Independent discovery and reverse engineering are generally
a proper means of obtaining a trade secret.'* It logically follows
that the attractiveness and value of trade secrets increases when
the protected technology does not easily allow for independent
discovery or reverse engineering, and where replacement by new
innovations or where describing the technology cannot be done
without significant effort.'*! A trade secret’s vulnerability to reverse
engineering depends on the complexity of the secret and the nature
of the product itself. Intangible products or services can be consid-
ered less tractable to reverse engineering than material objects, as
they generally provide less palpable and perceptible information.**
Thus, where independent discovery or reverse engineering is not
likely, trade secrets increase in usefulness and appropriateness.'*’

In the case of Al, independent discovery and reverse engineer-
ing is far from an evident task. Several factors related to the nature
of Al stand out in this respect.

First, the vast amounts of input data (including training data,
validation data, and testing data) through which a particular Al
output is shaped make independent discovery impracticable. The
particular combination of input data, as well as the method of
creating and categorizing the different data sets, is also generally
not susceptible to reverse engineering.'** Furthermore, where
supervised learning is involved in the case of machine learning
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algorithms, the particular way in which an AI operator guides and
trains the algorithms to interact with data introduces additional
layers of difficulty.

Second, reverse engineering is also extremely unlikely in the
case of “black box” AI, where the extreme algorithmic complexity
of the machine learning process can prevent even the Al developers
and operators from comprehending how decisions are reached.'*

Third, because the creation of algorithms is a complex and very
specific task, independent discovery is highly implausible. For
example, in ClearOne Communications v. Bowers, it was held that
because the development of trade secret-protected acoustic echo
cancellation software involves numerous algorithmic and program-
ming choices, it is very difficult or even impossible for two indi-
viduals working independently to produce the same algorithm.'*¢

Trade Secrets Offer a Broad Scope of Protection

As is apparent from the definitions of trade secrets discussed
above, there is virtually no limit to the class of information that can
be protected as a trade secret, making a broad group of competitive
assets protectable by trade secrets.'”” Trade secrets protect both
technical and nontechnical information, ideas, and even facts, such
as names and phone numbers on a client list.!*® This is of pivotal
importance in the realm of Al It has already been held that algo-
rithms and source code are protectable or protected by trade secret
law.'*® Furthermore, the broad scope of trade secret definitions in
the United States essentially allows for the protection of data sets."**
This is also the case under the TSD, as any data can be protected
by trade secrets.'”' The same goes for trade secret law in China.'*

As a result of these broad definitions of trade secrets in the
United States, the European Union, and China, trade secrets are
an attractive way of protecting valuable information that may not
fall under copyright or patent protection. Because AI consists of
several valuable components that are worthy of protection, trade
secrets offer Al developers a convenient way to expand their intel-
lectual property portfolio.

Patents May Not Be an Ideal Option for Protecting Artificial
Intelligence

Patents are one of the most popular forms of intellectual prop-
erty protection and are often considered the strongest.'”> However,
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one should be careful not to draw the conclusion that patents are
therefore the best option for protecting Al-related assets. There
are two major reasons for this.

First, there is only limited patentability for Al-related assets,
which has caused uncertainty.'**

Second, trade secrets offer a certain degree of flexibility that
cannot be matched by patents.

The U.S. Patents Act sets four categories of patentable subject,
namely “processes,” “machines,” “manufactures,” and “composi-
tions of matter”'* The two types of patents are utility patents,
which protect the product, process, or machine or an improvement
thereof, and design patents, which apply to the design of an article
or manufacture.””® The patent regime in the United States excludes
abstract ideas, laws of nature, and natural phenomena as patent-
able subject matter, because monopolizing these tools by granting
patent rights would impede innovation rather than promote it."?’
In a recent Guidance published by the U.S. Patent and Trademark
Office (the “USPTQO”), the USPTO clarified that the “abstract idea”
exception extends to “mathematical concepts [such as] mathemati-
cal relationships, mathematical formulas or equations, mathemati-
cal calculations” as well as methods of organizing human activities
and mental processes.””® In theory, this excludes algorithms and
models. Under the Alice/Mayo test of the Supreme Court, general
manipulation and processing of data is not patentable. Simply
implementing a mathematical principle on a physical machine
cannot be considered a patentable application.'®®

Similarly, algorithms and models are not patentable under the
European Patent Convention (as they are of an abstract math-
ematical nature), but Al inventions can be patented as a subset of
so-called “computer-implemented inventions.” This requires the
algorithm or model to contribute to the technical character of the
invention, by serving a specific technical purpose.'® Under Article
25.1 of the Chinese Patent Law, rules and methods of mental activi-
ties are not eligible for patent protection, but an application will
stand as long as there is a clear technical feature described in the
claim.'

Conceptually, these patent regimes seem to be unfavorable
toward Al-related assets such as algorithms, models, and data sets.
Indeed, algorithms are essentially a mathematical expression of
nature and are thus not patentable, as are other Al-related math-
ematical formulas and test strategies.'* Patent law in the United
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States, Europe, and China requires a practical application of an
algorithm in order for it to even be considered as patentable sub-
ject matter, without it always being entirely clear what a “practical
application” is. Furthermore, other components of an Al system,
such as data sets, do not meet thresholds for patentability. However,
despite these conceptual barriers to protecting Al-related assets
with patents, patent applications for Al-related inventions are actu-
ally thriving.'®® China saw 389,571 Al-related patent applications
over the past 10 years, ranking first in the world, accounting for
74.7 percent of the global total and more than eight times that of the
United States,'®* although American companies still lead in terms
of Al patents actually granted.'®> Furthermore, a report on Public
Views on Artificial Intelligence and Intellectual Property Policy of
the USPTO generally concluded that the patent system as it stands
is as such not incompatible with emerging Al technologies.'*

Nonetheless, despite a high number of patent applications for
Al-related inventions, patent protection may still not be ideal for
Al-related assets when compared to trade secret protection.

A first and obvious point is that trade secret protection does
not entail disclosure (which, as the quid pro quo for obtaining a
temporary monopoly on an invention, is a necessary step in the
application process for a patent), thus allowing a competitive
advantage to be maintained through confidentiality.

Second, the requirements of non-obviousness, novelty, and util-
ity for patent protection'® do not apply to trade secrets. In order
to be protectable as a trade secret, the Al-related assets need only
meet the requirements enshrined in the trade secret definitions
discussed above.

Third, trade secrets have a broader scope of protection and can
include components of Al that are not patentable.

Fourth, the costs associated with establishing trade secret pro-
tection are much lower in comparison to patents, which may be
beneficial in a rapidly evolving technology like AI.'*®

Fifth, a trade secret does not require registration and trade
secret protection is thus not contingent upon government approval,
contrary to patents.'®

Lastly, where patents only have a duration of protection of 20
years,'”? trade secrets will last for as long as the information remains
confidential, which can extend well beyond the 20 year mark.'”

When comparing patent protection to trade secret protection,
it becomes clear that trade secrets may be preferable in a variety of
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situations, such as when patentability requirements cannot be met,
when the cost of pursuing patent protection outweighs the benefits,
or when the need for protection extends beyond the 20-year mark.'”?

Copyright Protection of Software Is Complex and Uncertain

Copyright protection plays an important role for software,
which is greatly relevant to Al. The purpose of copyright protec-
tion is to protect the creative works of the human mind and thus
stimulate creativity in society.'”” As a general point, copyright pro-
tection is broader than patent protection, as any creative work may
be covered by copyright so long as the work is “original” and is the
“author’s own intellectual creation” (the European standard)'’* or
demonstrates “at least some minimal degree of creativity” (the U.S.
standard),'”® as well as being fixed in a tangible medium.'”® Copy-
right protection is conferred automatically. In essence, copyright
protection grants the author the exclusive right of compensation
for the reproduction of his/her work, and a right of prohibition.'””
However, mere ideas, procedures, methods of operation, or math-
ematical concepts as such are not copyrightable.'”®

Copyright is an attractive form of intellectual property protec-
tion in the realm of Al, particularly for the protection of software
code.'” This is of great importance, as source code is considered
the “lifeblood of software” embodying the potential of the code’s
creativity.’® Of note, there is somewhat of a conceptual overlap
between copyright and trade secrets in the context of software.
Most software applications today are marketed in the format of
object code, which is the chain of binary steps that constitute the
directions sent to a computer’s hardware.'® Object code is gen-
erally protected by copyright, despite its functionality strongly
outweighing any creativity in the code, while source code is now
often protected by trade secrets.'®

Furthermore, databases and other compilations of data (such as
training, validation, and testing data sets) can be protected under
copyright, even where the content itself is not protected, provided
that the selection or arrangement of the data constitutes an intel-
lectual creation.'®® EU law provides for a sui generis database right,
which can protect the contents of a database.'® As such, the maker
of a database in which there has been a qualitatively or quanti-
tatively substantial investment in the obtaining, verification, or
presentation of the contents of the database will be endowed with
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a right to prevent extraction and/or re-utilization of the whole
or part of the contents of the database.'®> Conversely, pursuant to
the Supreme Court’s judgment in Feist Publications, Inc. v. Rural
Telephone Service Co., Inc., the content of databases cannot be pro-
tected in the United States, with no alternative method to protect
databases having been provided by the U.S. legal system.'®

Although copyright protection has its benefits, it also has its
limitations. Some of its disadvantages are apparent when copyright
is compared to trade secrets. For example, trade secret protection
imposes no originality or creativity requirements and extends to
non-copyrightable information such as ideas, procedures, meth-
ods of operation, and mathematical concepts. However, it can be
argued that a larger point of interest is the increasing uncertainty
as to how copyright and software relate in the face of increasing
technical complexity.

As alluded to above, software has evolved extensively in the past
decades, gradually becoming more than just literal code-based pro-
grams and moving more toward abstract ideas and designs rather
than just code as a product of authorship.’*” This has given rise to
much debate and uncertainty as to what aspects of software code
are copyrightable. Generally speaking, copyright protection does
not extend to the functionality of software, but only to the creative
aspects of the code.'®® Yet, the paradox discussed above shows that
object code is sometimes deemed worthy of copyright protection,
although it is largely functional in nature.'®

Recent developments have shed more light on the uncertainty of
software-related copyright protection. The long legal battle between
Google and Oracle, heralded as the “copyright case of the decade,”**
was finally decided by the Supreme Court of the United States on
April 5,2021. The case concerned the question of whether Google
had infringed upon Oracle’s copyright on its Java declaring code
during the development of the Android smartphone platform.'*!
The Supreme Court ruled that Google did not violate Oracle’s copy-
right, holding that Google’s copying was fair use.'”> However, the
central question of whether the valuable application programming
interfaces'”® were indeed copyrightable in the first place was dodged
by the Supreme Court. Google argued that declaring code is just
a functional system of basic computer commands that should not
be copyrightable, and that any other outcome would destroy the
software industry. Oracle argued that Google’s excessive copying
threatened to undo the strong copyright protection that shaped
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the American tech industry’s success.'** The prevailing argument
was not identified.

Besides this uncertainty, the case of Google v. Oracle uncovers
another potential weakness of copyright protection for software.
A copyright holder cannot always prevent a user from copying the
code for a limited purpose or modifying it, as this could be con-
sidered “fair use.”**> This fair use exception could see considerable
expansion in lower courts as a result of Google v. Oracle."*

As these evolutions cause the fine line between copyrightable
expression and mere idea to blur even further, a tendency toward
embracing trade secrets emerges in response.'”” It is unlikely that
the Supreme Court’s recent decision to dodge a central (but tech-
nically difficult) question on the copyrightability of software code
will stop this trend.

The Nature of Trade Secrets and the Tendency Toward
Propertization

Before moving on to the analysis of how trade secrets and the
principle of transparency interact, it is worthwhile to pause and
consider the nature of trade secrets and the topic of propertiza-
tion. The latter notion should be understood as the transitioning of
rights, either contractual or extra-contractual, toward the realm of
property rights. At this stage, it should become clear that a central
theme of this article revolves around the question of entitlement to
information. Whether an Al company uses trade secrets to protect
its AI assets, or a section of the public demands information on
how an AI application creates output, the base dynamic is about
the right to either withhold or obtain information.

Traditionally, the purpose of trade secrets has been to protect
against employees or other business partners from using a com-
pany’s confidential innovations."® There is a debate as to whether
trade secret protection should be understood as a post-factual
tort mechanism designed to rectify a breach of confidence and
remedy a loss of competitive advantage, or whether this concerns
a (quasi) property right. It has been suggested that the answer lies
in an integrated approach.' Indeed, trade secrets aim to protect
confidential relationships, with the important condition that the
subject matter is worthy of protection.? Simultaneously, trade
secret protection does confer at least weak forms of property
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rights.?®" It has even been argued that construing trade secrets
as property rights rather than relational obligations allows for a
better balance between the interests of employers and employees
faced with trade secret accusations, enabling the interests of the
workforce and the wider economy to benefit from the formation
of new, creative enterprises.?*

The contours of this debate on the nature of trade secrets echoes
alarger underlying discussion on the propertization of intellectual
property law in general. The debate on propertization also concerns
the issue of expanding intellectual property laws and property
analogies to intangible information, conceiving technological
developments, business information, and customer-related infor-
mation as property.?” This question of balancing propertization and
stimulating innovation is not a new one, and arguably begins with
how one interprets the term “intellectual property” itself.*** Some
scholars emphasize the need for property entitlement in order to
avoid the “tragedy of the commons.”*” Others claim that increasing
propertization may create more problems than it solves and warn
of the negative economic effects of over-propertization, such as
the diminution of the level of innovation that would otherwise be
achievable through a more balanced approach.** It is this realiza-
tion that, in the context of data propertization, fueled the movement
for open data that has since been reasonably successful.>”’

The original design of trade secret law was not necessarily to
encourage the propertization of information. Trade secret law
is responsive to competition policy in that it allows legitimate
reverse engineering and independent discovery and maintains the
requirement that information is only owned as long as the owner
puts appropriate effort into maintaining secrecy.?”® Nevertheless,
other forms of intellectual property protection have seen increasing
propertization. Trademarks have seen an expansion in propertiza-
tion in the digital environment through recognizing trademarks
in domain names and the doctrine of initial interest confusion.*”
Similarly, copyright has also witnessed this tendency.*"°

These tendencies may be at odds with other societal values
and priorities. As put in the words of Margaret J. Radin, Professor
Emerita of the University of Michigan Law School, when con-
sidering the interfaces between the propertization of intellectual
property and countervailing policies of free speech and competitive
markets, “legal discourse would serve society better if new informa-
tion practices did not cause costly periods of over-propertization
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before we remember our roots.” In addition, one must consider
how an over-propertization of trade secrets may scrape against
a new emerging policy described in this article: the demand for
transparent Al.

Trade Secrecy and Transparent Al:
An Analysis

Trade Secrecy and Transparency Cannot Be
Mutually Exclusive

It has been recognized before that tension between the imple-
mentation of the principle of transparency and intellectual property
protection may arise.?'' As put by Jessica Meyers, “transparency is
not just an abstract value, it has practical consequences.”*'? Juxta-
posing the prominence of trade secret protection for Al-related
assets with the demands for transparent AI may then tempt the
assumption that this concerns an epic battle between abstract
concepts such as “secrecy” or “confidentiality” and “disclosure”
or “transparency.’

However, such an assumption would wrongfully oversimplify
a far more complex dynamic that differs on a case-by-case basis.
As a general observation, concerns of Al developers to maintain
trade secret protection of Al-related assets that grant a consider-
able advantage in a competitive industry are, of course, logical. The
same goes for societal expectations of trustworthy and understand-
able Al Therefore, an approach that demands complete disclosure
of all assets related to a particular Al system is unreasonable, as
is the understanding that trade secret protection precludes any
access to valuable information regarding the AI decision-making
process.?!?

As alluded to above, a simple blanket approach to disclosure
does not achieve the purpose of the principle of transparency.
Simply dumping algorithms and vast amounts of data does not
amount to meaningful transparency. In addition, explanations
as to how machine learning models generate a certain output are
not always readily available, and, even if they are, they may not
always be understandable to humans. Complex models might have
already adjusted themselves and evolved in the time between the
generation of a certain output and the point of disclosure.
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Furthermore, one must consider that there are methods to
improve Al explainability without full disclosure as well as non-
technical arguments against blanket disclosure.

First, one could argue that an overly strict principle of transpar-
ency entailing blanket disclosure might devaluate trade secrets to
the point that innovation is no longer incentivized. Indeed, it has
been stated that the increase in trade secrets litigation in emerging
data-driven technology industries signals intense competition and
thus a healthy market for innovation.*'*

Second, we must not forget that exaggerated transparency is
neither expected nor expectable from humans. As legal realists have
pointed out, decisions made by judges may sometimes be based on
weak, unconscious rationalizations of underlying prejudices, stereo-
types, or intuition.*'® If we cannot always explain what motivations
lurk behind our decisions, will we then be able to comprehend the
reasons for an Al system’s decisions?

At the same time, an approach that leans too strongly on the
over-propertization of trade secrecy is not a viable option either.
This article has consistently referred to the strong call and exten-
sive coverage of societal desire for understandable Al. Given the
strength and scale of the movement for trustworthy Al it is clear
that a world in which trade secrets always prevail is inconceivable,
as this will strongly undermine the development of human trust
in AT applications.

In brief, approaching the dichotomy between trade secrecy and
the principle of transparency as a zero-sum game is a lose-lose.

Reconciliation Requires Flexibility

The above discussion clearly demonstrates that the answer to the
trade secrecy—transparency debate does not lie in a simple horizon-
tal approach. As put by the IEEE, “rather than aiming for universal
transparency standards that would be applicable to all uses of Al
systems within a legal system, transparency standards should allow
for circumstance-dependent flexibility.”*'* Google states that given
the fact that Al is a dynamic, constantly evolving technology, Al
regulations should be adaptable over time and remain flexible across
different applications.?’” This article agrees. One should indeed
differentiate between a situation where AI systems are being used
in the criminal justice system and where an Al system is used in a
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business-to-business context for predicting the success of a client
company’s marketing strategy. Different applications of Al systems
in different situations may require a different balance. This calls to
the need for different approaches to resolving the tension between
trade secrecy and transparency. The fairly recent TSD and DTSA
and the increase in trade secret litigation might create new bodies
of case law that incorporate the interests for trustworthy AI. These
developments will have to be examined closely. Below, it will be
demonstrated how different situations and different policies may
produce different methods of resolution.

As a preliminary observation, it should be noted that there are
technological advancements that may prove instrumental in over-
coming the “black box” opacity of AI applications that impedes
the fulfilment of the principle of transparency. Data scientists are
currently building transparency tools that will increase our practi-
cal ability to interpret machine learning models.?'® The notion that
there must be a trade-off between accuracy and performance of
Al systems and their explainability or interpretability is also being
challenged.*® In addition, industry-led standards organizations are
increasingly active in describing testable levels of transparency of Al
systems, in order to measure compliance with substantive rules.**’
Al developers will need to consider implementing transparency
considerations into the design of Al systems, so that the devel-
opers themselves can enable disclosure that respects intellectual
property rights.?*!

Non-disclosure agreements, statutory confidentiality obliga-
tions, or granting limited access to duly appointed third parties
constitute legal methods that may balance disclosure and trade
secrecy in certain situations. For example, Article 70(1) of the recent
EU Draft AI Act states that future regulatory bodies charged with
assessing the conformity of high-risk AI systems with regulatory
obligations shall respect trade secret protection of information
and data under the TSD when performing their tasks.?”* Public
authorities and notified bodies that need to be given access to con-
fidential information or source code to examine compliance with
substantive obligations will be placed under binding confidential
obligations.?”® The IEEE recommends that policymakers consider
the option of a public interest steward or trusted third party. This
agent would then be given access to sensitive information (poten-
tially protected by trade secrets) in order to answer public interest
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questions, but still be under obligation not to disclose the specifics
of such information.***

Another method of fulfilling the principle of transparency is
through modes of explanation that do not undermine trade secret
protection.”” For example, in certain situations, counterfactual
explanations that “describe the smallest change to the feature val-
ues that change the prediction to a predefined output” may pro-
vide more insight into the AI decision-making process, while not
revealing the inner workings of the system and thereby protecting
intellectual property.>*

Although this article does not focus on the governmental
adoption of Al briefly examining the difference between the U.S.
and European approaches demonstrates how solving the tension
between trade secrecy and transparency is, above all, a matter of
policy choices. For example, the American concept of governmen-
tal transparency is subdivided in “fishbowl transparency,” which
entails broad disclosure of information to the public, and “reasoned
transparency, which requires that public authorities present rea-
sons for their decisions. The protection of trade secrets and other
proprietary information is considered an exception to the required
disclosure of public information under fishbowl transparency.*”
There are examples of a different approach in European legal
systems, which is not surprising considering the greater wariness
of algorithms in Europe.””® For example, the fairly recent French
Law for a Digital Republic of 2016 exempted trade secrets from
public disclosure requirements whenever a public body subjected
residents to algorithmic processing.??” However, the Conseil d’Etat
(the highest constitutional authority in France) limited the scope
of this exception by providing that if a public body relies solely on
an algorithm for a decision, trade secrecy may not be relied on as
an excuse for not disclosing its functioning.**

In a similar sense, the Administrative Supreme Court of Italy
stated that holders of intellectual property rights cannot expect
secrecy in view of the prevailing public right to “full knowability
of the algorithm used and the criteria applied.”*' Depending on its
final outcome, the EU Draft AT Act will allow for a new body of law
to develop, as it proposes to resolve the tension between transpar-
ency obligations and the right to intellectual property protection
by limiting transparency to “the minimum necessary information
for individuals to exercise their right to an effective remedy and to
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the necessary transparency towards supervision and enforcement
authorities, in line with their mandates.”*? It will also be interesting
to see how future decisions of the Court of Justice of the European
Union will interpret the relationship between this provision and
Articles 1(2)(b) and 5(d) TSD.??

Lastly, it is also interesting to consider how trade secrecy and
transparency interact in the field of criminal law. An example
is the well-known case of State v. Loomis before the Wisconsin
Supreme Court. That case concerned the question of whether a
criminal defendant’s right to due process had been violated because
the proprietary nature of an algorithmic criminal risk assessment
tool, on which the trial court had partly relied to determine the
length of a prison sentence, prevented defendants from challenging
its scientific validity.”** The Supreme Court rejected the criminal
defendant’s arguments for fishbowl transparency and held that
the private company had a right to protect its proprietary infor-
mation.” Clearly, there was no right to obtain any and all details
concerning the proprietary algorithm’s design.*** However, even in
these controversial situations, disclosure with reasonable respect
for trade secrecy can be achieved through the use of protective
court orders.*’

Key Considerations for the Near Future

The above discussion demonstrates that there is no simple solu-
tion to the tension that may arise between the use of trade secrets
and the demand for transparent AIl. The competing interests that
lie at the foundations of this debate will differ from situation to
situation. Some might claim that the debate on trade secrets and
the demands for transparent Al is a story of corporate interests
competing with public policy interests, with strong intellectual
property protection being the expression of the former and the
principle of transparency the embodiment of the latter. How-
ever, one could also state that this debate concerns a competition
between two public interests: the need for stimulation of innova-
tion in emerging technologies on the one hand, and public desire
for trustworthy Al on the other. It should come as no surprise that
the wisest approach lies in accepting complexity and the need to
assiduously seek an acceptable and reasonable outcome on a case-
by-case basis. Indeed, smart, proactive regulation that both protects
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public interests and fosters innovation will require regulators to
achieve a complex balance.?*®

As the law stands today, with the exception of certain bodies
of law that house similar principles of transparency with a limited
scope, such as administrative law, criminal law, and the General
Data Protection Regulation, there is currently no clear legal lens
through which this tension can be examined. Moving forward,
regulators will have to take into account a whole variety of fac-
tors when attempting to provide a framework to resolve the trade
secrecy-transparency debate, if new approaches like the EU Draft
AT Act are to be of real practical significance. These include, but
are unfortunately not limited to, the complexity of Al, its myriad
different applications that vary in degree of risk, the limits of human
conceptions of transparency, technological implications, and “black
box” Al, as well as the need to maintain the encouragement of
innovation through trade secret protection.
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