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If you or your company receive any money from the government - whether
you manufacture jets for the military or sell office supplies to the IRS -
you can find yourself the subject of a “procurement fraud” investigation.
False Claims Act settlements and judgments in such cases have brought
an average of well over $2 billion per year into the government’s coffers
in recent years, with no break in sight. And the False Claims Act is just
one of several weapons available in the government’s arsenal to combat
procurement fraud.

The stakes in these investigations are high -- not only because of the large
dollar amounts at issue (e.g., damages up to three times the amount of
the entire contract value), but also because of the possibility of criminal
charges and suspension and debarment. Moreover, procurement fraud
investigations are made more complex because of the possibility of parallel
civil and criminal investigations, as well as by the mandatory disclosure
rule. Further complicating matters, it is often one of your employees who
triggers the investigation in the hope that he or she can recover a large
monetary bounty for doing so. If you do have a whistleblower and if he
or she is still your employee, your options are constrained in a number of
ways, including taking any actions that would be considered retaliatory.

This handbook will provide you with an overview of some of the applicable
laws and serve as a practical guide to help you with your initial response
if you are ever investigated.
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Overview of Applicable Statutes

Civil False Claims Act
31 U.S.C. §§ 3729-3733

e The False Claims Act punishes people who, or entities that, improperly obtain federal funds. The
Act allows private citizens to bring claims on behalf of the United States and rewards the citizens
with a percentage of any recoveries coming from the lawsuit or settlement. The recoveries can be
significant.

e Prohibited conduct:

> Knowingly submitting a false claim for money or property to the government or a recipient of
government funds or causing another to submit a false claim for money or property

o Knowingly making a false record or statement that is material (actual reliance is not required) to
a false claim

o Knowingly making a false record or statement material to an obligation to pay money to the
government, or knowingly and improperly avoiding an obligation to pay money to the government.
Liability does not require an affirmative act; simple failure to repay a benefit exposes individuals
and entities to liability.

o Conspiring to do any of the above
e Penalties
o Fines: $5,500 - $11,000 per claim or statement
o Treble damages: Three times the amount of the damages sustained by the government

e Whistleblower Provisions. The False Claims Act includes a “qui tam” provision that allows private
citizens to sue on behalf of the government for False Claims Act violations. The government can
intervene, meaning it takes over the case. If the government intervenes, the whistleblower, referred
to as the “relator,” stands to receive as much as 25% of the proceeds from the action or from any
settlement. If the government does not intervene, the relator stands to receive as much as 30% of
the proceeds.

e Whistleblower Protection. The False Claims Act protects whistleblowers. If a whistleblower is
discharged or otherwise discriminated against because of acts he or she performed in furtherance
of an action under the False Claims Act, then the whistleblower can recover damages, including
reinstatement with the same seniority status he or she would have had but for the termination/
discrimination, twice the amount of back pay plus interest, and special damages including litigation
costs and reasonable attorneys’ fees. It is extremely important not to “retaliate” in any way against
a whistleblower employee before consulting with outside counsel.




Crisis Handbook for Government Contractors

Criminal False Claims Act
18 U.S.C. § 287

e An individual who submits a claim to the government knowing the claim is false, fictitious, or
fraudulent can be fined and sent to prison for up to five years.

An entity (corporation) can be criminally liable for the acts of their agents and employees. If an agent or employee,
in the course of doing his or her job, submits a false, fictitious or fraudulent claim, then the entity can be found
guilty and fined for violating the False Claims Act.

Anti-Kickback Act of 1986
41 U.S.C. §§ 51-58

e Prime contractors and subcontractors are prohibited from accepting, attempting to accept, or
soliciting kickbacks for the purpose of rewarding favorable treatment in connection with a government
contract to obtain supplies, materials, equipment, or services of any kind.

e (Contractors and subcontractors are prohibited from making, attempting to make, or offering
kickbacks for the purpose of obtaining favorable treatment in connection with a government contract
to obtain supplies, materials, equipment, or services of any kind.

¢ Kickbacks are not limited to cash and gifts, but extend to anything of value if the purpose of giving
it was to improperly obtain or reward favorable treatment.

e Criminal Punishment. A knowing and willful — in other words, purposeful — violation of the Anti-
Kickback Act is a crime. Anyone found guilty of violating the Act can be fined and sent to prison for
up to 10 years.

e Civil Penalty. Anyone who violates or whose employee violates the Anti-Kickback Act is subject to a
fine up to twice the amount of the kickbacks involved plus $10,000 for each violation.

Major Fraud Act of 1988
18 U.S.C. § 1031

e Targets large scale procurement fraud and applies to anyone who executes or attempts to execute
a plan to defraud the United States government of property or services so long as any part of the
contract, subcontract or agreement at issue is valued at or over $1,000,000.

e Property includes grants, contracts, subcontracts, subsidies, loans, guarantees, insurance, other
forms of Federal assistance (including Troubled Asset Relief Program (“TARP”) or other government
stimulus).

e  Criminal Punishment. Each knowing execution of a fraudulent scheme is a separate offense, punishable
by imprisonment up to 10 years and a fine of up to $1,000,000 (and, in certain circumstances, up to
$5,000,000). Anyone found guilty of multiple offenses (that is, of executing or attempting to execute a
fraudulent scheme on multiple, separate occasions) can be fined up to $1,000,000 (or $5,000,000) for
each offense as long as the total, combined fine is $10,000,000 or less.
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When Crisis Strikes

You are a busy member of your company’s in-house legal department. What starts off as just another day at
the office suddenly gets very complicated. You learn that the company has had an unexpected contact with law
enforcement or other regulatory agents. The crisis can hit in many forms, sometimes with two or more occurring
simultaneously:

e lLaw enforcement agents in raid jackets burst into your company’s offices, brandishing weapons
and a search warrant.

e A process server or federal agent shows up with a subpoena for documents, to be produced within
days to the U.S. Attorney, the SEC, or other law enforcement or regulatory agency, with a subpoena
for grand jury testimony, or with a Civil Investigative Demand for documents and/or testimony.

e Two FBI agents arrive unexpectedly at the office and ask to speak to particular employees, or they
show up at the employees’ homes.

e A news reporter calls with a few questions about certain billing practices or product quality issues.

e You learn that a current employee has become a “whistleblower” and has provided confidential
information and documents to government agents.

You start getting panicked telephone calls and e-mails from top management, seeking your guidance. Something
must be done quickly. You don’t have time to wait for qualified outside counsel to arrive.

The following guide is intended to assist those who find themselves in such an unhappy situation. It will provide
guidance about what to do, and of equal importance, what not to do, in the early minutes and hours of the
crisis.
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The Search Warrant Checklist
YES

O Identify and meet with the lead agent. Learn the identity of the supervising
prosecutor.

O Ask for a copy of the warrant and review it carefully.

O Determine whether agents are detaining employees.

O

Advise employees of their rights — including the right to counsel.
(See attached sample “Notice to Employees.”)

Consider sending employees home.

Object to the seizure of privileged documents.

Make a record of events as they unfold.

Ask to be present when agents make an inventory of seized materials.
Make your own inventory of seized materials.

Ask for copies of seized computer files.

Ask for split samples.

O O0Oo0ooooo d

Advise the lead agent of any classified documents that are seized.
NO

Do not interfere with the search.

Do not allow anyone to alter, hide or destroy documents.

Do not consent to the search of any area or seizure of any materials.

Do not volunteer substantive information.

o ooao g

Do not instruct or encourage anyone not to speak with the agents.

SEE DETAILED GUIDANCE FOR SEARCH WARRANTS ON PAGE 8.
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The Government Subpoena/Civil Investigative Demand (“CID”)
Checklist

YES

O Promptly notify officers and employees who may possess the documents listed
in the subpoena and detail what is to be produced; do not circulate copies of the
subpoena itself.

[0 Issue a preliminary document “Hold Order” to all relevant personnel. (See attached
sample “Preservation Memorandum/Hold Order.”)

I To the extent the subpoena calls for electronically stored information, such as
computer files and e-mails, promptly notify your IT personnel and involve them in the
compliance efforts.

O Suspend any scheduled document destruction or deletion protocols. Turn off any
“auto-delete” programs.

O Strictly prohibit any destruction, “loss,” or alteration of any documents that arguably
fall within the scope of the subpoena.

NO
0 Do not allow employees to destroy, hide, or manipulate documents.

O Do not immediately start rummaging through files and physically removing
documents described in the subpoena. Instead, wait until qualified counsel and
their paralegals, and perhaps document collection and reproduction experts, get
involved.

SEE DETAILED GUIDANCE FOR SUBPOENAS ON PAGE 11.
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Guidance For Other Potential Crises

A. “Informal” Visits by Law Enforcement Agents

Sometimes, the initial contact with law enforcement is a visit or telephone call by an agent or officer who has no
search warrant or subpoena but wishes to talk to you or your company’s employees. Although cooperation with
law enforcement can often yield benefits, companies, nevertheless, should proceed with caution. You should
attempt to determine the subject of the inquiry and then politely delay the interview(s), so that you may contact
qualified outside counsel immediately. Outside counsel can make contact with the agent and advise you on
how best to proceed. It may be determined that any such interviews should not proceed without the presence
of an attorney, or should not take place at all.

B. “There’s a Reporter on the Telephone”

Sometimes, a telephone call or visit from a reporter is the first sign of a burgeoning problem. Employees should
be instructed to refer press inquiries to either the appropriate public affairs professional or in-house counsel. If
a press inquiry is expected due to a public incident, whether a company-related accident or some type of law
enforcement activity, the company should reiterate and re-emphasize the policy of passing press inquiries on
to the appropriate company representative. Generally, any initial response to media inquiries should be brief,
non-specific, and provided in writing; it is not wise to engage in a free-ranging conversation with reporters
prior to learning all the facts. If possible, you should involve qualified outside counsel immediately, prior to
responding to any media inquiry.

C. “An Employee Has Been Seriously Injured” (or Worse)

In addition to the tragedy of injuries to or the death of an employee, a serious accident can also present serious
legal challenges to a company on whose premises the accident occurs. These include not only personal injury
suits but also inquiries from state and federal regulators, such as OSHA. Furthermore, an accident causing
serious injury or death may attract press attention. If regulatory agents, such as OSHA investigators, arrive to
investigate the incident, you should immediately contact qualified counsel. In the meantime, you should not
attempt to impede or otherwise interfere with the agents or inspectors. If they wish to interview employees, you
should generally respond as you would in the context of such requests during a search or informal contact,
as discussed above. It is often critical that any such interviews be conducted in the presence of qualified
counsel, if at all.

D. “We’ve Got a Whistleblower”

A “whistleblower” is a person (often an insider) who raises an allegation of wrongdoing within the company.
Whistleblowers may make their allegations internally (for example, to other people within the company) or
externally (to government agencies, the media, or both.) Certain federal and state statutes enable whistleblowers
to initiate lawsuits targeting allegedly unlawful or fraudulent business practices. These statutes offer the lure of
huge monetary rewards for the whistleblower, and some reward whistleblowers just for reporting information,
without filing a lawsuit. While once largely limited to instances of fraud by government contractors, these
statutory schemes are now being more broadly applied to other scenarios, including alleged securities fraud
and bribery of foreign officials.

Perhaps the most important initial consideration, upon learning of the existence of a possible employee-
whistleblower, is to avoid taking any swift action that may appear retaliatory. Unless otherwise required by
government contract or regulation, resist the urge to immediately confront the suspected whistleblower, and
do not summarily impose disciplinary action, such as suspension or termination. Instead, contact qualified
counsel immediately.
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Detailed Guidance on Responding to a Search Warrant

e Do not attempt to prevent the search from taking place or obstruct the agents executing the warrant.
Employees should be instructed likewise. Such actions can result in criminal sanctions. In addition,
agents executing a search warrant are authorized to use force.

e [dentify and meet with the lead agent as soon as possible. It is also helpful to obtain the business
cards, or at least the names and affiliations, of the agents involved in the search, as well as the
name and contact information of the prosecutor responsible for execution of the warrant.! At this
point, you should, if possible, immediately contact outside white collar counsel. Many of the steps
described below are best conducted by such outside counsel. Meanwhile, however, you should ask
the lead agent for information concerning the status of the company (e.g., target or subject of the
investigation, or neither) and the nature of the allegations being investigated. The agent may tell you
little or nothing; sometimes, however, agents may provide useful information. You should also ask
whether any employees have been or are being interviewed, and, if so, request that legal counsel
be present at any such interviews.2 You should not engage in a dialog or debate with the agents
regarding the factual basis of the investigation.®

e Obtain and review the search warrant. The agents are required to provide a copy of the warrant. If
they do not, request a copy. Review the warrant as soon as possible to gauge whether the search is
limited to the physical areas and items specified in the warrant. General searches and “exploratory
rummaging” are prohibited. Do not obstruct the agents if you feel the search is outside the scope
of the warrant. Instead, if possible, make the agents aware of your concerns and document your
observations and objections.

e Determine whether agents are detaining employees. Persons in the area to be searched can be
temporarily detained, and others outside the search area may be barred from entering it, to allow
the search to proceed expeditiously and without interference. Individuals who are not identified in
the warrant itself may not be searched except where the agents have at least an “articulable and
individualized” suspicion of wrongdoing on their part. However, under the pretense of securing the
premises, agents may attempt to confine personnel to certain areas, to limit use of telephones,
and to pat down individuals and search their personal effects. Asking agents whether individuals
are under arrest will usually prompt them to desist from unreasonably restricting movement or
telephone use.

e Advise employees of their rights. As mentioned, it is common for agents to attempt to question
employees, including meeting with them individually in an office on the searched premises. It is
important, therefore, that all employees understand their rights. Be very careful not to give advice
to employees that could be construed as an instruction not to cooperate with the agents. Such
actions can lead to charges of criminal obstruction. It is generally permissible, however, to advise
employees that: (1) they may, but are not required to answer agents’ questions, and whether to do
so is entirely up to them; (2) if they do choose to speak to agents they (a) must tell the truth and
could be subject to criminal prosecution for any false statements, and (b) can set conditions, such
as having company counsel present for any questioning. You should not suggest that a decision

1 Government attorneys typically do not accompany the agents to the search. However, they will often be available by telephone.
2 Keep in mind that search warrants typically do not authorize agents to conduct interviews on the company’s premises. You and
your employees are not required to consent to such interviews or to permit company property to be used for law enforcement

purposes.

3 If in-house counsel is concerned that he or she is or may become a target of the investigation, counsel should avoid substantive
discussion with the agents or prosecutor regarding the apparent subject matter of the investigation. It is best if outside counsel
or conflict-free, in-house counsel take the lead in representing the company’s interests in those hopefully rare situations.
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to speak with agents will be viewed unfavorably by the company. It is best to provide such advice
in writing in order to avoid subsequent disputes regarding what employees were advised to do. A
sample of such a “Notice to Employees” is included at the end of this handbook. It can also be
found at http://www.crowell.com/PDF/Sample-Notice-to-Employees.pdf

e Do not remove or destroy documents to prevent their seizure. This may seem obvious, but it is
advisable to remind employees that removing, concealing, altering, destroying, or deleting
documents is strictly prohibited and could lead to criminal prosecution.

e Consider sending employees home. Because the search is likely to substantially disrupt work, it may
be best to send non-essential personnel in affected areas of the facility home for the day. This will
also reduce the likelihood that agents will attempt to interview employees before the employees are
advised of their rights and options.

e Do not consent or otherwise give your permission to search any area or to seize any property.
In the event of any question concerning the warrant’s coverage, or if the agents believe that a
broader search is necessary or that an item not identified in the warrant itself, such as a laptop
computer, should be searched, they may seek your consent to search beyond what is authorized in
the warrant. Do not give it. Be very clear that you will not consent to a warrantless search, at least
until you have an opportunity to consult with outside counsel.

e Do not volunteer substantive information. A search warrant does not require you or any other
employee to provide directions or guidance to the agents. You are not required to show them the
location of documents or other property, or otherwise assist in the search. However, good judgment
suggests that some assistance can be provided as a simple courtesy when the answer is obvious
or to prevent unnecessary disruption by the agents in locating their objective.

e Object to any review or seizure of privileged documents, including legal communications. If the
agents insist on seizing legally privileged documents despite your objections, immediately
contact the responsible prosecutor to give notice of your objection and to determine whether the
investigating agency has segregated one or more agents to act as a “clean team,” i.e., a team that
is screened from the substantive investigation in order to handle any potentially privileged materials.
If the seizure goes forward, propose that you gather the documents under the agents’ supervision
and seal them so that they cannot be opened without breaking the seal.* You can thus prevent
government review of privileged documents until the privilege issue is resolved.

e Make a record of events as they unfold. It is helpful to keep detailed notes during the search (to
the extent possible) to support a possible challenge to the legality of the search, and generally to
collect information concerning the scope and nature of the investigation. Depending on the number
of agents involved, additional attorneys and/or paralegals may be required to properly monitor all
of the agents’ activities.

e Ask to be present when the agents make an inventory of the property to be seized. You are entitled
to a receipt for the property before the agents leave. Typically, the agents will provide you with a
copy of their inventory as the “receipt.”

e Make your own inventory of the seized property, including photographs if possible. Agents’
“inventories” can often be sparse and unhelpful.

4 Prosecutors and experienced agents will generally consent to such arrangements because they do not want their cases tainted
by exposure to privileged materials. In addition, the DOJ Manual states that “a search warrant should normally not be used to
obtain [attorney-client privileged or attorney work product] materials.” U.S. Attorneys Manual § § 9-13.420 and 9-19.220.
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e Ask for copies of seized electronic media. Computer searches are generally executed either by
making electronic copies of files on-site, creating mirror images of entire hard drives, or simply
seizing the computers and reviewing their contents off-site.5 Typically, the search warrant itself
will specifically address the procedures the agents are required to follow. The agents may not be
required to provide you with electronic copies of seized computer files, but it generally doesn’t hurt
to ask. If necessary, arrangements can usually be made to obtain electronic copies on an expedited
basis after the search, in order to minimize the adverse impact on the company’s operations.

e Ask for split samples when agents seize samples, such as in environmental investigations. If a
split sample is refused, take your own parallel sample (which you will probably wish to do under
monitored circumstances once the agents have left the premises.)

e Advise the lead agent of any classified documents that are seized. Classified documents are not
exempt from search and seizure, but the agents should be advised of the status of such documents
if the company has an obligation to protect classified information. If classified documents are seized,
the agency with jurisdiction over the information should be notified immediately.®

e Advise employees not to discuss the search with others, except legal counsel.

Be Prepared for a Search

No company expects to be the subject of an unannounced search by armed federal agents. Nonetheless, it is
best to prepare for the worst. Advisable steps include:

e Clearly mark privileged documents and maintain them separately from non-privileged material.

e Maintain copies of essential business records (including records stored on personal computers) off
premises.

e Ensure that at least one lawyer at each company facility has been trained regarding the proper
response to a search warrant. Management at facilities where there is no lawyer should know whom
to call in the event of a search.

e |dentify outside counsel experienced in criminal law before the need arises, and have counsel’s
contact information readily available and distributed to key personnel.

e Develop a plan for closing the facility in case of such a search.

5 The law regarding searches of computers and other electronic media is in flux. Searches (and the return) of seized computer
hardware often takes weeks or months, although some courts are mandating shorter and more reasonable search periods.
6 Similarly, the agents should be advised if they confiscate any proprietary or trade secret information.
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Detailed Guidance on Responding to a Subpoena, a Document
Preservation Notice, or Other Government Process

A government-issued subpoena for documents, a document preservation notice, or other similar investigative
demands, can raise a host of thorny issues, particularly for large or widespread companies which may possess
huge amounts of documentary material, including electronically stored information (“ESI”.)

Companies have an affirmative duty to identify, locate, and maintain all information relevant to any known or
foreseeable investigation, and later, to produce all non-privileged documents, including ESI, which are responsive
to the subpoena or other form of process. It is critical to avoid the potential pitfalls in achieving compliance, and
perhaps most importantly, to remain free of charges of obstruction.

e The Duty to Preserve. The duty to preserve may arise even before the arrival of a subpoena or
other process. The duty arises whenever a government investigation is threatened or pending, or
can be reasonably anticipated. The obstruction-of-justice provisions enacted as part of Sarbanes-
Oxley make clear that a government investigation need not have commenced and a subpoena need
not have been issued for the duty to preserve to arise: “Whoever knowingly alters, destroys... [or]
falsifies... any... document... with the intent to impede, obstruct, or influence the investigation... of
any matter within the jurisdiction of any department or agency of the United States... or in relation
to or contemplation of any such matter or case, shall be fined... [or] imprisoned not more than 20
years, or both.” 18 U.S.C. § 1519 (emphasis added.)

® Preservation — Hold Orders. Once the duty to preserve arises, company counsel must move quickly
to implement a “Hold Order” that tracks the government’s information request (if available) to ensure
that employees are on notice of the categories of information that must be held and preserved. The
Hold Order should be drafted and issued as soon as possible. The potential consequences flowing
from a post-duty loss or destruction of potential evidentiary material are too serious to sanction
delay. The parameters of a Hold Order can always be expanded or modified as you learn more.

A sample of a preliminary “Preservation Memorandum /Hold Order” is included at the end of this
handbook. It can also be found at: http://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-
Order.pdf

e Involve Outside Counsel as Soon as Possible. As soon as possible, consult and coordinate with
outside counsel in connection with the investigation that gave rise to the subpoena or document
preservation notice.

Subpoenas for Testimony

If a company employee is served with a subpoena, CID, or other such notice to provide oral testimony (as
opposed to merely directing the production of documents) in connection with a government investigation, you
should immediately contact qualified counsel and fax or e-mail a copy of the subpoena to that counsel. The
identity of the prosecutor or enforcement attorney handling the matter can often be determined from the face
of the subpoena. In many cases, outside counsel can contact the prosecutor informally, obtain information
regarding the subject matter of the proceedings and of the testimony and evidence being sought, and can
advise accordingly.
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About Crowell & Moring

For nearly three decades, Crowell & Moring LLP’s Procurement Fraud Investigations and Defense Team has
successfully defended clients worldwide against procurement fraud investigations and litigation. Our practice
spans investigations by grand juries, federal agencies, federal inspectors general, Congress, and a range of
other investigative entities. Our clients range from multinational corporations to closely held businesses, and
from CEOs to sales representatives.

Our team excels because it combines the talent and experience of two elite Crowell & Moring practice groups.
The team features seasoned White Collar and Regulatory Enforcement lawyers working alongside our industry-
leading Government Contracts group. We strategically align our formidable white collar defense experience with
our substantive expertise in procurement laws and regulations, enabling an unparalleled capacity to analyze,
advise, and zealously advocate our client’s positions.

Crowell & Moring’s Government Contracts practice is widely recognized as the best in the business. In January
2012, Government Contracts Law 360 ranked us as one of the Groups of the Year for 2011. As American
Lawyer reported in 2007, “One of Crowell’s calling cards is its roster of some of the most experienced and well-
connected federal contract attorneys in the country.” Chambers and Partners, which ranks the Government
Contracts practice in its top tier, describes Crowell & Moring as a “giant of the government contracts legal
market [that] fields a real army of excellent attorneys . . . . The team of more than 40 lawyers includes seasoned
veterans with expertise in every aspect of the contracting process, from bid preparation and bid protests to cost
disputes and investigations under the False Claims Act.”

Similarly, our White Collar and Regulatory Enforcement attorneys are recognized as leaders in their field. In
January 2012, White Collar Law 360 ranked Crowell & Moring as one of the Groups of the Year for 2011. Our
ranks include three Chambers and Partners-ranked attorneys, three American College of Trial Lawyers fellows
and numerous former government officials including the former Chief of the Fraud Division of the United States
Attorney’s Office for the District of Columbia, the former Assistant Chief of the Department of Justices’ Fraud
Section of the Criminal Division, Assistant United States Attorneys and Department of Justice Trial Attorneys, as
well as former Assistant Federal Defenders. In Los Angeles, we were joined recently by the former Health Care
Fraud Strike Force Coordinator of the U.S. Attorneys’ Office.

Our mission is simple: We strive to resolve government investigations as quickly and favorably as possible; we
do, however, also have the depth and experience to take any case to trial. Our team has handled hundreds of
trials, and our success in the courtroom provides meaningful leverage in resolving cases favorably. When we do
go to trial, we have an enviable record of success and an equally strong appellate track record.

Finally, we understand the business imperatives of our clients. We place a premium on balancing the need for
excellent and thorough service with the equally vital need to maintain an appropriate sense of proportion and
efficiency. In the end, we understand that for a business to remain compliant, it must remain in business, and we
conduct internal investigations and defend government investigations with each of these concepts imbedded
in both our philosophy and our practices.

Learn more about Crowell & Moring at www.crowell.com
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APPENDICES AND LINKS TO IMPORTANT “CRISIS” MATERIALS

Advice to Employees

Sample “Notice to Employees”
http://www.crowell.com/PDF/Sample-Notice-to-Employees.pdf

Document Preservation

Sample “Preservation Memo/Hold Order”
http://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf

Document Collection

Link to “E-Discovery in the Criminal Context”
http://www.crowell.com/documents/E-Discovery-in-the-Criminal-Context.pdf

Fact-Finding

Link to “Corporate Internal Investigations: Some Basic Considerations”
http://www.crowell.com/documents/corporate-internal-investigations-some-basic-considerations. pdf

Link to “Upjohn Warning: Recommended Best Practices When Corporate Counsel Interacts with
Corporate Employees”
http://www.crowell.com/pdf/abaupjohntaskforcereport.pdf
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Sample Notice to Employees

CONFIDENTIAL

TO: All Employees
FROM: [Legal Counsel|
DATE:

As you may know, government agents have executed a search warrant on the company’s premises, and
apparently are conducting an ongoing investigation that involves the company. The company intends to
cooperate in that investigation. However, since these are complicated matters involving important legal issues,
we are distributing this notice to provide you with specific guidance regarding this situation.

First, it is important that no one remove or destroy any documents, papers, computer files, etc., while this
investigation is pending. We do not want any innocent or routine destruction of documents to be misinterpreted.
We are distributing a separate notice with specific instructions regarding document preservation. If you have any
questions, please contact [legal counsel] at [phone number].

Second, any requests by government agents for additional documents should be reported immediately to [legal
counsel] at the above phone number and will be handled with counsel. Similarly, any requests for information
or documents by news media should also be reported immediately to [legal counsel], who will handle such
matters.

Finally, be aware that government agents may attempt to contact you at your office or home, and request to
interview you. You are free to talk to them, but you are not required to submit to an interview. You do have the
right to say you want to confer with an attorney first, and to insist on scheduling any interview at a time and
place that is convenient. An attorney can meet with you in advance and advise you. Also, by being present
at any interview, an attorney can try to avoid any confusion you may have regarding the government agents’
questions, and by taking notes the attorney can minimize any misquoting of what you say. The company will
arrange for an attorney to talk to you if that becomes necessary and you so desire. If you are contacted by
government agents, please let [legal counsel] know.

We know these matters are a distraction and regret any concern this may cause. We appreciate your patience
and cooperation.
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Sample Preservation Memorandum/Hold Order

CONFIDENTIAL

TO: [All Employees] [or Specified Employees]
FROM: [Legal Counsel|
DATE:

The company has received a subpoena from [government agency] which will require the collection and production
of certain company documents in connection with an investigation of [subject matter]. We intend to comply fully
with the subpoena and to cooperate with the [government agency’s] investigation. A description of the documents
covered by the subpoena is attached.

In order to fully comply with the [government agency] subpoena, it is vital that all documents described in the
attachment (including hard copy documents as well as electronic data and documents) be preserved, and all
routine destruction or discarding of any such documents or data, whether pursuant to formal company policies
or otherwise, be suspended until further notice. This includes turning off any “auto-delete” functions, and insuring
that all back-up tapes are preserved and not overwritten or deleted. If you have a question about whether or not
something needs to be preserved, err on the side of preserving it until advised otherwise by legal counsel.

This policy applies to all such documents, whether kept at the office, at off-site storage facilities, or at your home. It
includes not only formal company documents but also materials such as handwritten notes, drafts, calendars and
the like.

In addition, if anyone under your supervision has custody or control of such documents or data and is not listed as
a recipient of this memorandum, please forward it to them immediately. If you know of others who should receive
this memorandum, or if you know of documents beyond your control that should be preserved, please notify [legal
counsel] immediately.

Detailed instructions regarding the procedures for collection of documents will follow shortly, and will be designed
to minimize disruption of your daily business activities. Until such instructions are provided, all documents and files
should be maintained as they are kept in the ordinary course of business.

The subpoena should not be discussed outside of any discussions necessary for document preservation and
compliance, or in communications with company counsel. There should be no discussions with third parties.

If you have any questions concerning this matter, please contact [legal counsel].

Thank you for your assistance.
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Sample Upjohn Warning

| am a lawyer for or from Corporation A. | represent only Corporation A, and | do not represent you personally.

| am conducting this interview to gather facts in order to provide legal advice for Corporation A. This interview
is part of an investigation to determine the facts and circumstances of X in order to advise Corporation A how
best to proceed.

Your communications with me are protected by the attorney-client privilege. But the attorney-client privilege
belongs solely to Corporation A, not you. That means that Corporation A alone may elect to waive the attorney-
client privilege and reveal our discussion to third parties. Corporation A alone may decide to waive the privilege
and disclose this discussion to such third parties as federal or state agencies, at its sole discretion, and without
notifying you.

In order for this discussion to be subject to the privilege, it must be kept in confidence. In other words, with the
exception of your own attorney, you may not disclose the substance of this interview to any third party, including
other employees or anyone outside of the company. You may discuss the facts of what happened but you may
not discuss this discussion.

Do you have any questions?

Are you willing to proceed?
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